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Abstract—Distributed Denial-of-Service (DDoS) attacks represent one of the most pervasive and destructive 
threats to modern networked infrastructure, capable of rendering services unavailable by saturating bandwidth, 

exhausting server resources, or disrupting critical routing mechanisms. Traditional, static network architectures 
are ill-equipped to respond adaptively to such attacks due to their decentralised control and limited visibility. 
Software-Defined Networking (SDN) addresses these shortcomings by decoupling the control plane from the 

data plane, enabling centralised, programmable, and real-time network management. This paper proposes a 
comprehensive adaptive DDoS mitigation framework built on SDN, which integrates continuous traffic 
monitoring, multi-stage anomaly detection, and dynamic mitigation enforcement. The framework leverages 

machine learning classifiers—including Support Vector Machine (SVM), Random Forest (RF), K-Nearest 
Neighbours (KNN), and Naive Bayes (NB)—alongside ensemble voting mechanisms and statistical analysis to 
achieve high detection accuracy with minimal false positives. Upon detecting anomalous flows, the SDN 

controller automatically deploys mitigation actions such as IP blocking, rate limiting, and traffic redirection via 
OpenFlow-enabled switches. Experimental evaluations on benchmark datasets (CICIDS2017, CICIDS2018, 
CICDDoS2019) confirm detection accuracies exceeding 98%, while the proposed framework demonstrates 

superior network resilience, faster incident response, and sustained service availability compared to conventional 
mitigation approaches. 
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I.  INTRODUCTION 

In today’s hyper-connected digital landscape, the 
internet underpins virtually every sector of modern 

society, including e-commerce, internet banking, 
live video streaming, online education, telemedicine, 
and social communication. The exponential growth 

in internet-connected devices—including billions of 
Internet of Things (IoT) endpoints—has 
dramatically expanded the attack surface available to 

adversaries. Among the many categories of cyber 
threats, Distributed Denial-of-Service (DDoS) 
attacks stand out for their ability to cause widespread 

disruption with relatively modest resources on the 
part of the attacker. 

A DDoS attack occurs when a large number of 
compromised devices simultaneously flood a target 

server, network link, or application with malicious 
traffic, overwhelming its capacity to serve legitimate 
users. These compromised devices—referred to 

individually as bots or zombies and collectively as a 
botnet—may include laptops, smartphones, routers, 
webcams, and smart appliances. Once infected with 

malware, these devices remain under the remote 
command of the attacker, who can direct them to 
participate in coordinated attacks without the 

knowledge of their legitimate owners. The scale of 
modern botnets, sometimes comprising hundreds of 
thousands or even millions of devices, enables 

attackers to generate traffic volumes that can cripple 
even well-provisioned data centres. 

The consequences of DDoS attacks are far-
reaching and financially devastating. For e-

commerce platforms, even minutes of downtime 
translate into significant revenue loss and erosion of 

customer trust. For critical infrastructure—such as 
healthcare networks, power grids, and emergency 
services—a successful DDoS attack can have life-
threatening consequences. Despite their prevalence, 

DDoS attacks remain notoriously difficult to defend 
against using conventional, static network 
architectures. Traditional firewalls and intrusion 

detection systems operate at fixed network 
boundaries with limited visibility into global traffic 
patterns, making adaptive, real-time response nearly 

impossible. 

 

Software-Defined Networking (SDN) represents 

a paradigm shift in network architecture that offers a 
compelling solution to these limitations. By 
separating the control plane—which makes routing 

and policy decisions—from the data plane—which 
forwards packets—SDN places network intelligence 
in a centralised, logically centralised controller. This 
controller maintains a global view of the entire 

network topology and traffic state, enabling it to 
install, modify, or remove flow rules on OpenFlow-
enabled switches in real time. Such programmability 

allows SDN-based systems to respond to detected 
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threats far more rapidly and precisely than any static 

approach could achieve. 

 

This paper presents an adaptive DDoS mitigation 
framework that harnesses the power of SDN 
combined with machine learning to detect, classify, 

and neutralise DDoS attacks dynamically. The 
framework continuously monitors network flows, 
applies multi-tier detection algorithms, and 

automatically enforces mitigation policies—all 
without requiring manual administrator intervention. 
The remainder of this paper is structured as follows: 

Section II describes the methodology covering 
detection and mitigation subsystems; Section III 
presents discussion and analysis; Section IV outlines 
future research directions; Section V concludes the 

paper. 

II.  METHODOLOGY 

The proposed adaptive DDoS mitigation 

framework operates in two primary phases: (1) 
Detection, wherein network traffic is analysed and 
classified as benign or malicious using statistical and 

machine-learning-based techniques; and (2) 
Mitigation, wherein appropriate countermeasures are 

automatically deployed in response to confirmed 

attack traffic. Each phase is described in detail 
below. 

 

A.  Detection 

1)  Statistical Analysis and Feature-Based 
Detection 

Statistical analysis provides the first line of 
defence in the proposed framework. By monitoring 

per-flow statistics maintained by the SDN 
controller—including packet counts, byte counts, 
flow duration, and inter-arrival times—the system 

can establish baseline traffic profiles for each 
network segment. Deviations from these baselines, 
such as sudden spikes in packet rate or a 

disproportionate increase in flows originating from a 
narrow IP range, trigger further investigation. 

The PCA-based Enhanced Distributed DDoS 

Attack Detection (EDAD) framework forms the core 
of the statistical detection layer. Principal 
Component Analysis (PCA) is applied to reduce the 

high-dimensional feature space of network flow 
records to a compact set of discriminating 
components. This dimensionality reduction not only 
improves computational efficiency but also mitigates 

the curse of dimensionality that can reduce the 
effectiveness of distance-based classifiers in high-
dimensional spaces. 

Following PCA-based feature reduction, five 
supervised machine learning classifiers are 
evaluated: Support Vector Machine (SVM), Logistic 

Regression (LR), Random Forest (RF), K-Nearest 
Neighbours (KNN), and Decision Tree (DT). 
Evaluation is conducted on three widely used 

benchmark datasets: CICIDS2017, CICIDS2018, 
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and CICDDoS2019. Results demonstrate that RF 

achieves the highest accuracy of 98.9% on 
CICIDS2017. On CICDDoS2019, both RF and KNN 
achieve 98.7% accuracy. On CICIDS2018, SVM 

leads with 98.7% accuracy. These results confirm 
that the EDAD framework delivers consistently high 
detection performance across diverse attack 
scenarios and dataset characteristics. 

2)  Threshold-Based Detection with Dynamic 

Adjustment 

Pure machine learning models, while highly 

accurate under well-represented training 
distributions, may exhibit degraded performance 
when confronted with novel attack variants not seen 
during training. To complement statistical and ML-

based detection, the framework incorporates an 
Adaptive Two-Stage DDoS Attack Detection 
scheme with Dynamic Threshold Adjustment (ATS-

DTA). This scheme addresses the common weakness 
of single-method detection systems, which suffer 
from imbalances between detection speed, system 

overhead, and accuracy. 

ATS-DTA operates through three tightly 
integrated sub-modules. The first sub-module 

employs conditional entropy to measure the 
randomness of incoming traffic. Under normal 
conditions, the entropy of source IP addresses and 

destination ports remains relatively stable. A rapid 
decrease in entropy—indicating traffic concentration 
from a small set of sources—signals a potential 

DDoS event and triggers the second sub-module. 
The second sub-module applies a trained machine 
learning classifier to fine-grained flow features 
extracted from suspected malicious flows, 

generating a high-confidence attack classification. 
The third sub-module continuously recalibrates 

detection thresholds based on observed false positive 

and false negative rates, ensuring that the system 
maintains accuracy as traffic patterns evolve over 
time. 

Experimental evaluation demonstrates that ATS-

DTA achieves an average accuracy improvement of 
1.91% and a precision increase of 1.23% over 
comparable baseline methods, while simultaneously 

supporting flexible and dynamic threshold 
adjustment. These advantages make ATS-DTA 
particularly well-suited for dynamic network 

environments where attack strategies shift 
frequently. 

3)  Adaptive Machine Learning-Based Detection 

The third and most sophisticated detection layer 

is the Adaptive Machine Learning-based SDN-
enabled DDoS Detection and Mitigation 
(AMLSDM) framework, specifically designed for 

IoT-integrated SDN environments. IoT devices 
present unique security challenges: they are 
resource-constrained, diverse in their traffic patterns, 

and frequently targeted by attackers seeking to enlist 
them in botnets. Sampling-based security 
approaches—which examine only a fraction of 

traffic to reduce overhead—are insufficient for the 
fine-grained analysis required to achieve high 
detection accuracy in these environments. 

AMLSDM employs an adaptive multilayered 

feed-forward ensemble architecture. In the first 
layer, five classifiers—SVM, Naive Bayes (NB), 
Random Forest (RF), k-Nearest Neighbour (kNN), 

and Logistic Regression (LR)—are independently 
trained on labelled traffic datasets. Each classifier 
generates a probabilistic output representing its 

assessment of whether a given flow is malicious. 
These outputs are fed into a second-layer Ensemble 
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Voting (EV) algorithm, which aggregates classifier 

predictions through a weighted majority vote, 
producing a more robust and accurate classification 
than any individual model could achieve alone. In 

the third layer, the framework monitors live network 
traffic in real time, passing flow features extracted 
by the SDN controller to the trained ensemble for 
immediate classification. 

Upon detection of a malicious flow, the SDN 
controller issues OpenFlow rule modifications to the 
relevant switches, enforcing mitigation actions 

instantaneously. Legitimate traffic flows are 
simultaneously reconfigured to bypass congested or 
compromised paths, ensuring uninterrupted service 

for benign users. Experimental results confirm that 
AMLSDM achieves higher detection accuracy and a 
significantly lower false alarm rate compared to 

existing state-of-the-art solutions across multiple 
benchmark datasets. 

 

B.  Mitigation 

1)  Blocking Suspicious IP Addresses 

The most direct form of DDoS mitigation is the 
blocking of identified malicious IP addresses at the 

network boundary. In a conventional network, this 
requires manual configuration of firewall access 
control lists (ACLs) or the deployment of purpose-
built DDoS scrubbing appliances. In the SDN-based 

framework, this process is fully automated. Once the 
detection layer identifies a source IP as malicious—
either through threshold exceedance, ML 

classification, or ensemble consensus—the SDN 

controller immediately installs a DROP rule in the 
flow tables of all relevant OpenFlow switches. This 
rule instructs the switches to silently discard all 

subsequent packets originating from the blocked IP, 
preventing any attack traffic from consuming server 
or bandwidth resources. 

The centralised nature of SDN control enables 

this blocking action to be propagated across the 
entire network simultaneously, rather than requiring 
configuration updates at each individual device. 

Additionally, blocked IP entries are time-stamped 
and periodically reviewed; if an IP address ceases to 
exhibit malicious behaviour—which may occur if a 

legitimate but temporarily compromised device has 
been cleaned—the block can be automatically lifted. 
This approach reduces the risk of permanently 

denying service to legitimate users whose devices 
were transiently hijacked. 

2)  Rate Limiting 

IP blocking is highly effective against sources 

already confirmed as malicious, but it provides no 
protection against low-rate DDoS attacks or 
situations where malicious traffic originates from a 

large number of distributed sources—making it 
impractical to block every individual IP without also 
affecting large portions of legitimate traffic. Rate 

limiting addresses this limitation by imposing upper 
bounds on the traffic volume that any single source, 
user, or device may contribute to the network within 

a defined time window. 

In the proposed SDN framework, rate-limiting 
policies are enforced directly at the OpenFlow 
switch level using metering capabilities defined in 

the OpenFlow specification. For example, the 
controller may install a meter entry that limits any 
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single source IP to 500 packets per second; packets 

exceeding this rate are dropped or marked for 
deprioritisation. These policies can be applied 
globally, per-subnet, or per-individual-flow, 

providing fine-grained control over network 
resource allocation. Importantly, rate limits can be 
adjusted dynamically by the controller in response to 
changing traffic conditions—tightened during 

confirmed attack periods and relaxed once normal 
traffic patterns are restored. 

Rate limiting is particularly effective against 

volumetric DDoS attacks and slow-rate application-
layer attacks alike. By ensuring that no single source 
can monopolise network capacity, the framework 

preserves fair resource allocation for all users and 
maintains service availability even when a portion of 
incoming traffic is malicious. 

3)  Traffic Redirection 

In scenarios where neither IP blocking nor rate 
limiting is sufficient—such as when a DDoS attack 
is so large that it saturates a specific network link 

regardless of the traffic dropped—traffic redirection 
provides an essential complementary defence. The 
SDN controller, with its global view of network 

topology and real-time link utilisation statistics, can 
detect when specific paths or nodes are becoming 
bottlenecks under attack pressure. Upon detection, 

the controller modifies the flow rules of upstream 
switches to redirect all clean traffic through 
alternative, less-congested paths, effectively 

bypassing the attack-saturated segment. 

Traffic redirection in the SDN framework 
leverages the programmability of OpenFlow to 
achieve sub-second path switching—a capability far 

beyond what is achievable through manual 
reconfiguration or traditional routing protocol 

convergence. Attack traffic, identified by the 

detection layer, may simultaneously be directed 
toward dedicated scrubbing infrastructure or null-
routed at the network perimeter, ensuring that 

forwarding resources are consumed only by 
legitimate flows. This capability is especially critical 
for cloud service providers, content delivery 
networks, and enterprise data centres where any 

sustained disruption results in significant financial 
and reputational damage. 

III.  DISCUSSION 

The experimental and analytical results 
presented in this paper validate the effectiveness of 
SDN as a platform for adaptive DDoS mitigation. 
The centralised control architecture of SDN provides 

a decisive advantage over traditional distributed 
network management: a single controller maintains 
a real-time, comprehensive view of all traffic flows 

across the entire network, enabling it to detect 
anomalies and enforce mitigation policies with a 
speed and precision that distributed systems cannot 

match. 

The multi-layer detection architecture—
combining statistical entropy analysis, dynamic 

threshold adjustment, and machine learning 
ensemble classification—provides robust detection 
performance across a wide range of DDoS attack 

types, including volumetric floods, protocol 
exploitation attacks, and low-rate application-layer 
attacks. The use of ensemble voting in particular 

demonstrates the value of combining multiple 
classifiers: by aggregating the predictions of SVM, 
NB, RF, kNN, and LR models, the framework 
achieves detection accuracy exceeding 98% while 

simultaneously reducing false alarm rates to levels 
compatible with automated, unsupervised operation. 
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The mitigation subsystem—comprising IP 

blocking, rate limiting, and traffic redirection—
complements the detection layer by providing a 
graduated response proportional to the severity and 

nature of detected attacks. Mild anomalies trigger 
rate limiting, preserving connectivity for potentially 
legitimate sources while constraining their impact. 
Confirmed attacks trigger IP blocking for immediate 

threat neutralisation. Large-scale volumetric attacks 
trigger traffic redirection to protect critical network 
segments. This layered mitigation approach 

minimises collateral impact on legitimate users 
while maximising the disruption to attack traffic. 

Despite these strengths, the proposed framework 

faces several important challenges. The SDN 
controller itself represents a centralised point of 
failure: a successful denial-of-service attack 

targeting the controller could compromise the entire 
network management infrastructure. This concern 
necessitates the deployment of geographically 

distributed, redundant controller clusters with fast 
failover mechanisms. Additionally, the machine 
learning models embedded in the framework require 
careful management: training datasets must 

accurately represent the current threat landscape, 
models must be periodically retrained to maintain 
accuracy against evolving attack patterns, and 

inference must be sufficiently fast to enable real-time 
operation at line rate. 

Scalability represents another significant 

concern. As network size and traffic volume grow, 
the computational demands on both the controller 
and the ML inference engine increase substantially. 

Future deployments must incorporate horizontal 
scaling of the control plane, distributed detection 
engines deployed close to the network edge, and 

efficient flow sampling strategies that preserve 

detection accuracy while reducing the volume of 

data processed centrally. 

Privacy considerations also deserve attention. 
Detailed traffic monitoring—necessary for accurate 
DDoS detection—inevitably involves the processing 

of sensitive user data. Frameworks for privacy-
preserving traffic analysis, such as differential 
privacy and federated learning, must be integrated to 

ensure regulatory compliance, particularly in 
jurisdictions subject to data protection legislation 
such as GDPR. 

IV.  FUTURE DIRECTIONS 

A.  Adaptive and Real-Time Detection Systems 

The rapid evolution of DDoS attack 
techniques—including the emergence of AI-driven 
adaptive attacks that deliberately modify their traffic 
patterns to evade ML-based detectors—demands 

corresponding advances in detection methodology. 
Future research should explore reinforcement 
learning-based detection agents that continuously 

update their decision policies in response to observed 
attack outcomes, enabling truly self-adaptive 
defence. Online learning algorithms capable of 

updating model parameters from streaming traffic 
data—without requiring full model retraining—
represent a particularly promising direction. 

Lightweight federated learning deployed at network 
edge nodes can distribute the inference workload 
while enabling collaborative model improvement 

across organisational boundaries, a critical capability 
for ISP-level DDoS defence. 

B.  Explainability and Trustworthiness 

The deployment of deep learning and ensemble 
models in operational network security contexts is 
hampered by their inherent opacity. Network 
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administrators and security auditors require 

interpretable explanations for model decisions—
particularly for high-impact actions such as IP 
blocking that may affect legitimate users. Future 

work should investigate the application of 
Explainable AI (XAI) techniques—including SHAP 
(SHapley Additive exPlanations) values, LIME 
(Local Interpretable Model-agnostic Explanations), 

and attention mechanisms—to SDN-based DDoS 
detection systems. Blockchain-anchored audit logs 
of controller decisions and model updates would 

further enhance accountability and facilitate post-
incident forensic analysis. 

C.  Cross-Domain Generalisation 

Current DDoS detection models are typically 
trained and evaluated on datasets collected from 
specific network environments, limiting their 

transferability to different infrastructure types. 
Transfer learning and domain adaptation techniques 
offer a path toward models that can be pre-trained on 

large, diverse datasets and then rapidly fine-tuned for 
deployment in specific operational contexts with 
minimal labelled data requirements. Meta-learning 

approaches—which train models to learn quickly 
from small amounts of new data—are particularly 
relevant for DDoS detection, where the distribution 

of attack traffic can shift rapidly and unpredictably. 

D.  Scalable Federated Learning Architectures 

Multi-organisational DDoS defence requires 

collaborative model training across entities that may 
be direct competitors and are therefore unwilling to 
share raw traffic data. Federated learning provides a 

framework for training shared detection models 
without exchanging raw data, but existing federated 
learning frameworks typically assume homogeneous 

data distributions across participants—an 

assumption that rarely holds in practice. Future 

research should develop federated learning 
architectures specifically designed for 
heterogeneous, non-IID traffic distributions, 

incorporating robust aggregation algorithms 
resistant to poisoning attacks from compromised 
federation participants. 

E.  Robustness and Energy Efficiency 

As detection systems become more 
sophisticated, so too do the adversarial techniques 

deployed against them. Model poisoning attacks, 
wherein an adversary manipulates training data to 
degrade model performance, and adversarial 

examples, which are carefully crafted inputs 
designed to cause misclassification, represent 
growing threats to ML-based DDoS detection. 
Future research must develop robust training 

methodologies and inference-time anomaly 
detection mechanisms capable of identifying and 
rejecting adversarial inputs. Simultaneously, the 

energy consumption of deep learning inference at 
scale is a pressing sustainability concern; model 
compression techniques including quantization, 

pruning, and knowledge distillation must be 
systematically applied to reduce the computational 
and energy footprint of deployed detection systems. 

V.  CONCLUSION 

This paper has presented a comprehensive 
adaptive DDoS mitigation framework built on 
Software-Defined Networking, integrating multi-

stage machine learning-based detection with 
automated, graduated mitigation enforcement. The 
framework addresses the fundamental limitations of 

static, decentralised network defence architectures 
by exploiting the programmability and global 
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visibility afforded by the SDN paradigm. Through 

the combination of PCA-based statistical analysis, 
adaptive threshold-based detection, and multi-layer 
ensemble machine learning classification, the 

framework achieves DDoS detection accuracies 
exceeding 98% across diverse benchmark datasets, 
while maintaining low false positive rates 
compatible with fully automated, unsupervised 

operation. 

The mitigation subsystem—implementing IP 
blocking, OpenFlow-based rate limiting, and 

dynamic traffic redirection—provides a 
proportionate and rapidly deployable response to 
detected attacks, minimising disruption to legitimate 

network traffic while effectively neutralising 
malicious flows. The layered architecture ensures 
that the framework can respond appropriately to a 

wide spectrum of DDoS attack types and intensities, 
from low-rate application-layer probes to high-
volume volumetric floods targeting core network 

links. 

The paper has also identified and systematically 
analysed the principal challenges that must be 
overcome to achieve production-scale deployment of 

SDN-based adaptive DDoS defence: controller 
resilience, model scalability, inference latency, 
privacy preservation, and robustness against 

adversarial manipulation. Future research directions 
addressing these challenges—including federated 
learning, explainable AI, transfer learning, and 

energy-efficient model compression—have been 
outlined. The authors are confident that advances in 
these areas will enable truly autonomous, self-

adaptive network defence systems capable of 
protecting critical digital infrastructure against the 
increasingly sophisticated DDoS threats of the 

coming decade. 

In summary, the integration of SDN with 

adaptive machine learning represents a compelling 
and practically viable path toward next-generation 
DDoS mitigation, offering network operators the 

combination of speed, accuracy, scalability, and 
flexibility required to defend modern networked 
infrastructure against one of cybersecurity’s most 
persistent and damaging threats. 
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