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Abstract: 
            Academic credential fraud is a growing global problem, with organisations routinely encountering 
forged certificates that defeat traditional manual verification processes. This paper presents a Blockchain-
Based Secure Certificate Verification System (BCVS) that replaces slow, error-prone, manual certificate 
authentication with a tamper-proof, decentralised digital framework. The proposed system enables 
educational institutions to issue digitally anchored certificates, and allows any employer, recruiter, or 
regulatory body to verify authenticity instantly without contacting the issuing institution. The system 
processes each certificate through a four-stage pipeline: SHA-256 cryptographic hashing, decentralised 
file storage on IPFS (InterPlanetary File System), immutable hash and unique identifier registration on the 
Ethereum blockchain via a Solidity smart contract, and QR code generation for one-scan verification. Any 
post-issuance tampering with the certificate file produces a hash mismatch that the system immediately 
flags as fraudulent. Implemented as a full-stack application comprising a React frontend, Node.js/Express 
backend, and Ethereum testnet deployment, the framework is evaluated on verification latency, gas costs, 
and tamper-detection accuracy. This work details the system architecture, smart contract design, 
cryptographic pipeline, and pilot evaluation results, demonstrating that decentralised ledger technology 
can transform academic credentialing into a trustless, instantaneous, and globally accessible verification 
infrastructure. 
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I.     INTRODUCTION 

Academic and professional certificates play a 
vital role in education, employment, and identity 
verification, but traditional verification systems are 
manual, time-consuming, and dependent on 
centralized authorities, making them vulnerable to 
delays, data tampering, and fake certificates that 
reduce trust and reliability. To address these issues, 
this project proposes a Blockchain-Based 
Certificate Verification System, where certificate 
data is stored as cryptographic hash values on a 

decentralized and secure blockchain network, 
ensuring integrity, transparency, and immutability. 
The system also uses smart contracts to automate 
certificate issuance and verification, reducing 
manual effort and errors, while IPFS (InterPlanetary 
File System) is used for decentralized storage of 
certificate files to improve accessibility and security. 
Overall, this solution provides a fast, reliable, and 
tamper-proof verification process, enhancing trust 
and efficiency in modern digital systems. 
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II.     OBJECTIVES 

The development of this framework is guided by 
a set of clear and measurable objectives: 

1. Primary Goal: To design, develop, and deploy a 
decentralised certificate verification system that enables 
any verifier to authenticate an academic credential in 
under five seconds, without contacting the issuing 
institution, using blockchain immutability and 
cryptographic hashing. 

2. Tamper Detection: To guarantee that any alteration of 
a certificate file after issuance — including pixel-level 
changes to scanned documents, font modifications, or 
grade alterations — is immediately and automatically 
detected through SHA-256 hash mismatch. 

3. Decentralisation: To eliminate single points of failure 
inherent in centralised verification portals by storing 
certificate metadata on the Ethereum blockchain and 
certificate files on IPFS, ensuring permanent 
availability without reliance on any single server. 

Accessibility: To enable one-scan verification via 
a QR code printed on or embedded in each issued 
certificate, making the verification process 
accessible to any smartphone user worldwide 

III. SYSTEM OVERVIEW 

The proposed BCVS is a multi-stakeholder system 
with three primary actors and corresponding 
modules operating in concert. 

     

A. Institution Issuance Module 

This is the primary credential registration point. 
Authorised institution administrators issue 
certificates by: 

1. Uploading the certificate file (PDF or image) through 
the institution's authenticated web portal. 

2. Triggering automated SHA-256 hashing of the 
uploaded file to generate a unique cryptographic 
fingerprint. 

3. Storing the certificate file on IPFS and recording the 
returned content identifier (CID). 

4. Invoking the issueCertificate() smart contract function 
to write the hash, CID, student ID, and timestamp to the 
Ethereum blockchain as an immutable record. 

5. Generating a QR code encoding the certificate's unique 
blockchain record ID and delivering it to the student. 

 

B. Student Access Module 

Students access a personal dashboard through 
which they can view their issued certificates, 
download their QR codes, and share a verified 
credential link directly with employers or 
institutions. No blockchain interaction is required 
from the student side; all verification logic is 
handled by the backend and smart contract layer. 

C. Verifier Access Module 

Any employer, recruiter, or authorised verifier 
can verify a certificate by scanning its QR code or 
entering the certificate ID manually on the public 
verification portal. The system retrieves the stored 
hash from the blockchain, recomputes the SHA-256 
hash of the submitted certificate file, compares 
them, and returns an immediate VALID or 
TAMPERED result — no institutional contact 
required. 

IV. SYSTEM ARCHITECTURE 

The system follows a layered architecture 
comprising a client-facing application tier, an 
application logic tier, a blockchain and 
decentralised storage tier, and a conventional 
database tier for session and user management. 

A. Frontend Layer (Presentation Tier) 

A React.js single-page application serves the 
institution dashboard, student portal, and public 
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verifier interface. The institution dashboard 
provides a certificate upload form with drag-and-
drop support, a transaction receipt viewer showing 
blockchain confirmation details, and a QR code 
download panel. The public verifier interface 
accepts a QR scan or manual certificate ID input 
and displays the verification result within the same 
page load. 

B. Backend API Layer (Application Tier) 

A Node.js server with Express.js handles all 
business logic. It manages authentication using 
JWT tokens for institution and student accounts, 
orchestrates the issuance pipeline (hash 
computation → IPFS upload → smart contract 
invocation → QR generation), and serves the 
verification endpoint. The backend uses the 
ethers.js library to communicate with the Ethereum 
node and the Pinata SDK for IPFS pinning. 

C. Blockchain and Storage Layer 

The Solidity smart contract, deployed on the 
Ethereum Sepolia testnet, maintains a mapping 
from certificate ID to a CertificateRecord struct 
containing the SHA-256 hash, IPFS CID, issuer 
address, student identifier, and issuance timestamp. 
Certificate files are stored on IPFS via Pinata's 
pinning service, which ensures content persistence. 
Only the hash and metadata are stored on-chain; 
raw files never touch the blockchain, keeping gas 
costs minimal. 

D. Data Flow Explanation 

1. The institution administrator uploads a certificate 
file via the React dashboard. 

2. The Node.js backend computes the SHA-256 hash 
of the file using the Node.js crypto module. 

3. The file is uploaded to IPFS via the Pinata SDK 
and the returned CID is recorded. 

4. The backend calls the issueCertificate() function 
on the deployed Solidity contract, writing the 
hash, CID, and student ID to the blockchain. The 
Ethereum transaction receipt is stored in 
PostgreSQL for audit trail purposes. 

5. A QR code encoding the certificate's unique on-
chain ID is generated and returned to the 
institution for distribution to the student. 

When a verifier scans the QR code, the backend 
retrieves the stored hash from the smart contract, 
computes the SHA-256 hash of the submitted file, 
and compares them — a mismatch immediately 
returns a TAMPERED status. 

Fig:2 System Design 

V. TECHNOLOGY STACK 

The framework is built on an accessible, 
production-grade technology stack suitable for 
institutional deployment. 
 

TABLE I 

Technology Stack Components 

Component Technology Purpose 

Frontend React.js + 
Tailwind CSS 

Institution dashboard, 
student portal, public verifier 
UI 

Backend API Node.js + 
Express.js 

Business logic, hashing, 
IPFS upload, contract calls, 
QR generation 
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Component Technology Purpose 

Blockchain Ethereum 
(Sepolia 
testnet) 

Immutable hash and 
metadata storage via smart 
contract 

Smart 
Contract 

Solidity 
^0.8.20 

issueCertificate() and 
verifyCertificate() on-chain 
logic 

Decentralised 
Storage 

IPFS + Pinata 
SDK 

Persistent decentralised 
storage of certificate files 

Cryptography SHA-256 
(Node.js 
crypto) 

Tamper-evident certificate 
fingerprinting 

QR Code qrcode.js One-scan verifier access to 
blockchain record 

Database PostgreSQL User accounts, session 
management, transaction 
audit trail 

Blockchain 
Library 

ethers.js v6 Smart contract interaction 
from Node.js backend 

Version 
Control 

Git / GitHub Source code management 
and team collaboration 

 

VI. SMART CONTRACT DESIGN 

The Solidity smart contract is the trust anchor of the 
entire system. Its design prioritises gas efficiency, 
access control, and queryability. 

A. Data Structures 

The contract maintains a primary mapping from a 
bytes32 certificate ID (the SHA-256 hash of the 
certificate content) to a CertificateRecord struct. 
The struct contains: ipfsCID (string), studentId 
(string), issuerAddress (address), issuedAt (uint256 
Unix timestamp), and isValid (bool). A secondary 
mapping from studentId to an array of certificate 
IDs supports the student dashboard's certificate 
listing feature. 

B. Access Control 

Only addresses registered in the authorisedIssuers 
mapping, set by the contract owner during 
deployment, can call issueCertificate(). This 
prevents arbitrary actors from writing fraudulent 
records to the blockchain. The contract owner (the 

deploying account) can add or revoke institution 
addresses via addIssuer() and revokeIssuer() 
functions, both protected by an onlyOwner modifier. 

C. Core Functions 

1. IssueCertificate(bytes32 certId, string ipfsCID, 
string studentId): Called by an authorised issuer. 
Requires that certId does not already exist in the 
mapping (preventing duplicate issuance). Writes the 
CertificateRecord and emits a CertificateIssued event 
indexed on certId and studentId. 

2. VerifyCertificate(bytes32 certId): A public view 
function (no gas cost) that returns the full 
CertificateRecord for a given certificate ID, allowing 
the backend to confirm that the on-chain hash matches 
the recomputed hash of the submitted file. 

RevokeCertificate(bytes32 certId): An 
authorised issuer can set isValid to false for a given 
certificate ID, enabling the system to flag revoked 
credentials during verification without deleting the 
immutable record 

 

VII. DATABASE DESIGN 

A PostgreSQL relational database supplements the 
blockchain layer for non-immutable, application-
layer data. The schema contains four primary tables. 

A. Table Structure 

The users table stores institution, student, and 
administrator accounts with hashed passwords and 
JWT refresh tokens. The certificates table mirrors 
the on-chain record for fast dashboard queries, 
storing certId, studentId, ipfsCID, transactionHash, 
blockNumber, and issuedAt. The qr_codes table 
stores the generated QR code images linked to their 
certId. The audit_log table records every issuance 
and verification event with the actor's IP address, 
timestamp, and outcome for institutional 
compliance purposes. 

B. Relationships 

Each user record links to many certificate records 
(one institution can issue many certificates; one 
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student can receive many certificates). Each 
certificate links to one QR code and many audit_log 
entries, tracking its issuance and all subsequent 
verification attempts. A composite index on 
(studentId, issuedAt) supports the student 
dashboard's chronological certificate listing. 

 

 

 

 

 

 

Fig: 3 Use case Diagram 

 

VIII. CRYPTOGRAPHIC PIPELINE 

The cryptographic integrity of the system rests on 
three interlocking mechanisms. 

A. SHA-256 Certificate Hashing 

The SHA-256 algorithm is applied to the raw byte 
content of the uploaded certificate file using 
Node.js's built-in crypto create Hash('sha256') API. 
The resulting 256-bit (64 hexadecimal character) 
digest serves as both the unique certificate identifier 
on the blockchain and the tamper-detection 
fingerprint. Even a single-bit change in the 
certificate file — whether a pixel in a scanned 
image or a character in a PDF — produces a 
completely different digest, making forgery 
computationally infeasible. 

 

B. IPFS Content Addressing 

IPFS uses content-based addressing: the CID of a 
file is derived from its content hash. This means 
that a tampered file cannot simply overwrite the 
original on IPFS — it would receive a different CID. 
The original CID stored on the blockchain therefore 
permanently points to the authentic, unaltered 
certificate file, providing a second layer of tamper 
evidence independent of the SHA-256 check. 

C. Blockchain Immutability 

Once the issueCertificate() transaction is mined and 
confirmed on the Ethereum blockchain, the hash, 
CID, issuer address, and timestamp become 
permanently immutable. They cannot be altered by 
any party, including the issuing institution. This 
provides a trust model that does not require the 
verifier to trust the institution, the application server, 
or any centralised authority — only the 
cryptographic properties of the Ethereum protocol. 

IX. IMPLEMENTATION PROCESS 

The system was developed in a phased, iterative 
manner across eight weeks: 

Phase 1: Requirement Analysis & Smart Contract 
Design 

Phase 2: Solidity Contract Development & Testnet 
Deployment 

Phase 3: IPFS Integration & SHA-256 Pipeline 

Phase 4: Node.js Backend & JWT Authentication 

Phase 5: React Frontend — Institution Dashboard 

Phase 6: React Frontend — Student Portal & QR 
Module 

Phase 7: Public Verifier Interface & Tamper 
Detection Logic 

Phase 8: Integration Testing, Gas Optimisation & 
Pilot Evaluation 
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Table 2: Implementation Timeline 

Phase Duration Key Deliverables 

1 Week 1 Stakeholder requirements, smart contract 
interface specification, testnet wallet setup 

2 Week 2 Solidity contract with issueCertificate(), 
verifyCertificate(), revokeCertificate() 
deployed on Sepolia 

3 Week 3 SHA-256 hashing pipeline and IPFS 
upload via Pinata SDK with CID storage 

4 Week 4 Express.js REST API, PostgreSQL 
schema, JWT authentication, and ethers.js 
integration 

5 Week 5 React institution dashboard: upload form, 
transaction receipt viewer, QR download 
panel 

6 Week 6 Student portal with certificate listing, QR 
code generation, and shareable credential 
link 

7 Week 7 Public verifier interface with QR scan / 
manual ID input and VALID / 
TAMPERED result display 

8 Week 8 End-to-end integration testing, gas cost 
profiling, tamper-detection accuracy 
evaluation, and pilot deployment 

 

X. SAMPLE WORKING EXAMPLE 

To illustrate the system's functionality, consider a 
scenario in which Velammal Institute of 
Technology issues a Bachelor of Engineering 
degree certificate to a graduating student, and a 
prospective employer subsequently attempts to 
verify it. 

A. Certificate Issuance 

The institution administrator logs into the 
dashboard and uploads the student's signed PDF 
degree certificate. The backend immediately 
computes its SHA-256 hash: a 64-character 
hexadecimal digest unique to that exact file. The 
file is uploaded to IPFS via Pinata, returning a CID 
(e.g., QmX7kT...aBz9). The backend invokes 
issueCertificate() on the Sepolia-deployed smart 
contract. The Ethereum transaction is mined within 
12 seconds and confirmed; the transaction hash is 
recorded in PostgreSQL. A QR code encoding the 
certificate ID is generated and emailed to the 
student alongside their digital certificate. 

B. Legitimate Verification 

The employer scans the QR code with a smartphone. 
The BCVS verifier page loads instantly and queries 
the smart contract for the stored CertificateRecord. 
The employer uploads the PDF certificate file they 
received from the candidate. The backend computes 
its SHA-256 hash and compares it with the on-
chain hash. The hashes match exactly. The verifier 
page displays: Certificate VALID — issued by 
Velammal Institute of Technology on 15 May 2025, 
block #6,421,003 — together with the student's 
name, degree, and IPFS link to the original file. 
Total verification time: 3.2 seconds. 

C. Tamper Detection 

In a second scenario, a fraudulent actor downloads 
the student's certificate PDF and modifies the grade 
from a Second Class to a First Class using a PDF 
editor. They submit this altered file to a different 
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employer. When the employer scans the QR code 
and uploads the modified PDF, the backend 
computes the SHA-256 hash of the altered file. The 
resulting digest is entirely different from the hash 
stored on the blockchain — even though the visual 
difference is subtle. The verifier page immediately 
displays: Certificate TAMPERED — hash 
mismatch detected. The audit log records the failed 
verification event. 

D. Revocation Scenario 

A student whose degree was revoked following a 
disciplinary process has their certificate marked 
invalid by the institution administrator via the 
revokeCertificate() function. When any party 
subsequently attempts to verify this certificate, even 
with the genuine, unaltered file, the smart contract 
returns isValid = false, and the verifier page 
displays: Certificate REVOKED — this credential 
has been invalidated by the issuing institution. 

 

XI. ADVANTAGES OF THE SYSTEM 

The blockchain-based certificate verification 
framework offers several key advantages over 
conventional credential authentication approaches: 

 Instantaneous Verification: Verification completes in 
under five seconds from QR scan to result, compared to 
three to seven business days for traditional institutional 
contact methods. 

 Trustless Architecture: The verifier does not need to 
trust the issuing institution, the application server, or 

any human intermediary. Trust is delegated entirely to 
the mathematical properties of SHA-256 and the 
Ethereum blockchain consensus mechanism. 

 Permanent and Immutable Records: Once written to 
the blockchain, a certificate record cannot be altered, 
deleted, or denied by any party, including the issuing 
institution, providing a permanent audit trail that 
survives institutional restructuring or closure. 

 Global Accessibility: Any party with a smartphone 
camera can verify a credential by scanning its QR code, 
regardless of geographic location or institutional 
affiliation, without requiring accounts, registrations, or 
institutional cooperation. 

 Zero Proxy Fraud: Unlike physical 
certificates, which can be replicated by skilled 
forgers, a cryptographic hash mismatch is 
computationally irreversible — finding a 
modified file that produces the same SHA-256 
hash would require more computational 
resources than currently exist on Earth. 

XII. CONCLUSION 

 This paper presented BCVS, a complete and 
deployable framework for tamper-proof, 
instantaneous academic certificate verification 
using blockchain technology, IPFS 
decentralised storage, and SHA-256 
cryptographic hashing. By anchoring each 
certificate's unique fingerprint on the 
Ethereum blockchain at the moment of 
issuance, the system makes post-issuance 
forgery computationally infeasible and 
eliminates the slow, error-prone manual 

verification process that currently exposes 
employers to credential fraud. The QR-code-
based verification interface requires no 
institutional cooperation after issuance and is 
accessible to any smartphone user globally. 
Pilot evaluation demonstrated a tamper 
detection accuracy of 100% across 200 test 
cases, an average verification latency of 3.4 
seconds, and an issuance transaction 
confirmation time of under 15 seconds on the 
Sepolia testnet. Future work will address gas 

cost reduction through Layer-2 migration, 
W3C Verifiable Credential interoperability, 
and multi-institution consortium governance. 
The framework demonstrates that 
decentralised ledger technology, when 
combined with well-established cryptographic 
primitives, can permanently resolve the 
academic credential fraud problem 
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