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Abstract
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This study analyses Android network traffic to evaluate compliance with India’s DPDP Act and to
identify gaps between stated privacy policies and actual behaviour. Using data from multiple apps
across categories, we examine tracker activity, pre-consent data transmission, and exposure of personally
identifiable information (PII). The results indicate that several apps collect and share data even before
user consent is obtained, and most of the apps do not specify the categories of data they're collecting and

with whom they’re sharing.
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I. INTRODUCTION

With the rapid growth of smartphone usage in
India, mobile apps have become an integral part
of our daily life. These apps often collect user
data and transmit it to multiple domains for
analytics, personalisation and targeted
advertising. However, the extent to which they
comply with the data protection laws remains a
question.

Users lack the visibility to see what type of
data is collected, which domains are contacted,
how frequently their data is transmitted over the
network, and what stages of app interaction.

This research aims to analyse the network
traffic generated by some of the most popular
Android apps in the Indian market by studying
real-time communication and evaluating their
adherence to the Digital Personal Data Protection
(DPDP) Act, 2023.
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II. PROBLEM STATEMENT

There is currently a very limited empirical study
on whether the apps popular in the Indian market
comply with the data privacy laws. It is unclear
how often they contact third-party domains,
whether they transmit information securely
(HTTPS) and if they start transmitting
information before any interaction.

There remains a lack of large-scale empirical
research that specifically focuses on popular apps
in the Indian market. This paper therefore
investigates dynamic network traffic analysis for
popular Android apps widely used in India.
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e To empirically analyse network traffic
generated by popular Android apps in
India.

e To identify domains and third-party
services contacted during app usage.

e To measure the timing of network
communications.

e To evaluate compliance with India’s
DPDP Act, 2023.

e To generate structured insights and
parameters shared during app usage.

e To identify the most and the Ileast
compliant apps and the categories.

e To determine which sections of the DPDP
Act are most frequently violated.

IV. LITERATURE REVIEW

Previous studies show that Android apps
widely use third-party tracking libraries to collect
and share user data, often without clear or
meaningful consent[1].

Tools such as AntMonitor demonstrate that
real-time network traffic analysis can reveal
sensitive data like device identifiers and personal
information being sent by apps, sometimes in the
background[2]. Web-based studies using tools
like OpenWPM also show extensive tracking by
major advertising companies, though mainly in
browser environments[3].

Overall, prior research confirms that data
tracking 1s widespread, but there is limited work
focusing on Indian Android apps and their
compliance with the DPDP Act, 2023. This study
addresses that gap using real-time traffic analysis
and compliance evaluation.

V. METHODOLOGY

A total of 27 Android apps were selected across
the following categories:
1. Social Media and Communication Apps
2. E-Commerce
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3. Media Apps
4. Entertainment Apps
5. Productivity Apps

These apps were installed and executed in a
controlled environment using a Genymotion
emulator. Each app was tested for a short
duration during which basic interactions such as
creating an account with dummy data (wherever
possible) and general navigation were performed.
Network traffic generated during the app usage
was collected using Mitmproxy. The collected
traffic was processed using Python scripts to
extract structured information, including request
parameters, domains, request methods, and data
classifications. Dynamic instrumentation was
performed using Frida to bypass SSL pinning and
root detection.
The processed dataset was analysed to identify

e Third-party trackers

e Types of data shared

e Timing of data shared

e Domains contacted during app usage

A dashboard was created using Streamlit to
visualise the findings and provide interactive
insights.
Their privacy policy was analysed to find
inconsistencies between data collected and that
which was stated.
Each application was evaluated against key
provisions of the DPDP Act 2023, including

e Section 5: Notice

e Section 6: Consent

e Section 8: Data Minimisation

e Section 8: Data Security

e Section 13: Grievance Redressal

VI. METRIC DEFINITIONS

To quantify privacy behaviour, the following
metrics were defined:

1. Compliance Percentage

Compliance % = (Obtained Compliance Score/
Total Possible Score)x100

2. Pre-consent Ratio
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This metric represents the proportion of network
requests initiated before explicit user interaction
or consent.

3. Privacy Risk Score
The Privacy Risk Score is a composite metric
used to quantify the overall privacy risk posed by
an application, based on data sensitivity, pre-
consent behavior, and compliance level.

Privacy Risk Score=HR+PR-+(1-CS)*x100

Where:
o HR: High-risk data exposure score (0—
100)
e PR: Pre-consent ratio (0—1)
e CS: Compliance score (0—1)

VII. RESULTS AND ANALYSIS

A. Overview:

This study analysed a total of 27 apps popular in
India across several categories. Key insights:
e 9 apps were identified as “critical”
e Average privacy score (penalised): 62.2%
e More than 2,681 high-value parameters
were transmitted before user consent
e More than 1,195 high-risk trackers were
identified
e 3 apps scored below 50% compliance

B. Category-wise Risk and Compliance Patterns

The findings indicate that, on average, apps
showed moderate to low alignment with DPDP
principles.
e Productivity apps recorded the highest
level of non-compliance (44.0%)
e Social media and communication
applications  showed  the  highest
compliance (80.3%)

C. DPDP Section-wise Violations

Section 8 (Data Minimisation) emerged as the
most frequently violated provision, with 24/27
apps showing non-alignment, suggesting that
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many apps may be collecting or transmitting
more data than required for core functionality.
Other provisions, such as Consent (Section 6)
and Notice (Section 5), also showed
inconsistencies, particularly in relation to pre-
consent data transmission.

Only one app violated Section 13 (Grievance),
indicating that it may not have provided proper
grievance contact information in its privacy
policy.

D. Pre-Consent Data Transmission

A total of 2,681 pre-consent network events were
recorded, indicating that many applications
initiate data transfer before explicit user
interaction or consent.

Examples:

Meesho transmitted apps_installed before user
consent, violating both data minimisation and
consent principles, although it was mentioned in
their privacy policy.

E. Tracker Ecosystem and Risk Concentration

1,196 high-risk tracker instances were identified.
Google emerged as the dominant tracker entity,
followed by Meta and OTPless.

F. Compliance vs. Reality Gap

Network traffic analysis revealed instances of
data transmission occurring prior to user
interaction or consent, potentially violating
consent requirements.

This indicates a policy—behaviour gap, where
declared data-handling practices do not fully
align with actual implementation.

Additionally, some applications achieved
relatively high compliance scores based on
formal evaluation criteria yet continued to engage
in substantial third-party tracking and data
sharing. This highlights a measurement gap,
where compliance indicators may not fully
capture real-world privacy risks.

G. Empirical Evidence of Data Collection and
Tracking

Meesho transmitted a phone number to Meta
using a non-standard field name and base64
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encoding, demonstrating potential intentional
obfuscation.

Network traffic analysis revealed multiple
instances of data collection and third-party
tracking across applications. The following
examples provide concrete evidence of observed
behaviours:

i. Pre-consent Collection of
Installed Applications

Meesho transmitted a parameter labeled
apps_installed prior to user consent.

Indicates potential violation of:
e Section 6 (Consent) — data sent before
consent
e Section 8 (Data Minimisation) -
excessive data collection

ii. Pre-consent Tracking via
Advertising Identifiers
Multiple applications, including Meesho, were

observed transmitting advertiser id, including
before consent.

iii. UPI and App Environment
Detection

Kuku TV  was
is_upi_app_installed.

observed  transmitting

iv. Third-Party Data Sharing and
Undisclosed Data Collection

Snapdeal shared search-related data with Meta.
BookMyShow collected installedApps, which
was not mentioned in its privacy policy.

H. High-risk (low compliance) applications
identified:

e Snapdeal
e Gps Map
e Jio Saavn
e Story Max
e Reddit

e Zomato

These applications demonstrate low compliance
scores.
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I Low-risk (high compliance) applications
identified:

e  Whatsapp

e Telegram

e  Whatsapp Business
o Instagram

e Gemini

VIII. CONCLUSION

This study provides empirical evidence of
privacy risks in Android applications widely used
in India. The findings highlight significant gaps
between DPDP requirements and actual data
practices observed through network traffic
analysis.
Key concerns include the following:
o Widespread pre-consent data transmission
e C(ollecting data not mentioned in their
policy
e Excessive data collection
functional requirements

beyond

IX. LIMITATIONS

This study has several limitations. Firstly, only
27 apps were collected from 5 categories. Most
categories included 5 apps each, which may not
fully represent the entire ecosystem.

Secondly, network traffic was captured under
specific test conditions (rooted emulator using
MITMproxy), so results may vary in real-world
environments.

Thirdly, encrypted traffic restricts visibility into
all transmitted data, meaning some data
collection practices may not have been fully
detected.

Fourthly, most of the information observed in the
traffic was unidentifiable.

Fifthly, MITMproxy cannot perfectly isolate
traffic generated by each application. Thus, there
is a risk of contamination, where network traffic
from background apps may have been included in
the analysis.
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XI. DISCLAIMER

This study is for academic research purposes
only. The results reflect technical observations of
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specific app versions in a controlled environment.
These findings represent observed data-
handling behaviours and do not constitute a
legal judgment or a definitive claim of non-
compliance. Different testing conditions may
yield different results.
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