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Abstract: 
The rapid growth of networked systems has significantly increased exposure to cyber threats, making 
efficient intrusion detection mechanisms essential. This paper proposes a machine learning-based intrusion 
detection system (IDS) that classifies network traffic as either normal or malicious. Supervised learning 
algorithms including Decision Tree, Random Forest, and Support Vector Machine (SVM) are 
implemented and evaluated using benchmark datasets. Performance is assessed using accuracy, precision, 
recall, and F1-score. 
Experimental findings indicate that the Random Forest classifier achieves superior performance compared 
to other models, with high detection accuracy and reduced false alarm rates. The proposed system 
enhances real-time threat identification and demonstrates suitability for modern cyber security 
environments. Future improvements include real-time deployment and integration of deep learning 
techniques. 
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1. Introduction 
The widespread adoption of internet-based services 
and cloud computing has made computer networks 
more vulnerable to cyber-attacks. Malicious 
activities such as phishing, malware injection, and 
denial-of-service (DoS) attacks can disrupt services 
and compromise sensitive information. As a result, 
ensuring robust network security has become a 
critical concern. 
Intrusion Detection Systems (IDS) are designed to 
monitor network traffic and detect suspicious 
activities. Traditional IDS approaches rely on 
signature-based techniques, which are effective 
only for known threats. However, these systems 
struggle to detect new or evolving attack patterns. 
Machine learning provides a dynamic alternative by 
enabling systems to learn from historical data and 
identify anomalies. By analysing traffic patterns, 
machine learning models can distinguish between 

normal and malicious behaviour. This paper 
presents a machine learning-based IDS designed to 
improve detection accuracy and adaptability. 
2. Background and Related Work 
2.1 Intrusion Detection Systems 
IDS can be broadly classified into: 

 Signature-based IDS: Detect known 
attacks using predefined patterns 

 Anomaly-based IDS: Identify deviations 
from normal behaviour 

While signature-based systems are precise, they 
lack the ability to detect unknown threats. 
Anomaly-based systems, especially those powered 
by machine learning, offer improved detection 
capabilities. 
2.2 Machine Learning in IDS 
Machine learning techniques have been widely 
adopted for intrusion detection due to their ability 
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to process large datasets and uncover hidden 
patterns. Commonly used algorithms include: 

 Decision Trees 

 Support Vector Machines (SVM) 

 Random Forest 

 Neural Networks 

Among these, Random Forest is particularly 
effective due to its ensemble learning mechanism, 
which improves accuracy and reduces over fitting 
2.3 Review of Existing Studies 
Previous research demonstrates the effectiveness of 
machine learning in IDS applications. Studies using 
datasets such as NSL-KDD and KDD Cup 99 show 
that machine learning models outperform traditional 
approaches. 
Researchers have also explored hybrid models 
combining multiple algorithms to enhance detection 
rates. However, challenges such as high false 
positives and computational overhead still exist. 
3. System Design and Architecture 
The proposed IDS follow a structured architecture 
consisting of multiple stages: 
3.1 Data Collection 
The NSL-KDD dataset is used, as it provides 
labelled network traffic data suitable for supervised 
learning. 
3.2 Data Pre-processing 

 Raw data is processed through: 

 Removal of duplicate and irrelevant entries 

 Feature scaling and normalization 

 Feature selection to improve model 
efficiency 

3.3 Model Development 
Three machine learning models are implemented: 

 Decision Tree 

 Support Vector Machine (SVM) 

 Random Forest 

3.4 System Workflow 
Input network traffic data 

1. Perform pre-processing 

2. Extract relevant features 
3. Apply trained model 
4. Classify as normal or attack 

4. Methodology 
4.1 Dataset Description 
The NSL-KDD dataset is an improved version of 
the KDD Cup 99 dataset, addressing issues such as 
redundancy and imbalance. It includes multiple 
types of network attacks categorized into: 

 DoS (Denial of Service) 

 Probe 

 R2L (Remote to Local) 

 U2R (User to Root) 

4.2 Model Training 
The dataset is divided into: 

 Training set (70%) 

 Testing set (30%) 

Each model is trained using labelled data and 
optimized for classification accuracy. 
4.3 Evaluation Metrics 
The performance of the models is measured using: 
Accuracy: Overall correctness 
Precision: Correct positive predictions 
Recall: Detection rate of actual attacks 
F1-Score: Balance between precision and recall 
5. Results and Analysis 
The experimental evaluation shows significant 
differences in performance among the models. 
5.1 Performance Comparison 
Decision Tree: Moderate accuracy, prone to over 
fitting 
SVM: Good performance but computationally 
expensive 
Random Forest: Highest accuracy and stability 
5.2 Key Findings 
Random Forest achieves 96–98% accuracy 
Lower false positive rate compared to other models 
Effective detection of multiple attack types 
5.3 Discussion 
The superior performance of Random Forest is 
attributed to: 
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Ensemble learning approach 
Reduced variance 
Better generalization capability 
The model performs consistently across different 
attack categories, making it suitable for real-world 
deployment. 
6. Advantages of Proposed System 
High detection accuracy 
Reduced false alarms 
Capability to detect unknown attacks 
Scalable for large datasets 
Adaptable to dynamic network environments 
7. Limitations  
Requires labelled datasets for training 
Computational cost for large-scale deployment 
Performance depends on feature selection 
8. Future Work 
Future enhancements may include: 
Integration of deep learning models such as CNN 
and LSTM 
Real-time intrusion detection system deployment 
Use of more recent datasets (UNSW-NB15, 
CICIDS) 
Hybrid models combining multiple algorithms 
9. Conclusion 
This paper presents a machine learning-based 
intrusion detection system aimed at improving 
network security. The implementation of Decision 
Tree, SVM, and Random Forest models 
demonstrates that Random Forest provides the best 
performance in terms of accuracy and reliability. 
The proposed system effectively identifies various 
cyber threats while maintaining a low false positive 
rate. With further improvements, it can be deployed 
in real-world environments to enhance cyber 
security infrastructure. 
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