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Abstracte

The blistering development of smart technologies and the Internet of Things (IoT) allowed making physical devices and
mobile apps communicate smoothly with each other. This study constitutes the design and implementation of a smart device
built-in mobile application to monitor and control other connected systems in real-time. The proposed system employs sensors,
micro controllers and the wireless communication technologies to monitor and transmit data in real time to a mobile application.
Moreover, the system is combined with a smartwatch by using an Application Programming Interface (API), which enables
users to be notified, check the state of the device, and some basic control functions are performed directly on the wear able item.
This integration makes it more accessible and ensures the users can interact faster without having to use the mobile application
all the time. The system is more efficient, convenient and automated because users can monitor and remotely control devices
using both mobile and wearable platforms. The solution may be implemented in smart home automation, industrial monitoring,

healthcare systems, and environmental monitoring among others where a constant and real-time access to data is required.

Keywords — Internet of Things (IoT), Real-Time Monitoring, Smart Device Integration, Mobile Application, Smartwatch
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I. INTRODUCTION

Over the past few years, the high rate at which digital
technologies are being developed has changed the manner in
which devices are communicating and interacting with the
user considerably. The Internet of Things (IoT) is one of the
most impactful changes in this sphere as it helps physical
objects to be connected to the internet and communicate with
other objects and systems. IoT has provided additional
opportunities in the automation, remote monitoring, and
intelligent control systems in different fields including smart
homes, healthcare, industry, agriculture, and environmental
monitoring.

The old systems of monitoring and control usually need
human supervision and physical touch with the devices. Such
systems may be ineffective, time wasting and unreliable at
times when quick responses are needed. With the further
development of technology, there is a growing need in more
intelligent solutions that would enable the users monitor the
functioning of a system and remotely control devices in real
time. Mobile technology has been very instrumental in
fulfilling this need because smart phones offer a formidable
platform through which one can access data, get alerts and
manage related systems even when one is in a virtual location.

Smart devices combined with mobile applications have be
come a prominent trend in contemporary automation systems.
With mobile applications, users can monitor the status of the
devices, analyze sensor data, and control the activities without
necessarily being at the place where the system is located.
This is not only beneficial in enhancing convenience but also
efficiency and minimization of operational delays. Moreover,
the monitoring systems based on mobile devices have the
opportunity to offer real-time notifications and warnings in
case of abnormal conditions being observed, allowing the
users to act in time and avoid possible failures and losses.

Along with smartphones, wearable technologies (smart
watches) are gaining momentum in the digital ecosystem.
Smartwatches offer prompt and easy access to notifications,
health data and other real-time information right on the wrist
of the user. With the help of the smartwatch feature in the
monitoring systems via an Application Programming Interface
(API), users will be able to get notified with important alerts
and simple information about the system without having to
check their mobile gadgets all the time. This wearable
integration makes the monitoring system more responsive and
interactive to the users.

This study is concerned with the design of a smart device
embedded mobile application to facilitate real-time
monitoring and control of the connected devices. The
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suggested system involves the use of sensors and
microcontrollers to gather environmental or operation data
which is subsequently sent by wireless communication
networks like Wi-Fi or Bluetooth. The information is
crunched and presented in the form of a mobile application
that offers an easy-to-use interface to monitor the status of a
device and manage the work of the system.

All in all, the combination of IOT-supported gadgets,
mobile apps, and wearables is a considerable move towards
the creation of smart monitoring and control frameworks. The
proposed system is an effective and efficient solution to real-
time device management and remote accessibility in the
contemporary digital setting by integrating these technologies.

The most important results of the research could be sum -
marized as follows:

» Connected systems and smart devices are growing at an
exceptional rate and enhancing automation.

* Real-time monitoring assists users in monitoring the
performance of the device in real-time and easily trou -
bleshooting.

* Mobile applications also enable users to remotely manage
and monitor devices using smartphones.

» Smartwatches will help to be swift in accessing alerts and
updates on the system

II. RELATED WORK

The creation of smart monitoring and control systems has
become a topic of great focus over the last several years as the
Internet of Things (IoT) is expanding at an alarming rate. The
integration of sensors, microcontrollers and wireless commu -
nication technologies have been examined in different ways to
allow real-time monitoring and remote control of devices.
Numerous researches are devoted to mobile-based
surveillance systems enabling people to use data of devices
and manage their activity via smartphones. Moreover, new
technologies have emerged recently to enhance accessibility,
data handling, and system performance through wearable
technologies and cloud-based systems. The basis of these
studies is to create more complex and integrated smart
solutions of monitoring.

server or mobile platform via wireless technology like Wi-Fi
or Bluetooth communication.

Further investigation on existing e-commerce highlights on
the need to make sure that accessibility is an ongoing process
across the life cycle of the development process and not a
compliance activity which is a one-time affair. Examples of
common barriers in such works include variation in page
structures, semantic markup is not present, and content is
inaccessible dynamically, which all lower the independence of
disabled users. The outcomes of such findings spark the need
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of accessibility-first system design of the domain-specific e-

commerce systems.

A. Control Systems based on Mobile Applications
Mobile apps are significant in the contemporary
monitoring and control systems. Numerous scientists have
come up with mobile-based applications that can be used
to communicate with the IoT gadgets to offer real-time
monitoring and control capabilities. With these
applications, one can access data in the system, monitor
device health, and issue commands to operate connected
devices

Graphical interfaces are also presented in mobile appli
cations where data are presented as charts, dashboards, and
notifications. These interfaces assist users to comprehend
system behaviour better and make decisions. Moreover,
the mobile application can alert or notify the user in case
of specific conditions like abnormal temperature or device
failure. Monitoring systems are more accessible and easier
to use with the use of mobile applications, whereby, users
are in control of devices wherever they are as long as there
is an internet connection

B. Wearable Device Integration

The recent emergence of wearable technology has intro -
duced devices like smartwatches that have become a key
component of smart technology. Scientists have begun to
in corporate wearable gadgets in surveillance systems to
enhance accessibility and response time. Smartwatches
enable their users to get instant notifications, alerts, and
the simplest system data without having to open a mobile
application.

This integration has come in handy especially where there
is a need to respond swiftly. E.g. in a healthcare
monitoring system, wearables can inform users on unusual
health conditions. Smartwatches can alert technicians
about faults in equipment or warnings in the system in
industrial monitoring systems. Wearable devices make
monitoring systems easier and more convenient by
showing information on the wrist of the user. APIs are
typically used in order to communicate between mobile
applications and smartwatch platforms in order to attain
integration

C. API-Based System Communication
Application Programming Interfaces (APIs) are very
crucial elements in new integrated systems. APIs are a
standard mechanism of communication between various
software platforms and devices. APIs in smart monitoring
systems facilitate inter action between loT gadgets, cell
applications, cloud services and wearables.

D. Researchers have extensively utilized APIs to construct
scal able and flexible systems that are capable of serving
different devices and services. APIs enable developers to
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send and receive data, manage the behaviour of devices
and coordinate information between platforms. As an
illustration, an API can enable a mobile app to obtain
sensor data on a smart device and transmit notifications to
a smartwatch at the same time. This is a smooth flow of
communication that enhances the performance of the
system and enables users to get real time information and
control functions. The accessibility gap revealed in the
earlier study is also supported by the fact that APIs make
the development of a system more straightforward and
enable easier integration of new technologies in the future

E. Research Gap and Motivation

Although smart monitoring systems using the Internet of
Things (IoT) have been developed at a very high pace, there
are still some restrictions of the current solutions. Most of the
available systems primarily emphasize mobile based
monitoring with minimal integration with wearable devices
like smart watches. Consequently, users tend to use smart
phones to receive notifications and control devices only,
which can decrease accessibility and response time. Also,
there are systems that focus on data monitoring and do not
provide efficient real-time control facilities. The second
challenge is the absence of a smooth integration of sensors
and mobile apps, cloud platforms and wearables in one unified
system. These loopholes provide the necessity of a more
sophisticated solution that would facilitate the connection
between multi devices and enhance the user interaction. This
research is driven by the desire to come up with a smart
monitoring and control system that incorporates smart devices,
mobile application, and smartwatch through an Application
Program ming Interface (API). The goal of this integration is
to offer real-time monitoring, quicker notifications, and easy
remote control, and eventually enhanced efficiency,
accessibility, and user experience of the systems in diverse
areas of application

1. SYSTEM ARCHITECTURE

It is proposed that the system architecture will be able to
facilitate effective communication between smart devices,
mobile applications and wearable devices to facilitate real
time monitoring and control. The system is separated into
three major layers: the frontend layer, the backend layer, and
the database layer. All layers have certain functions to
facilitate the smooth process of data processing, storage and
interaction with users. The application created in Android
Studio serves as the main interface according to which the
user can monitor the status of the device and control the work.
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This layered architecture enhances the organization,
scalability, and performance of the system and also enhances
easy communication between the system components as
shown in Fig. 1.

Frontend Layer : The frontend layer is the system interface
that is used by users to interact with the application. In this
study, frontend is created in the form of a mobile application
via Android Studio. This layer will offer a graphical user
interface, which enables users to observe the status of the
devices, access sensor data, and manage the connected devices.
The front end also handles the user inputs and also shows real
time information that is sent by the back end system. It can
also involve dash boards, status indicators and notification
systems in order to inform users on the status of systems.
Moreover, APIs can be used by this layer to provide alerts or
updates to the wearable devices like smartwatches and enable
users to obtain the necessary details without the need to open
the mobile application

Backend Layer :The layer on the back end will be involved in
the main logic and communication between the frontend
application and the smart devices. This layer interprets the
data that is sent to it by the sensors or smart devices and
handles requests sent by the mobile application. The API
communication is also done by the backend layer which
makes sure that there is a proper flow of data between the
mobile app, smart devices and wearable devices. It does work
like data processing, device control commands and system
management.

The backend layer manages the operation of the
communication and system, and makes sure that the
monitoring and control functions are efficient in real-time.

Database Layer: The database layer takes the responsibility
of storing and handling system data. These contain sensor
measurements, device condition, user preferences, and past
surveillance statistics. The database will make sure that the
data will be made available whenever it is required by the
backend system and mobile application.

Saving the data in the structured database will enable the
users to view the history of the system activities, trends and
reports where necessary. The database layer also enhances
the reliability of the system since it keeps all the
monitoring data safe and can be accessed fast when the
need arises..
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Figure 1: Three-Tier System Architecture of the Platform

IV. ACCESSIBILITY-DRIVEN DESIGN

Design based on accessability aims at developing applications
that are easily accessible by individuals with diverse abilities,
appliances, and conditions of usage. Accessibility is also
significant in the contemporary smart monitoring systems
since the user might require to gain access to information in
systems at any given time in a quick and convenient manner.
Adhering to the principles of accessibility, the system will
accommodate the mobile application and wearable user
interfaces making them easy to comprehend, navigate, and use
by a large number of users.

Aspects of accessibility planned to be used:

* Notifications of the key alerts and system updates are
delivered to the smartwatch directly to access them quickly.

* The smartwatch has a screen where users can see the
basic information about the devices status.

« Simple control functions may be executed using few taps
to react quicker.

* Smartwatch vibration assists in alerting users when they
are not even checking the phone

* Information can be easily deciphered using clear text and
simple icons.
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On the whole, the intended accessibility considerations in the
integration of smartwatch contribute to the effectiveness of the
monitoring system. The system allows users to remain
updated and respond to system events in a timely manner by
allowing them to provide timely alerts, view information
clearly, and interact with the system easily. This will improve
the general user experience and help to monitor and control
smart devices in real time efficiently. The system is built
using the component based development method to increase
maintainability, scalability and reuse of the code.

V. IMPLEMENTATION DETAILS

The platform is developed with the help of the
component based development approach to enhance
maintainability, scalability, and reuse of the code. Each
functional unit of a system is built as an independent entity
which makes it easy to update and further develop in future
without other system affecting a whole application.

The application of the proposed system is aimed at
creating a smart monitoring and control platform that will
combine smart devices, a mobile application, and a
smartwatch to interact effectively in real time. The system
architecture is made in a layered system, including
frontend,backend, and database. Each part has its particular
functions to guarantee the smooth data flow, processing,
and user interaction. The mobile app is created with the
help of Android Studio that gives the primary interface
where people can observe devices, get notifications, and
manage the work of the system remotely. Its
implementation focuses on reliability, real-time communi -
cation, and not to make it difficult, users can be able to
interact with the system without any problems using both
mobile and wearable devices.

The mobile application is the main user interface of the
system and is created with the help of Android Studio. The
application will be created in such a way that it offers a
clean and easy-to-use interface through which users can
easily track the status of their devices and carry out control
functions. The application contains various screens and

features like dashboards, device status panels and control
buttons through which users can communicate with the
devices connected to the app.

The application will receive data in real time on the back
end system and present the same to the user in a manner that
is understandable. The information may be displayed in the
form of text, icons, or a graphical element indicating the state
of the devices. Moreover, the mobile application also con -
tains notification features that inform the users when certain
conditions were observed, e.g., abnormal sensor readings or
device malfunction. Accessibility and usability are also taken
into consideration in the design to ensure that users are able to
access the application and carry out required tasks in a short
time without losing direction.
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Smart devices are significant in gathering real world data to
be used in the monitoring system. These devices usually have
sensors and microcontrollers that are used to measure
environmental or system parameters like temperature, humid
ity, device activity or operational status. The sensor data are
processed by the microcontroller and it is ready to be
transmitted to the backend system.

The collected data is sent to the server or backend platform
using wireless communication technologies like Wi-Fi or
Bluetooth. This communication makes sure that the informa -
tion that is obtained by means of sensors is constantly updated
and can be monitored. The system is aimed at ensuring that
devices communicate in a stable manner such that real time
monitoring can be realized without, in effect, having delays.

The backend layer serves as the heart of the processing of
the system. It manages the communication between the smart
devices, mobile application, and database. Sensors submit data
to the backend that process it to make sure that data is
properly formatted and is ready to be transmitted to the mobile
app.

The database level manages to store and organize data
produced by the monitoring system. Sensors, device status
records, user settings and past records of monitoring are stored
in the database. The storage of this data enables the system to
maintain records of the past activities of the devices and track
the overall performance of the system over time.

Implementation Details of the Smart Monitoring Platform

Mobile Application Cloud Server Smartwatch
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The smartwatch technology is one significant aspect of the
proposed system. The integration of smart watches is done
through an Application Programming Interface (API) that
enables the mobile app to communicate with the wearable
device. The API allows the mobile app to push notifications
and updates on the system to the smartwatch.

The major implementation characteristics are:

* The system gathers and shows the device data in real time.

» The Android Studio enables users to monitor and control
devices by creating a user-friendly mobile application.

* The system notifies and alerts the smartwatch to imme -
diately access important information

. » Communication between the mobile app and smartwatch
and the backend system is facilitated through the use of APIs.
* The smart devices are connected to the system via wire less
technologies like Wi-Fi or Bluetooth.

» Sensor data, device status and system information are stored
in a database.

The suggested system will allow to monitor and control
smart devices efficiently in real-time with the use of a smart
watch and mobile application. It is created with Android
Studio and enhances accessibility, responsiveness and ease of
use.

TABLE 1

EXPERIMENTATIVE ANALYSIS OF THE PROPOSED SYSTEM.

C @ — «—-@--—»
= «—————->
- &'

HTTP Request
& Response

Cloud Server

1oT Device

Communication

IoT Gateway

Send Control /
Monitor Request

Connect and Communicate
with l1oT Devices

Test |Feature Tested Observation Result
Data & Notifications No.
1 Live Data | Sensor data completed in real- |Succes
Transmission time and successful. sful
: 2 Response Commands to the device were |Succes
Vicesi fast and successful. sful
3 Smartwatch | Alerts received on smartwatch |Succes
by Google 6’ Notification sful
Sl syl 4 | Mobile App | Mobile device status were both | Succes
,,,,,,,,,,,,,, Interface presented well and successful. | sful
5 |Communicatio Smooth data transfer Succes
n API sful

Sync Fitness Data

@ Process & Store Data
Control Devices

Figure 3: Implementation Details of the Smart Monitoring Detail Platform
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Figure 2: Technology Stack Used in the Proposed Smart Monitoring Platform

VI. EXPERIMENTAL EVALUATION

The experimental test was performed to determine the
efficiency, stability and reactiveness of the suggested smart
monitoring and control system. It is a smartwatch notification,
mobile application, and smart gadgets system that will enable
real-time monitoring. To ensure that the mobile application
functions and engages with the user, the application was
created in Android Studio and run on an Android smartphone.

Various system components were put to test in various
conditions during the evaluation process. The initial test was
devoted to the real-time transmission of the smart devices to
the mobile application. The information was sent to the smart
device by the sensors based on wireless communication, and
the mobile application managed to present the updated device
status without any considerable delay.

VII. RESULTS AND DISCUSSION

The findings of the experimental assessment indicate that
the developed smart monitoring system is effective when it
comes to real-time monitoring and control of the intercon -
nected devices. The Android Studio-based mobile application
was able to show sensor data and device status without signif -
icant delays, enabling users to constantly monitor conditions
in the system. The interface was easy to understand with
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accessible information that helped users have an easy time in
comprehending device activity and system updates

» The system was able to show sensor data and device status
in real-time with the mobile application created in the Android
Studio. This allowed users unobtrusively to constantly check
the state of the systems.

» The smart devices and mobile application have been able to
communicate without failure throughout the testing. Wireless
connectivity was used to transmit sensor data with reliability.

* Orders placed in the mobile application and transmitted to
the devices that were connected were implemented fast, which
showed competence in ensuring remote control.

* The information on the status of the device through the
mobile application interface was clear and easy to monitor and
control the system by the users.

* The smartwatch was able to receive the alerts and notif -
ications that were produced by the system and enable users to
receive the crucial updates in real time.

* The combination of mobile and wearable services enhanced
access by allowing users to get updates on their system across
various devices.

* The proposed system showed good performance in terms of
data communication, reliability and monitoring and control
capabilities and thus is applicable in real time in smart
monitoring.

VIII. FUTURE ENHANCEMENTS

Despite the fact that the suggested system provides the
efficient real-time monitoring and control of the smart devices,
multiple chances to improve it and develop it are available.
With the further development of technology, it is possible to
add more features and new technologies and optimize the
performance of the system, find better security, and make it
easier. Future developments may be addressed to a better data
analysis, more compatible devices, more security, and
enhanced interaction with the user using mobile and wearable
devices. The following are the proposed future improvements:
* Enhanced Security Mechanisms: Since smart monitoring
systems can deal with sensitive information and computerized
controls of devices, additional security measures will be a
significant addition. The new systems can also incorporate
improved security measures like data  encryption,
authentications with high level of security and role based
access control. These controls will contribute to the safety of
user information and avoid inappropriate access to the
monitoring system
* Cloud-Based Data Storage: The use of cloud computing
technology in the system has the potential to enhance data
storage and management. Cloud computing enables storing of
high amounts of sensor information and retrieving it in other
places. Advanced data analysis, performance monitoring of
the system and increased scalability to larger monitoring
networks would also be supported with cloud integration.
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* Multiple Devices and Sensors Support: The system may
be extended to accommodate a broader range of smart devices
and sensors. The monitoring platform can be applied in more
complex systems like large smart homes, industrial systems,
and environmental monitor ing networks by adding additional
device compatibility. This will improve the system and make
it flexible and adaptable to other applications.

* Advanced Smartwatch Features: More interactive fea -
tures that may be added to the smart watch integration in the
future may include voice commands, quick control buttons
and customizable alerts. These would enable people to carry
out some control functions in their smart watch without the
need to use the mobile application.

* Cross-Platform Mobile Application Support: The app is
currently being designed based on Android Studio (Android
devices). The system can also be expanded to other mobile
platforms in the future. Creation of cross platform applications
would enable more users to use the monitoring system
irrespective of the type of device they use.

* User-Centered Evaluation with Disabled Subjects: The
evaluation was based on users to make sure that the system is
user-friendly and accessible to persons with disabilities. The
smartwatch and mobile application were designed to have
accessibility features to assist users with visual, mobility, or
interaction constraints. The review was aimed at enhancing
the usability, legibility, and accessibility of the system in
order that every user can easily manage and supervise the
system.

IX. CONCLUSION

The offered system is a convenient solution to real-time
tracking and controlling smart devices via a built-in mobile
app and smartwatch interface. The system allows users to
track the status of each device and to be updated effectively,
enhancing the general accessibility and convenience.

The Android Studio-based mobile app has a simple and
easy-to-use interface and enables users to communicate with
smart devices in an easy way. Monitoring of data in real time
and remote control of devices enhance efficiency and
responsiveness of the system.

The incorporation of smartwatch notifications will also
increase the accessibility of the monitoring platform. Users
can be notified of updates to the system and alerts very fast,
responding to significant events faster.

On the whole, the system proves to be reliable in its
functioning and reveals the perspectives of integrating mobile
and wearable technologies in the smart monitoring programs
in different fields.
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