International Journal of Scientific Research and Engineering Development-— Volume 9 Issue 2, Mar-Apr 2026
Available at www.ijsred.com

RESEARCH ARTICLE OPEN ACCESS

Analysing the Impact of Digital Dark Patterns on Consumer
Decision-Making in E-Commerce

Mrs. Nompi Raj', Omer Mohtesham?, K.P. Mohamed Rifadh?

! Assistant Professor, School of Commerce, JAIN (Deemed-to-be University), Bengaluru, India
2 Student, School of Commerce, JAIN (Deemed-to-be University), Bengaluru, India
3 Student, School of Commerce, JAIN (Deemed-to-be University), Bengaluru, India
Email: nompi.raj@jainuniversity.ac.in, omermohtesham@gmail.com, rifadhkp09@gmail.com

st sk sk skoske st st ookt sk s skoskeosieo st s skeoskoskeste sk sk sk

Abstract:

The explosive growth of India's digital commerce landscape has been accompanied by a pervasive
trend: the integration of dark patterns into user interfaces. These deceptive design architectures are
engineered to exploit cognitive biases and manipulate consumer behavior toward choices that favor business
revenue over user autonomy. This research provides a comprehensive analysis of digital dark patterns,
examining their psychological mechanisms, their impact on Indian demographics, and the limitations of
current regulatory frameworks. Utilizing a mixed-methods approach that combines a systematic literature
review with primary survey data from 20 participants, the study reveals that 72% of consumers have made
unintended purchases due to manipulative designs. Furthermore, users in tier-2 and tier-3 cities were found
to be 40% more likely to fall prey to these tactics. The paper identifies critical gaps in the 2019 Consumer
Protection Act and evaluates emerging mitigation strategies, including Al-driven detection tools and ethical
design paradigms. The findings argue for a transition from soft-law advisories to enforceable regulatory
standards to build a sustainable and trustworthy digital marketplace.

Keywords — Dark Patterns, E-Commerce, Consumer Protection, Behavioral Economics, Choice
Architecture, Deceptive Design.
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economy grows toward a projected $1 trillion

I INTRODUCTION valuation in markets like India, the sophistication of

The seamless integration of online shopping into
daily life offers unprecedented convenience, yet
beneath these polished interfaces lies a sophisticated
layer of psychological manipulation known as digital
dark patterns.! These patterns represent a strategic
departure from traditional persuasion, moving
toward coercion by weaponizing the principles of
Human-Computer Interaction (HCI) against the
user.?

Originally coined by Harry Brignull in 2010, the
term "dark patterns" describes interface designs
crafted to trick users into actions they did not
intend—such as purchasing unwanted insurance or
revealing excessive personal data.! As the digital

these traps has increased, with research suggesting
that over 78% of online platforms employ at least
one deceptive design tactic.'

The psychological efficacy of these designs rests
upon the exploitation of instinctive "System 1"
thinking to override deliberative "System 2"
processes.® By creating artificial pressure through
scarcity cues, platforms trigger reflexive actions that
bypass rational evaluation.” This manipulation
causes financial loss, erodes brand trust, and
disproportionately harms  vulnerable  groups,
including first-time internet users who lack the
digital literacy to detect such deception.! This study
investigates the mechanisms of these designs,
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regulatory failures, and the potential for Al-driven
interventions to restore consumer autonomy. !

II. BACKGROUND AND PROBLEM STATEMENT

The rise of dark patterns is inextricably linked to
the "attention economy," where conversion rate
optimization often drifts into unethical territory.'® In
India, the rapid transition from a cash-based to a
digital economy has left millions of consumers
navigating a psychological minefield without
sufficient safeguards.’

A. The Pervasiveness of Deception in Indian E-Commerce

Research indicates that approximately 82% of
major e-commerce platforms in India utilize
manipulative designs.! This behavior is concentrated
in industries with high-frequency transactions, such
as the travel (92%) and fintech (85%) sectors.! These
tactics result in tangible economic harm; the Reserve
Bank of India has noted that affected users lose
significant amounts annually due to "drip pricing"
and "basket sneaking".! Fragmented enforcement
between government bodies often leads to case
resolutions taking an average of 14 months, allowing
platforms to continue these practices with relative
impunity.!

B. The Vulnerability Gap

A critical component of the dark pattern problem
is the disproportionate impact on specific
demographics. Vulnerable groups, including seniors
and first-time internet users, face 3.2 times higher
susceptibility to dark patterns than experienced
digital natives.1 The pilot study for this research
confirms these trends; users in tier-2 and tier-3 cities
were found to be 40% more likely to fall prey to
manipulative tactics.] As e-commerce expands into
the "Bharat" market, the risk of systemic consumer
exploitation grows, threatening the national goal of
inclusive digital growth.!

III. LITERATURE REVIEW

The scholarship surrounding dark patterns is
interdisciplinary, bridging behavioral psychology,
computer science, and legal theory.
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A. Taxonomies and Classification

Early research by Brignull established the
foundational taxonomy, identifying tactics like
"Basket Sneaking" and "Confirm Shaming".! Gray et
al. (2018) expanded this into a rigorous ontology,
categorizing patterns based on high-level strategies
such as "Nagging," "Obstruction," and "Sneaking".?
Mathur et al. (2019) conducted the first large-scale
empirical study, discovering that 11.1% of over
11,000 shopping websites exhibited at least one

manipulative design.’

B. Psychological Underpinnings

The effectiveness of dark patterns is explained by
the exploitation of cognitive heuristics.® Research by
Maier and Harrigan demonstrates how '"scarcity
tactics" trigger a "fear of missing out," increasing
purchase impulsivity by 18-23%.! These designs
capitalize on reflexive responses where the brain
prioritizes speed over accuracy.® Even when users
are aware that a design is manipulative, the cognitive
load required to find "decline" or "cancel" options
often makes them difficult to resist.!”

C. The Regulatory Landscape

Regulating dark patterns is challenging because
harm is often distributed in small increments.'® The
European Union leads through the Digital Services
Act (DSA), prohibiting designs that impair
autonomous decision-making.! In India, the 2019
Consumer Protection Act and the 2023 CCPA
Guidelines  represent  primary  frameworks.!
However, critics argue these are currently "soft law"
advisories lacking high-penalty enforcement.'® The
2023 Digital Personal Data Protection (DPDP) Act
provides potential redress for deceptive data
acquisition.'

IVv. RESEARCH METHODOLOGY

This study employs a mixed methods design to
triangulate the impact of dark patterns in the Indian
context.

A. Research Design
The methodology includes:
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1. Systematic Literature Review: Analysis of
20 primary academic papers (2015-2024) to
establish a theoretical baseline.!

2. Quantitative Survey: A primary survey of
20 active e-commerce users to measure real-
world experiences and financial impact.!

3. Qualitative Case Analysis: Examination of
high-profile regulatory cases (e.g., FTC v.
Amazon) to identify enforcement gaps.!

B. Data Collection and Analysis

The survey was conducted via Google Forms,
targeting participants aged 18-65.! Quantitative data
was analyzed using descriptive statistics, while
open-ended responses underwent thematic coding to
identify recurring psychological triggers like
"frustration" and "pressure".!

V. ANALYSIS AND RESULTS

The analysis confirms that dark patterns are highly
successful at driving unintended consumer actions in
India.

A. Psychological Exploitation

72% of survey respondents reported making an
unintended purchase due to manipulative design,
with "False Urgency" and "Basket Sneaking" as
primary triggers.! Scarcity messages were found to
increase impulse buying by roughly 20%.” Older
participants were twice as likely to fall for hidden
fees compared to younger digital natives, confirming
the "Vulnerability Gap".!

B. Ethical Perceptions and Trust

There is a disconnect between platform practices
and consumer sentiment: 80% of participants
described tactics like forced subscriptions as
"unethical".! However, a "Knowledge Gap" exists;
while 80% found the practices unethical, only 25%
could correctly identify "Confirm Shaming".! Trust
in a platform is shown to decline by 27% after
repeated exposure to manipulative designs, harming

long-term customer lifetime value.®

C. Regulatory Awareness

Over 90% of survey participants were unaware of
India's 2023 Guidelines on Dark Patterns.!
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Furthermore, 55% expressed skepticism that
platforms would self-regulate without legal
mandates.! While 26 leading platforms voluntarily
declared compliance in 2025, the lack of enforceable
penalties remains a significant hurdle.??

VI. DISCUSSION

The study reveals that dark patterns do not
"convince" users; they "bypass" them by targeting
System 1 heuristics.® In India, the 40% higher
susceptibility in tier-2 and tier-3 cities points to a
correlation  between digital experience and
resilience.! Furthermore, India's collectivist culture
may make users more prone to "Social Proof" tactics,
as social validation carries higher weight than in
individualist Western cultures.?

While dark patterns boost short-term conversion,
the high disapproval rating suggests long-term
revenue  risk.!  Ethical  design—prioritizing
transparency over conversion—is not just a moral
imperative but a sustainable business strategy.'°

VII. MITIGATION AND IMPLICATIONS

To move beyond soft-law advisories, India must
adopt an enforceable regulatory paradigm.

A. “Fair Choice Architecture”

Platforms must implement "Symmetric Choice,"
where "Decline" and "Accept" buttons have equal
visual prominence.?” Cancellation processes must be
as simple as signup flows—a principle highlighted in
the FTC's actions against subscription traps.?

B. AI-Driven Detection

Al models, such as fine-tuned BERT and
computer vision algorithms, have shown 85-86%
accuracy in detecting manipulative textual and visual
cues.’ Integrating these into browser extensions can
provide real-time "honesty labels" to consumers.!

C. Policy Reform

The CCPA should transition from advisories to
compulsory rules with significant financial
penalties.”® Harmonizing the 2019 Consumer
Protection Act with the 2023 DPDP Act would allow

ISSN : 2581-7175

O©IJSRED: All Rights are Reserved

Page 853



International Journal of Scientific Research and Engineering Development-— Volume 9 Issue 2, Mar-Apr 2026

regulators to use the latter's higher penalty caps (up
to T250 crore) to prosecute manipulative design.?!

VIII. CONCLUSIONS

Digital dark patterns represent a systemic threat to
consumer autonomy and digital trust. In India, 72%
of consumers report making unintended purchases
due to these designs, which exploit cognitive biases

and

demographic vulnerabilities. While

technological tools like Al detection show promise,
they cannot replace the need for an ethical design
culture and a rigorous legal framework. To build a
sustainable digital economy, India must adopt a
regulatory model that treats interface manipulation
as a fundamental violation of consumer rights.
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