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Abstract:

The exponential growth in cyber threats has rendered traditional manual investigation methods ineffective.
This paper presents a machine learning-based approach for predicting cyber-attacks by modelling the
problem as a multi-class classification task. Using the SDN intrusion dataset comprising 1,188,333
observations with 79 features, we analyze network traffic patterns to classify four attack types: DoS, R2L,
U2R, and Probe attacks. A comparative analysis of four supervised machine learning algorithms—SVC,
Decision Tree, MLP, and Random Forest—is conducted. Experimental results demonstrate that Random
Forest achieves the highest accuracy of 95%, outperforming SVC (75%), Decision Tree (88%), and MLP
(91%). The proposed system enables early detection of network intrusions, significantly reducing threat
identification time.

Keywords: Cyber Attack Prediction, Machine Learning, Random Forest, Network Intrusion Detection,
SDN Security
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Software-Defined Networking (SDN)
environments present unique opportunities for ML-
based security solutions. The centralized control

I. INTRODUCTION
Cyber threats targeting enterprise networks have

increased by over 300% in the past five years,
causing billions in annual losses. Attackers now
employ sophisticated techniques including advanced
persistent threats and zero-day exploits that easily
bypass traditional defenses. Reactive approaches—
identifying threats only after detection—are no
longer sufficient against evolving attacks. The sheer
volume of network traffic makes manual analysis
impractical, with security teams facing alert fatigue
from thousands of daily notifications.

Machine learning offers a paradigm shift by
enabling systems to learn from historical data and
predict future outcomes proactively. ML algorithms
can identify subtle patterns indicative of malicious
activity and classify attacks with high accuracy.
Unlike signature-based systems requiring manual
updates for each new threat, ML models generalize
from known patterns to detect novel attack variations
while operating in real-time.

plane provides holistic network visibility, while
programmability ~ enables dynamic  policy
enforcement. However, SDN architectures also
introduce new attack vectors requiring specialized
detection approaches.

This research develops and evaluates multiple ML
algorithms for attack prediction in SDN
environments.

A. Contributions

e Supervised ML framework with extensive
EDA on SDN dataset (1.18M records, 79
features) and preprocessing pipeline

o Identification of top discriminative features:
flow duration, packet length, protocol type

e Comparative evaluation of four ML
algorithms (SVC, DT, MLP, RF) under
identical conditions
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e Random Forest achieves 95% accuracy—
outperforming SVC (75%), DT (88%), and

MLP (91%)

e Multi-metric evaluation using accuracy,
precision, recall, Fl-score, sensitivity,
specificity

II. RELATED WORK

Recent advancements in machine learning have
significantly contributed to intrusion detection
systems. Eskca and colleagues analyzed security
vulnerabilities in Software-Defined Networking
architectures, highlighting challenges posed by
centralized control planes. Ashraf and Latif [2]
demonstrated machine learning techniques for
detecting DDoS attacks in SDN environments,
achieving accuracy rates between 75% and 88%.
Abdou and others examined SSH bruteforce attack
patterns, identifying behavioral characteristics
useful for predictive modeling. Ali and co-authors
provided a comprehensive review of SDN security
approaches.

Despite these contributions, several research gaps
persist. There is a scarcity of studies specifically
focused on SDN environments. Many existing
approaches employ inadequate feature engineering,
often using raw features without proper correlation
analysis. Minority attack classes such as U2R and
R2L are poorly represented in evaluation metrics.

This research addresses these gaps by
implementing the Random Forest algorithm with
comprehensive preprocessing on the SDN intrusion
dataset, including feature engineering, correlation
analysis, and class balancing to improve detection of
minority attack classes while maintaining high
overall accuracy.

I1I1. PROPOSED SYSTEM
A. System Architecture

The proposed system models cyber-attack
prediction as a supervised multi-class classification
problem. The framework processes network traffic
data through multiple stages: data acquisition,
preprocessing, feature engineering, model training,
and evaluation.
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Fig. 1 System architecture

B. Data Preprocessing Pipeline
Raw network traffic data undergoes systematic

preprocessing to ensure quality and consistency:

1. Data Cleaning: Removal of noise and handling missing
values. 71 samples with null values were removed. Infinite
values from majority classes were eliminated.

2.  Exploratory Data  Analysis (EDA): Variable
identification (78 quantitative, 1 qualitative), univariate
analysis, bivariate correlation analysis, and distribution
analysis across attack types.

3. Feature Engineering: Correlation analysis identified
redundant features (threshold > 0.95). 37 highly correlated
features were removed, reducing dimensionality from 79 to 42.

4. Outlier Mitigation: Z-score method applied selectively to
majority classes (BENIGN, DDoS) to preserve minority class
samples. Outliers with Z-score > 3 were removed.

5. Feature Scaling: Robust Scaler using interquartile range
(IQR) for normalization, effectively handling outliers.

6. Class Balancing: Random sampling reduced BENIGN
class from 798,322 to match DDoS class (383,439), addressing
computational efficiency.
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Fig. 2 Data Preprocessing Pipeline

C. Machine Learning Algorithms
Four supervised learning
implemented:
1. Support Vector Classifier (SVC): Linear kernel with
regularization parameter C=1.0, finding optimal hyperplane for
class separation.

algorithms  were
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2. Decision Tree: Hierarchical model using Gini impurity
criterion with maximum depth of 10 to prevent overfitting.

3. Multi-Layer Perceptron (MLP): Feedforward neural
network with two hidden layers (100, 50 neurons), ReLU
activation, and Adam optimizer. Trained for 200 epochs with
early stopping.

4. Random Forest: Ensemble of 50 decision trees using
bootstrap aggregation and entropy criterion. Key advantages
include handling high-dimensional data through random
feature selection, providing built-in feature importance
estimates, resisting overfitting via averaging, capturing non-
linear traffic patterns, and robustness to outliers—making it
ideal for SDN intrusion detection.

IV. EXPERIMENTAL SETUP

A. Hardware and Software Configuration

All experiments were conducted on a standard
desktop system equipped with a Pentium IV 2.4 GHz
processor, 8GB RAM, and 500GB HDD running
Windows 7 Professional. The implementation was
carried out using Python 3.9 in Anaconda
environment with Jupyter Notebook. Core machine
learning and data processing libraries included
Scikit-learn, Pandas, and NumPy.

B. Dataset Description
The SDN intrusion

contains 1,188,333

dataset from Kaggle

observations with 79
features captured from Software-Defined
Networking environments, encompassing both
benign traffic and multiple attack categories as
detailed in Table I

TABLE I
DISTRIBUTION OF NETWORK TRAFFIC TYPES

Traffic Type Observations Percentage
BENIGN 798,322 67.2%
DDoS 383,439 32.3%
Brute Force 4550 0.38%

XSS 1962 0.16%

SQL Injection 60 0.005%

Attack categories: DoS, R2L (Root to Local), U2R

(User to Root), and Probe attacks.

C. Evaluation Metrics

Model performance was assessed using standard
classification metrics derived from the confusion
matrix, where TP, TN, FP, and FN denote true
positives, true negatives, false positives, and false
negatives respectively.
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e Accuracy: (TP+TN)/(TP+ TN+ FP + FN)
— proportion of correct predictions

e Precision: TP / (TP + FP) — exactness of
positive predictions

e Recall (Sensitivity): TP / (TP + FN) —
completeness of positive predictions

e F1-Score:2 x (Precision x Recall) /
(Precision + Recall) — harmonic mean of
precision and recall

e Specificity: TN / (TN + FP) — ability to
correctly identify negative instances.
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Fig. 3 Evaluation Metrics

V. EXPERIMENTAL RESULTS

TABLE IT
COMPARATIVE PERFORMANCE OF MACHINE LEARNING
ALGORITHMS

Algorithm Accuracy | Precision | Recall F1-Score

SvC 0.75 0.74 0.75 0.74

Decision Tree | 0.88 0.87 0.88 0.87

MLP 0.91 0.90 0.91 0.90

Random 0.95 0.95 0.95 0.95

Forest
As shown in Table II, Random Forest achieved the
highest  performance  with 95%  accuracy,

substantially outperforming SVC (75%), Decision
Tree (88%), and MLP (91%). This improvement was
consistent across all evaluation metrics, with
Random Forest attaining precision, recall, and F1-
scores of 0.95.

Examining algorithm-specific ~characteristics,
SVC's linear kernel achieved 75% accuracy but
struggled with non-linear relationships, resulting in
low minority class detection (U2R: 62%, R2L: 68%).
Decision Tree reached 88% accuracy with good
interpretability but exhibited overfitting with cross-
validation variance of +3.2%. MLP captured
complex patterns to achieve 91% accuracy with
improved minority detection (U2R: 85%, R2L: 87%).
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Random Forest outperformed all algorithms with 95%

accuracy, demonstrating robust class imbalance
handling, stable performance with variance of only

+1.2%, superior minority detection (U2R: 91%, R2L.:

93%), and fast inference at 45ms per sample.

Random Forest showed consistent performance
across attack categories: DoS (96%), Probe (94%),
R2L (93%), and U2R (91%), averaging 93.5%. The
highest detection rate for DoS attacks is attributed to
their distinct traffic patterns and abundant training
samples.

Feature importance analysis identified the most
discriminative attributes: Flow Duration (0.21),
Packet Length Mean (0.18), Protocol Type (0.15),
Flow Bytes/s (0.12), and Packet Length Variance
(0.10). These top five features collectively
contribute 76% of the model's predictive power,
indicating that temporal and volumetric traffic
characteristics are most indicative of malicious
activity in SDN environments. Additional influential
features included Flow Packets/s, SYN Flag Count,
and ACK Flag Count, further emphasizing the

importance of connection-level attributes for
accurate threat detection.
VI. DISCUSSION

The experimental results demonstrate that

ensemble methods, particularly Random Forest,
significantly outperform individual classifiers for

cyber attack prediction. Random Forest achieved 95%

accuracy, representing a 4-20% improvement over
traditional approaches. The high Fl-score of 0.95
indicates excellent precision-recall balance—critical
for cybersecurity where both false positives (4%)
and false negatives (5%) have significant operational
consequences.

Random Forest's superior performance stems from
several architectural advantages. Ensemble diversity
allows multiple trees to capture diverse attack
patterns, while feature randomization reduces
overfitting and improves generalization. Built-in
out-of-bag evaluation provides unbiased
performance estimates without requiring a separate
validation set.

When compared with existing approaches
documented in literature, the proposed model shows
substantial improvement:
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Traditional SVC systems achieve 70-75%
accuracy
o Single Decision Tree implementations reach
85-88% accuracy
e Basic neural network approaches achieve 88-
91% accuracy
e The proposed Random Forest achieves 95%
accuracy, representing a 4-7% improvement
over the next best approach
These results confirm that ensemble machine
learning techniques, combined with thorough data
preprocessing and feature engineering, are highly
effective for cyber-attack detection in SDN
environments.

VII. CHALLENGES AND LIMITATIONS

Despite the high accuracy achieved, several
challenges must be addressed before real-world
deployment. These include data imbalance,
operational constraints, and inherent vulnerabilities

common to machine learning systems.
A. Class Imbalance

Minority attack classes present challenges:
« SQL Injection (60 samples): ~75% accuracy
« XSS Attacks (1,962 samples): 85% accuracy
« Brute Force (4,550 samples): 89% accuracy
Future work requires SMOTE or ADASYN
sampling techniques.
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Fig. 4 Class imbalance: Sample size vs Detection Accuracy

B. Deployment Constraints
o Latency: Current 45ms inference needs
reduction to <10ms for real-time detection

e Memory: 512MB  footprint limits edge
deployment
e Throughput: 1,000 samples/second

requires optimization
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Fig. 5 Deployment Constraints: Current vs Target Requirements

C. Adversarial Vulnerability
Models remain vulnerable to evasion attacks,
poisoning attacks, and model extraction attempts.
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Fig. 6 Adversarial Vulnerability: Three attack vectors
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VIII. CONCLUSION

This paper presents a machine learning approach
for predicting cyber-attacks on SDN intrusion data.
Random Forest achieves 95% accuracy in
classifying DoS, R2L, U2R, and Probe attacks—
significantly outperforming SVC (75%), Decision
Tree (88%), and MLP (91%). Feature importance
analysis reveals flow duration, packet length, and
protocol type as most discriminative attributes. The
system enables early threat detection, reducing
diagnosis time and eliminating human error.

IX. FUTURE WORK

1. Real-time Implementation: Model
quantization and edge deployment using
TensorFlow Lite

2. Deep Learning: LSTM for sequential
analysis, Transformers for attention-based
pattern recognition

3. Advanced Imbalance Handling: SMOTE,
cost-sensitive learning

4. Adversarial Robustness: Adversarial
training, defensive distillation

5. Explainable AIl: SHAP and LIME for
interpretability
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6. Cross-domain Adaptation: IoT, cloud, and
5@G environments

7. Federated Learning: Privacy-preserving
distributed learning
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