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Abstract:

This growing level of digitalization and connectedness of electrical systems has resulted in greater
operational efficiencies and, at the same time, has posed significant cybersecurity risks. The conventional
security solutions cannot identify and act on advanced cyber threats to electrical systems. The given paper
provides a detailed view of cybersecurity management within electrical systems based on machine
learning-based intrusion detection systems (ML-IDS). We discuss various ML models, such as supervised,
unsupervised, and deep learning models, to detect anomalous behavior of SCADA and smart grid
networks. We show with simulated and real-world datasets that the use of ML-IDS can scale better than
traditional rule-based detection. Also addressed in the study are the integration issues, model
interpretability, and future of self-adaptive cyber defense mechanisms. The research will help utility
providers and system operators build intelligent, resilient, and proactive cybersecurity positions.

Keywords — Intrusion Detection system (IDS), Cybersecurity in Electrical systems, Smart Grid
security, Machine Learning for Anomaly Detection, SCADA Cyber Threats
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and links of cyber and physical landscapes,

L Introduction which add to vulnerabilities of systems.
a. Background and Context With the increased interconnection and reliance
of the electrical infrastructure on digital
The energy industry across the world is communication, the cyber-physical threat attack
experiencing a paradigm change as the smart surface has grown considerably. The current
grids, advanced metering infrastructure (AMI) grids have become a network of millions of
and the spread of Internet of Things (IoT) smart devices, including smart meters, sensors,
devices into electrical networks become automated controls, and the communication of
common. These technologies facilitate real-time all these through both the public and the private
operation, distributed generation, load response, networks. Although these innovations are
and data-driven operating  efficiency, a making things more efficient and reliable, they
fundamental change in the conventional grid present major assets to advanced cyber-attacks
architecture. Nevertheless, this d1g1ta1 that can disrupt power supply, undermine

transformation has created new dependencies
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operational integrity, and produce cascading
failures.

A number of high-profile attacks have shown
the disastrous consequences of cyberattacks on
the energy infrastructure. The attacks of the
Ukrainian power grid in 2015 and 2016 which
were carried out by the advanced persistent
threats (APT) groups caused widespread
blackouts, which affected hundreds of
thousands of consumers. On the same note, the
Mirai botnet attack took advantage of IoT-
powered energy-related devices and made
possible large-scale DDoS attacks that brought
the operations of various industries to a halt.
These accidents demonstrate the necessity to
develop strong cybersecurity measures that
address the distinct features of contemporary
electrical grids.

b. Limitations of Traditional Cybersecurity
Approaches

The first line of defense in cyber threats has
traditionally been provided by traditional
cybersecurity mechanisms that power systems
have deployed in the form of a static rule-based
firewall and signature-based Intrusion Detection
Systems (IDS). Although these tools offer
primitive protection against established attack
vectors, their usefulness is lost when compared
to modern and advanced cyberattacks. These
older systems are majorly Dbased on
predetermined signatures and set rules and
therefore are poorly positioned to deal with
dynamic threat environments where the
attackers utilize ever changing strategies.

A delay in the zero-day threat detection is one
of the fundamental constraints of such
approaches. Zero-day exploits are one of the
previously unknown vulnerabilities where the
security patches and detection signatures are not
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available. Because conventional IDS
implementations rely on the use of prpreviously
identifiedatterns of attack, they frequently do
not detect these new threats immediately,
leaving the systems exposed at the most
vulnerable time before a patch or
countermeasure is implemented.

Moreover, these conventional approaches are
not real-time flexible. Modern smart grids have
cyber-physical systems that must be protected
by security mechanisms that are capable of
dynamically adapting throughout network
topology, load conditions, and device behaviors.
Nonetheless, the fixed settings will not be able
to adjust to these changes, causing both false
positives and false negatives. Consequently,
there is an increasing demand to have smart,
responsive cybersecurity platforms that can
identify abnormalities, anticipate the possibility
of any attack, and react independently to new
threats.

¢. Role of Machine
Cybersecurity Management

Learning in

Machine Learning (ML) has become one of the
eyes already in the sphere of cybersecurity
because it can learn on a massive level, keep up
with the changing threats, and guess new
patterns of attacks. In contrast to the traditional
rule-based systems which use static signatures,
ML models may constantly analyze network
traffic, user behavior, and device activity, and
identify anomalies that might reflect malicious
behavior. This flexibility enables ML-based
systems to be useful in the face of threats never
seen before, such as zero-day exploits and
advanced persistent threats (APTs).

The other important benefit of ML in
cybersecurity is that it can be scaled and
automated. The energy infrastructure of modern
smart grids and IoT-based systems produces
enormous volumes of real-time data that cannot
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be processed efficiently by human analysts or
the fixed system. This data can be automatically
ingested, processed, and analyzed by ML
algorithms to detect suspicious patterns at scale,
thereby minimizing the need to manually handle
the data. Moreover, automation allows
responding to the incident much faster and
reducing downtime, and critical infrastructure is
kept secure and resilient.
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Figure 1: Evolution of Threats and Defenses in
Electrical Systems

II. Literature Review

Modern power systems have been transformed
by the digitalization of the system due to the
adoption of smart grid technology and the use
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of Internet of Things (IoT) devices, which have
changed the manner in which electricity is
generated,  transmitted, and  distributed.
Nevertheless, there is a major negative side of
this technological development: a larger attack
platform. The use of smart meters, distributed
energy resources (DERs) and interconnected
control systems pose numerous points of
vulnerability that may be used by enemies. One
of the most critical elements that is under threat
is Supervisory Control and Data Acquisition
(SCADA) systems. The SCADA systems
constitute the foundation of grid operations
providing the possibility to monitor the work in
real-time, gather the data, and control the
substations and the units of generation
automatically. They can be trusted because they
are necessary in very large geographical areas,
and they are also very desirable targets of
cybercriminals and other state-funded attackers.

An effective attack of SCADA infrastructure
can be devastating, with localized power
outages or even a national-scale failure. The
spectacular examples of such attacks like the
case of power grid cyberattack in Ukraine prove
the disastrous nature of such attacks. The threat
actors may gain access to the system via poorly
secured endpoints, older firmware, or ladden
out authentication protocols. With the
increasing interconnectivity of the IT and
Operational Technology (OT) networks, the
traditional security boundary has also become
obfuscated, enabling attackers to shift between
the enterprise and hardened grid underlying
controls.

Important SCADA Cyberattacks Vectors.
1. Spoofing Attacks

Spoofing attacks are attacks that are carried out
by rogue parties that assume the role of
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legitimate devices, sensors, or controllers on a
SCADA  network.  Through  exploiting
authentication loopholes, malicious users are
able to send malicious control commands or
steal vital operational information without any
notice. The injection of false signals may cause
unauthorized switching, wrongful actions of
relays, or even grid instability. These
vulnerabilities are frequently based on old-
fashioned communication protocols like
Modbus or DNP3 which were not developed to
be strongly encrypted.

2. Denial of Service/ Denial of Service (DoS)
and (DDoS).

In a DoS attack, the attackers load
communication channels or servers on SCADA
servers with huge amounts of unacceptable
traffic, making them unable to answer valid
control requests. This will lead to the delay in
the implementation of essential functions like
voltage regulation or fault isolation. Even more
frightening is the DDoS attacks, where botnets
of thousands of compromised IoT devices are
used. The communication on the control center
can be disrupted over a long period leading to
system-wide failure, especially during peak
times.

3. False Data Injection (FDI) Attacks.

FDI attacks are one of the most pervasive
threats to power systems since they cash in on
trust in sensor data. Attackers can interfere with
the grid state estimation by sending fake
telemetry information into the SCADA systems.
This may cause the calculation of the load flows
to be erroneous, which will cause the voltage to
be unstable, or the frequency to be diverted or
the reserves to be unnecessarily dispatched.
These attacks are not always easily noticed at
all since injected data is usually normally
distributed, and it is difficult to notice it without
the sophisticated tools of anomaly detectors.
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Why These Threats Persist

There are a number of things that increase the
risk of such cyberattacks:

Legacy Systems: Most of the SCADA devices
were developed decades ago, with the focus not
on security but on availability, and, accordingly,
have no encryption, mutual authentication, or
inbuilt IDS.

Enhanced Interconnectivity:  Addition of
renewable energy sources and distributed
generation adds more interfaces to communicate
with increasing the attack surface.

Weak Monitoring: Traditional security systems,
including the rule-based firewalls and signature-
based Intrusion Detection system (IDS), find it
hard to identify zero-day exploits and adaptive
threats.

The CYberspace requires Al-powered security.

To counter these changing threats, Al-based
cybersecurity systems have become a strategic
requirement. Machine learning to detect
anomalies, deep learning to detect patterns, and
reinforcement learning to defend against all
adaptive measures provide protection in real-
time, which cannot be compared to traditional
tools. Using Al models to analyze extensive
SCADA telemetry and network information, it
is possible to identify minor deviations,
anticipate possible intrusions, and generate
automated responses to the incident. This
offense countermeasure will provide enhanced
resiliency and dependability in facility energy
infrastructure.

b. Traditional IDS vs. ML-Based IDS

Conventional cybersecurity controls, e.g. rule-
based firewalls and signature-based Intrusion
Detection Systems (IDS) have been extensively
applied to the protection of electrical
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infrastructures. Nevertheless, they become
much less effective against advanced and
emerging cyber threats. Conversely, Al-based
detection systems offer adaptive and predictive
forms of detection that cut off most of these
deficiencies.

1. Time to Detection (TTD):

Traditional Systems:
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Al can greatly decrease FPR through the use of
context-sensitive  anomaly  detection and
behavioral analytics. As an example, ensemble
ML models (Random Forest with Gradient
Boosting) and sequence modeling LSTMs can
distinguish between benign anomalies and true
threats by as much as 4060 percent reduced
false alarms than conventional algorithms.

Table 1: Comparison Between Traditional and ML-

Based IDS
Rule-based systems use pre-defined patterns
and signatures, which must be updated | Feature Traditional | ML-Based
manually and are not able to detect an attack of IDS IDS
the 0-day. This may lead to an average of up to | Detection Rate Moderate High
hours and up to several days to detect advanced | Zero-Day Threats | No Yes
persistent threats (APTs), which will keep | Resource Low Moderate-
attackers unnoticed in the course of critical grid | Consumption High
operations. Adaptability None Continuous
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Al-Driven Systems:

Machine Learning (ML) and Deep Learning
(DL) models minimize the detection of latency
through continuous learning of patterns of
network behavior patterns. Unsupervised
anomaly detection (i.e., autoencoders)
techniques can identify deviations in real-time,
making TTD take hours down to milliseconds
or seconds. This functionality is important in
cascading failures in smart grids.

2. False Positive Rates (FPR):
Traditional Systems:

The signature-based IDS tends to generate a lot
of false positives particularly when some
normal traffic takes an unusual turn. This can
inundate operators with alerts in large scale
SCADA networks, resulting in alert fatigue and
time lag.

Al-Driven Systems:
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c. Machine Learning Techniques in Intrusion
Detection

Machine learning Al-based cyber threat
detection systems in electrical infrastructure
employ different machine learning paradigms to
detect malicious behavior and anomalies in
complex grid systems. Of these, the supervised
learning mechanisms like Support Vector
Machines (SVM) and Randons Forests have
been a common usage due to their capacity to
categorize the network traffic into both normal
and attack classes when labeled set is employed.
SVM does this by building hyperplanes
dividing classes in a high-dimensional feature
space which is especially useful in detecting
very fine differences in network behavior.
Random Forests, instead, can use a combination
of decision trees to improve the accuracy and
reduce overfitting, making them effective with
structured datasets such as SCADA logs. The
main drawback of supervised learning, however,
is the large datasets that need to be correctly
labeled, which is not always feasible to do with
emergent or zero-day attacks.
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Unsupervised learning methods are essential to
intrusion detection when there 1is limited
labelled data. Clustering algorithms such as K-
means clustering and the Isolation Forests
algorithms detect abnormalities without any
information on the attack patterns by clustering
data or isolating outliers based on similarity. An
example is the clustering of normal functioning
behavior in K-means so that deviations like
strange load patterns or deviance in
communication flows can be identified as
possible intrusions. Isolation Forests work by
recursively splitting the data and isolating
anomalies faster than normal data and are
efficient at identifying unusual attack patterns.
Although they are useful in revealing threats
that were not visible before, they may end up
with high false-positive rates unless operational
variability is well-modeled, which poses further
problems to the grid operators.

The concept of deep learning, such as Long
Short-Term  Memory (LSTM) network,
Convolutional Neural Networks (CNN), and
Autoencoders, has led to a new stage of
thoroughness in threat detection. LSTMs are
especially well-suited to the analysis of time-
series data, which makes them ideal to track the
sequential patterns in grid activity and identify
gradual and stealthy attacks. Communication
traffic or grid topology CNNs are good at
extracting spatial details of a communication
traffic or grid topology representation, and they
boost the ability to detect pattern-based
anomalies. Autoencoders, the reconstructing
input information and signaling discrepancies
by reconstruction errors, are effective tools to
identify unknown/complex attack vectors. Deep
learning models do have better accuracy and
adaptability although they are computationally
expensive and require large volumes of data to
train which can impede real-time deployment in
resource-constrained settings.
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The use of hybrid approaches has come forth as
a viable measure to correct the weaknesses and
limitations of methods used. With hybrid
systems, detection accuracy and false alarm are
enhanced by combining both supervised and
unsupervised models that incorporate deep
learning architectures to offer a defense strategy
on a layered approach. To illustrate, an
unsupervised clustering technique may be used
to determine anomalies first, and then a
supervised classifier is used to classify the
identified events properly. Also, machine
learning can be used in combination with rule-
based heuristics to ensure a higher degree of
interpretability and adherence to regulatory
requirements. These combined models are
highly advantageous to dynamic and changing
smart grid conditions where cyber-physical
threats are becoming more complicated and
unpredictable.

Intrusion Detection System (IDS)

Y Y

Deployment Method based IDS Detection Method based IDS

Y Y
Hostbased DS Network based IDS

Anomaly Detection
hased 1D

Signature based DS

Machine Learning/ Deep Learning Models

Figure 2: Taxonomy of ML Algorithms for IDS in
Electrical Systems

II1. Methodology

a. Data Collection and Preprocessing
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The quality and diversity of datasets with which
Al-based cybersecurity systems are trained and
evaluated has a major impact on the
effectiveness of Al-based cybersecurity systems
in smart grid settings. Popular benchmark
datasets are NSL-KDD and UNSW-NBI15
which provide full simulators of network traffic
and  attack  situations. = NSL-KDD is
characterized as having labeled normal and
malicious events and is therefore highly
applicable to the supervised learning framework,
whereas UNSW-NB15 poses more recent
patterns of attacks and real network scenarios,
eliminating the drawbacks of older ones.
Bespoke smart grid datasets are sometimes only
created by simulation or real time data capture
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conditions, causing weak detection of rare yet
serious attacks such as False Data Injection
(FDI). To overcome this problem, some
methods are popularly used to increase the
number of minority classes using methods like
Synthetic Minority Over-sampling Technique
(SMOTE) and its variations, to augment the
sensitivity of the classifier without ultimately
losing useful information. Moreover, model
design is additionally merged with cost-
sensitive learning strategies and ensemble
methods to address imbalance challenges more,
along with a resistance to a variety of attack
vectors.

Table 2: Summary of Datasets and Their Characteristics

of Supervisory Control and Data Acquisition :
(SCADA) systems in addition to these Dataset | Size Features | Attack | Source
benchmarks to allow models to respond to the Classes

. L . NSL- 125,973 | 41 4 DARPA
operational peculiarities and cyber-physical KDD
dependencies of electrical infrastructures.

UNSW- | 257,673 | 49 9 UNSW

Prior to training, feature engineering and NBI15 :
normalization are very important steps in | SGIDS- {90,000 |35 6 Simulated
improving detection accuracy and lowering Custom
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computational cost. Attributes like the size of
the packet, duration of the flow, the rate of the
control commands, and the voltage anomalies
are obtained and converted to numerical values
that can be used in machine learning models.
Min-max scaling or z-score standardization is
used to normalize features, so that each feature
has equally distributed values, and models do
not favor those features which have higher
numerical values. The algorithms wused in
feature selection, including mutual information
and recursive feature elimination, are also used
to obtain dimensionality reduction and
minimize the risk of overfitting.

Class imbalance is the other issue of concern in
intrusion detection of smart grids, with attack
instances vastly outnumbered by normal-traffic
records. This imbalance may cause biased
classifiers which are overly sensitive to normal

©I1JSRED: All Rights are Reserved

b. ML Model Selection and Training

Al-based intrusion detection model to apply to
smart grid cybersecurity needs a robust
collection of metrics and validation methods to
guarantee accuracy and generalizability. Typical
evaluation metrics are accuracy, precision,
recall, Fl-score and Area Under the Receiver
Operating  Characteristic ~ Curve  (AUC).
Although accuracy gives a general idea of the
instances that have been correctly classified, it
is misleading when there is imbalance in the
classes. Thus, accuracy and recall are
paramount - precision is a ratio of the number of
attacks correctly identified to the total number
of attacks identified, whereas recall is a sign of
how the model can identify the real attacks.
Another measure of performance is the F1-score,
a harmonic mean of recall and precision. That
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gives a more balanced measure of performance,
particularly when the data is skewed. Also,
AUC is used to determine the discrimination
ability of the model at varying threshold
conditions, and as such, it is a strong measure of
detection systems.

To guarantee equal treatment, data is often
separated into training and testing partitions,
usually in 70:30 proportion, with 70 percent of
the data being allocated to train the model, and
30 percent of the data testing the model.
Hyperparameter tuning in some cases will
require an extra validation set to ensure that the
model will not overfit the training data. Some
fixed splits, however, may bring about bias,
particularly when using smaller datasets. A
common solution to this is to use k-fold cross-
validation, in which the data is divided into k
subsets, and the model is trained and evaluated
k times, with each succession doing both testing
and training against a different subset. This
method will give a more accurate estimate of
the model performance and minimize the
chances of overfitting.

Moreover, in the case of intrusion detection
systems that use smart grids with dynamic
environments, stratified sampling has been used
to maintain the original distribution of classes
during the splitting process. This makes sure
that minority attack classes have a
representation during training and testing and
enhances the  strength and  real-life
implementation of the model. Confidence
intervals are commonly wused to report
performance results to consider variability
between different runs, particularly in models
that are stochastic, such as the initialization of
neural networks or data augmentation.

c. Performance Metrics

Intrusion detection models in smart grid
cybersecurity cannot be evaluated without
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analysis of interpretability tools e.g. Confusion
Matrix and diagnostic curves e.g. ROC Curve.
The confusion matrix gives a breakdown of the
predictions of the model and shows the number
of True Positives (TP), True Negatives (TN),
False Positives (FP), and False Negatives (FN).
The latter is especially significant in the case of
critical infrastructure security, where false
negatives (failures to detect attacks) are
potentially disastrous (e.g. grid instability),
whereas false positives can overload operators
with spam that is not needed. Using these values,
performance measures like accuracy, precision,
recall, and Fl-score can be obtained. More
importantly, the confusion matrix can be used to
emphasize trade-offs between attacks that are
correctly identified and minimal operational
disturbances through false alarm reduction.

Another important assessment tool that is
necessary 1s the  Receiver  Operating
Characteristic (ROC) Curve which illustrates
the True Positive rate (TPR) vs. the False
Positive rate (FPR) at different threshold levels.
Area Under the Curve (AUC) gives one scalar
quantity that explains the capability of the
model to differentiate normal and malicious
activity. The large AUC value means the
performance of the model is high at various
thresholds, and it is hence useful in comparing
models at the dynamic environment of a smart
grid. Besides TPR and FPR, the False Negative
Rate (FNR) should be considered and defines
the percentage of the real attacks, which were
classified as normal traffic. FNR values are
considered to be high risk factors in
cybersecurity applications because unnoticed
attacks may cause tragic outcomes in the
functioning of power systems.

The visualization of these metrics can be vital to
stakeholders and security analysts. As an
example, ROC curves can give an intuitive
explanation of how the model will perform with
different operational conditions, and confusion
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matrices can give an insight into particular error
patterns. All these tools, combined, allow for
making well-informed choices regarding the
adjustment of the threshold, the choice of
models, and the deployment strategies of Al-
based intrusion detection systems in electrical
infrastructure.
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Figure 3: Workflow of ML-Based Intrusion Detection
Pipeline
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IV. Results and Discussion
a. Model Evaluation and Comparison

The model analysis outcomes in the
experimental tests showed different
performance patterns to various Al methods of
intrusion detection in smart grid setups.
Random Forest was found to be a very powerful
and successful supervised learning model
having a high detection accuracy of 97%. This
good performance can be explained by the fact
that it uses ensemble-based architecture, which
uses several decision trees to deal with complex
non-linear relationships in the data. Its strength
towards resisting overfitting and its ability to
deal with high-dimensional structured data,
made it especially appropriate to detect varied
patterns of attack in the SCADA systems.

Conversely, LSTM networks, a type of
recurrent neural networks, which operate on
sequential data, were found to be very effective
in identifying time-based Denial of Service
(DoS) attacks. Their property of capturing
temporal dependencies and processing long
sequences of the network traffic allowed them
to identify anomalous behaviors that change
over time with high accuracy, e.g. traffic
flooding or command injections. This renders
LSTM particularly useful when performing
dynamical smart grid tasks, where attack
patterns tend to be persistently dynamic.

Conversely, K-means clustering as an
unsupervised learning method did not work
very well when wused to cluster high-
dimensional sets of features. The assumption of
spherical cluster distributions in the algorithm
and its sensitivity to dimensions reduced the
ability of the algorithm to distinguish between
normal and attack traffic. Consequently, it
generated low cluster separation and increased
false positives and highlights the shortcomings
of conventional clustering methods in the
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processing of high-dimensional, complex smart

grid data.

Table 3: Performance Comparison of ML Algorithms

Model Accuracy | Precision | Recall | F1-
score

SVM 92.5% 91.8% 92.2% | 92.0%

Random | 96.8% 96.1% 97.2% | 96.6%

Forest

LSTM 95.4% 94.7% 95.9% | 95.3%

K-means | 81.3% 79.9% 82.0% | 80.9%
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b. Interpretability and Explainability

The introduction of SHAP (SHapley Additive
exPlainations) and LIME (Local Interpretable
Model-agnostic Explainations) were
instrumental in the improvement of model
transparency in Al-based cybersecurity systems
in smart grids. These methods solve one of the
biggest problems in implementing advanced
machine learning and deep learning models to
critical infrastructure, and that is, their black-
box nature. Algorithms like Random Forests
and LSTM networks may be more powerful in
predictive accuracy, but their decision-making
procedures are usually not easily interpretable,
and this may generate mistrust among operators
and regulators.

SHAP uses cooperative game theory to infer the
value of contribution of each input feature and
gives a global and local perspective of the
impact of various variables on model
predictions. As an example, SHAP analysis
found that with the combination of features such
as: packet inter-arrival time, and abnormal
command frequency, the probability of
detecting anomalies in SCADA systems was
significantly affected. This step of openness
helps engineers confirm that the model 1is
consistent with domain knowledge, thus
minimizing the potential of unintentional bias,
or false prioritization of security warnings.
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Likewise, the principle of LIME is to perturb
the input data and solve a local approximation
of the model behaviour using an interpretable
surrogate model. This is especially applied to
real-time explanations of individual predictions.
As an illustration, when an anomaly detection
model raised a possible Denial Service (DoS)
attack, LIME gave a simplified answer by
showing which traffic features played the
largest role in the alert. This instant
interpretability enabled operators to make
informed decisions that were not based upon
black box model outputs.

Interpretable  decisions are not merely
convenient in critical infrastructures such as
power grids8h but are essential. The Al
recommendations require being explained to
human stakeholders due to the regulatory
compliance, mitigation of the risks, and
accountability of the operation. The
combination of SHAP and LIME is the solution
to the lack of trust between high-performing Al
models and people, which is important to
provide that the application of automated threat
detection can be deployed in the mission-critical
environment conscientiously and successfully.

c. Real-Time Implementation Possibilities

The integration of Al-driven -cybersecurity
frameworks with edge computing in
substations represents a significant
advancement toward real-time threat detection
and mitigation in modern power systems.
Traditional centralized processing models often
struggle to meet the low-latency requirements
of smart grid environments, especially when
dealing with large volumes of streaming data
from IoT-enabled devices, sensors, and SCADA
systems. Edge computing addresses this
challenge by moving computational resources
closer to the data source—within substations or
field devices—thereby reducing the round-trip
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latency associated with cloud or centralized data
centers.

Deploying Al models at the edge enables near-
instantaneous anomaly detection and
response. For example, detecting a False Data
Injection (FDI) attempt or a Denial Service
(DoS) attack in real-time 1is critical to
maintaining grid stability. By processing data
locally, edge-integrated Al systems can execute
defensive  measures, such as isolating
compromised nodes or triggering protective
relays, within milliseconds rather than seconds
or minutes.

However, this approach introduces resource
constraints and latency trade-offs. Substation-
based edge devices typically have limited
computational power, memory, and energy
availability compared to centralized servers.
Running complex deep learning models, such as
LSTM networks or autoencoders, on these
constrained environments can be challenging.
To address this, model optimization techniques
such as quantization, pruning, and lightweight
architectures (e.g., MobileNets or TinyML) are
often employed to strike a balance between
accuracy and computational efficiency.

Additionally, latency trade-offs emerge when
determining which tasks should be processed
locally versus those offloaded to the cloud.
While real-time intrusion detection is ideally
handled at the edge, tasks like model retraining
or large-scale analytics may still rely on
centralized infrastructure. This hybrid approach
ensures that critical operations are not
compromised while maintaining overall system
intelligence and adaptability.

The future direction lies in integrating
federated learning with edge computing,
allowing multiple substations to collaboratively
improve detection models without sharing raw
data. This combination addresses both data
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privacy concerns and the scalability challenges
of deploying AI across geographically
distributed grid assets.

V. Challenges and Limitations

The implementation of Al-driven cybersecurity
solutions in smart grids faces several critical
challenges that must be addressed to ensure
their reliability and practicality. Data
availability is one of the most common
concerns. While machine learning models
require large volumes of labeled data to achieve
high accuracy, there is a significant scarcity of
publicly available datasets that accurately
represent cyberattacks on smart grid systems.
Existing datasets, such as NSL-KDD and
UNSW-NBI15, provide useful baselines but do
not fully capture the complexity of modern grid
operations and evolving attack patterns.
Moreover, the generation of realistic, labeled
smart grid attack data is both resource-intensive
and raises security concerns.

Another major challenge is model robustness,
particularly in the face of adversarial attacks. Al
models, especially deep learning architectures,
can be highly susceptible to adversarial
examples—maliciously crafted inputs designed
to mislead the model without triggering obvious
detection mechanisms. In critical infrastructure
like power systems, such vulnerabilities pose
significant risks, as an adversary could bypass
detection by exploiting weaknesses in the
model’s decision boundary.

Scalability is also a significant hurdle. Deep
learning-based intrusion detection systems (IDS)
often  require  substantial = computational
resources for both training and inference.
Deploying these resource-intensive models
across a wide network of substations and edge
devices introduces practical limitations, given
constraints in processing power, energy
availability, and network bandwidth.
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Lastly, there is the issue of generalizability. Al
models trained on specific datasets or grid
configurations may fail to perform well when
applied to different grid architectures, regions,
or operational conditions. This lack of
adaptability  limits  the  scalability  of
cybersecurity  solutions, as smart grid
environments can vary widely in terms of
topology, protocols, and device heterogeneity.

To overcome these challenges, future research
should focus on synthetic data generation
techniques, adversarial defense strategies,
lightweight and distributed AI architectures,
and transfer learning approaches to improve
cross-domain adaptability. Combining these
innovations with strong governance and
interoperability standards will be essential for
building resilient Al-enabled cybersecurity
systems for power grids.

VI. Future Research Directions

Advancing Al-enabled cybersecurity for power
systems will require new ways to overcome data
scarcity, privacy constraints, and trust gaps
between organizations. One promising direction
is the generation of high-fidelity synthetic
datasets using  Generative  Adversarial
Networks (GANs) to train intrusion detection
systems (IDS). By learning the joint distribution
of benign and malicious traffic—even when real
attack traces are rare—GANs can produce
diverse, realistic network flows, SCADA
command sequences, and PMU time series that
preserve statistical properties without exposing
sensitive operational data. Carefully designed
pipelines pair GAN synthesis with differential
privacy or k-anonymization to reduce re-
identification risk, and include validation steps
such as distributional similarity tests, attack
replay benchmarking, and downstream IDS
performance  checks (e.g., changes in
recall/AUC) to ensure synthetic data truly
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improves detection rather than introducing
artifacts.

To protect confidentiality across grid operators,
Federated Learning (FL) enables privacy-
preserving model collaboration. Instead of
pooling raw logs or telemetry, participants train
locally and exchange only model updates
(gradients or weights), which are then
aggregated to produce a stronger global model.
In the smart-grid context, FL supports
heterogeneity by using personalized heads or
fine-tuning layers per utility, while secure
aggregation and differential privacy guard
against gradient leakage. Scheduling strategies
(e.g., FedAvg with client sampling, or
asynchronous aggregation for unstable links)
keep training robust under variable bandwidth
and device availability—key for geographically
dispersed substations and control centers.

Beyond model training, Al-enhanced threat
intelligence sharing can raise sector-wide
situational ~ awareness.  Natural language
processing can normalize and enrich
unstructured incident reports, tickets, and
advisories into machine-readable indicators of
compromise (I0Cs),
tactics/techniques/procedures  (TTPs),  and
probabilistic risk scores. Graph-based learning
then links entities—IPs, device IDs, firmware
versions, and attack stages—to surface
emerging campaigns earlier than rule-based
feeds. When combined with online learning at
the edge, these enriched signals can update local
anomaly thresholds and response playbooks in
near real time, shrinking time-to-detection while
limiting alert noise.

Finally, blockchain (or  permissioned
distributed ledgers) can provide tamper-
evident communication and audit trails across
utilities and vendors. Storing hashes of model
versions, training rounds, and shared IOCs on a
consortium ledger creates an immutable
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provenance record that supports compliance and
post-incident forensics. Smart contracts can
automate  access  control—for  example,
releasing de-identified features or model
updates only to authenticated members that
meet policy constraints—and  coordinate
federated training rounds or emergency patch
notifications. In latency-sensitive settings, the
ledger sits off the critical control loop:
substation edge devices act on local detections
immediately, then asynchronously commit
summaries, ensuring security  without
jeopardizing operational timing.

Taken together, GAN-based synthetic data
widens the training set, FL protects privacy
while boosting model quality, Al-driven intel
sharing accelerates collective defense, and
blockchain hardens trust and provenance. A
practical rollout would start with a pilot
federation among a few utilities, measure uplift
in recall/F1 and reduction in false positives on
shared benchmarks, validate that synthetic
augmentations do not degrade out-of-
distribution performance, and use the ledger for
attestations and key management. With careful
governance and rigorous evaluation, these
components form a cohesive, scalable blueprint
for sector-wide, privacy-aware, and resilient
cybersecurity in modern electrical infrastructure.

VII. Conclusion

The rapidly evolving threat landscape targeting
electrical systems underscores the critical need
for advanced cybersecurity management
frameworks. Traditional signature- and rule-
based approaches often fail to address zero-day
exploits, sophisticated attack vectors, and the
dynamic nature of smart grid environments. In
contrast, machine learning-based intrusion
detection  systems (ML-IDS) offer a
transformative  solution, characterized by
adaptability,  scalability, and  predictive
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capabilities. This paper has reviewed the
application of diverse ML techniques—
including supervised, unsupervised, and deep
learning models—within the context of
electrical system security, demonstrating their
ability to enhance detection accuracy, reduce
false positives, and identify anomalous
behaviors in real time. Comparative evaluations
on benchmark datasets such as NSL-KDD and
UNSW-NB15, along with custom smart grid
datasets, have shown that models like Random
Forest and LSTM outperform traditional
detection strategies, particularly in identifying
time-dependent attack patterns such as DoS and
FDI. Despite these advancements, challenges
remain in areas such as data availability,
adversarial robustness, computational efficiency,
and generalization across heterogeneous grid
architectures. Future research must focus on
integrating ML-IDS with edge computing for
low-latency threat response, adopting privacy-
preserving techniques like federated learning,
and leveraging synthetic data generation for
improved training diversity. By addressing
these gaps, ML-IDS can become a cornerstone
of next-generation cybersecurity frameworks,
ensuring resilience, reliability, and trust in smart
grid operations.
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