
International Journal of Scientific Research and Engineering Development-– Volume 8 Issue 5, Sep-Oct 2025 

               Available at www.ijsred.com                                 

ISSN: 2581-7175                             ©IJSRED: All Rights are Reserved                                   Page 2298 

 

 

Cloud-Integrated Network Monitoring 

Dashboards Using IoT and Edge Analytics 

 
Sadia Afrin*, 

*(Department of M.Sc. in Information Studies, Trine University, Indiana, USA 

Email: sadiaafrinaivy@gmail.com) 

----------------------------------------************************----------------------------------

Abstract: 
            The increasing scale and complexity of modern networks, coupled with the rapid proliferation of 

Internet of Things (IoT) devices, have created new challenges for real-time monitoring and management. 

Conventional centralized monitoring systems struggle with latency, scalability, and bandwidth 

inefficiencies, limiting their ability to support dynamic and data-intensive environments. This paper 

proposes a cloud-integrated network monitoring dashboard that combines IoT sensing technologies with 

edge analytics to deliver continuous visibility, adaptive diagnostics, and predictive insights. In the 

proposed model, edge nodes perform local preprocessing and anomaly detection, transmitting only 

summarized data to the cloud to minimize network load while preserving analytical depth. The cloud layer 

integrates these data streams into an interactive dashboard for system-wide visualization, performance 

forecasting, and automated alert generation. Experimental validation across a distributed testbed 

demonstrated a 38% reduction in latency, 46% lower bandwidth usage, and a 92% anomaly detection 

accuracy compared with conventional systems. The results confirm that hybrid cloud-edge integration 

provides a robust solution for scalable network intelligence and operational resilience. This architecture is 

particularly suitable for enterprise, industrial, and smart-city networks requiring high reliability and rapid 

response. Future extensions may incorporate AI-based predictive analytics, blockchain-secured data 

transfer, and self-adaptive fault recovery mechanisms to enhance overall system robustness. 

 

Keywords — Cloud Computing, Edge Analytics, IoT Monitoring, Network Dashboards, Real-Time Data 

Processing, Anomaly Detection. 
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I.     INTRODUCTION 

The rapid expansion of cloud computing and the 

Internet of Things (IoT) has fundamentally 

reshaped how modern networks are monitored, 

analyzed, and optimized. With billions of 

interconnected devices transmitting data across 

distributed systems, network management has 

evolved from simple fault detection to complex, 

multi-layered analytics requiring real-time 

responsiveness. Traditional monitoring 

architectures centered around centralized 

servers—are no longer adequate for large-scale, 

latency-sensitive operations. They struggle to 

handle massive data volumes, leading to 

communication bottlenecks, delayed anomaly 

detection, and inefficient bandwidth utilization. 

As industries, enterprises, and public institutions 

increasingly rely on digital infrastructure, the 

need for intelligent, adaptive, and scalable 

monitoring solutions has become paramount. 

Edge analytics, which enables preliminary data 

processing near the data source, offers an 

effective way to reduce latency and enhance 

responsiveness. When combined with cloud 

integration, it creates a powerful hybrid 

framework that ensures both local agility and 

global visibility. Such integration facilitates 

predictive analysis, energy-efficient operation, 
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and robust security, which are vital for next-

generation network resilience. This paper 

introduces a Cloud-Integrated Network 

Monitoring Dashboard using IoT and edge 

analytics to provide real-time visualization, fault 

prediction, and performance optimization. The 

proposed framework bridges the limitations of 

centralized monitoring by decentralizing 

computation, enhancing scalability, and enabling 

proactive network management. It aims to 

contribute to the development of sustainable, 

intelligent, and self-adaptive digital 

infrastructures for industrial and enterprise-scale 

applications. 

A. Background and Motivation 

In recent years, the growth of IoT devices 

ranging from sensors and gateways to intelligent 

routers has significantly increased network 

complexity. According to global industry 

reports, over 30 billion IoT devices are expected 

to be active by 2030, each generating real-time 

data requiring continuous supervision. 

Traditional monitoring architectures depend on 

centralized servers that gather all network 

information for processing. However, this 

approach causes high transmission loads, delays, 

and inefficiency when managing large-scale 

environments. Edge analytics has emerged as a 

transformative paradigm that shifts partial 

processing to local nodes, allowing immediate 

decision-making close to data sources. When 

combined with cloud computing, this hybrid 

model enables scalable analytics, resource 

management, and predictive diagnostics. 

Consequently, a unified framework integrating 

IoT, edge, and cloud capabilities can 

significantly enhance operational intelligence, 

network reliability, and cybersecurity. 

 

B. Problem Statement 

Despite significant advancements in network 

management, most existing systems still rely on 

periodic data collection and centralized 

computation. Such dependence often results in 

delays in fault detection and response, especially 

in high-throughput, distributed environments 

like smart cities or industrial IoT networks. 

Moreover, as networks expand globally, 

ensuring real-time visibility and resilience 

becomes increasingly challenging. High latency 

between edge devices and cloud servers, 

redundant data transmission, and bandwidth 

congestion further degrade monitoring 

efficiency. These limitations not only affect 

performance but also hinder proactive decision-

making, resulting in extended downtime and 

operational losses. In critical infrastructure 

sectors such as healthcare, transportation, and 

manufacturing, these inefficiencies can lead to 

catastrophic outcomes. Therefore, there is an 

urgent need for a decentralized, intelligent 

monitoring solution capable of combining the 

local agility of edge computing with the global 

oversight of cloud platforms to ensure accuracy, 

scalability, and minimal latency in network 

performance assessment. 

 

C. Proposed Solution 

To overcome the aforementioned challenges, this 

paper proposes a Cloud-Integrated Network 

Monitoring Dashboard that leverages IoT-

enabled edge devices for distributed analytics. In 

this architecture, edge nodes capture and 

preprocess local network data such as latency, 

bandwidth, and packet loss—before transmitting 

summarized results to a centralized cloud 

dashboard. This reduces data redundancy and 

network congestion while preserving key 

performance indicators. The edge layer employs 

adaptive algorithms for anomaly detection, while 

the cloud layer provides real-time visualization, 

historical trend analysis, and predictive insights. 

The combination of these components enables 

faster response to network irregularities, 

enhanced scalability, and better resource 

allocation. The proposed solution supports 

modular integration with commercial cloud 

platforms such as AWS IoT Core and Microsoft 

Azure Edge, ensuring flexibility and broad 

applicability. By synchronizing data between the 

cloud and edge, the system delivers end-to-end 

situational awareness and proactive fault 

management across large-scale network 

environments. 
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D. Contributions 

This research introduces several significant 

contributions to the field of intelligent network 

monitoring and distributed analytics. First, it 

develops a hybrid cloud–edge monitoring 

architecture that seamlessly integrates IoT 

sensing devices, edge-level preprocessing, and 

cloud-based analytics to enable large-scale 

network management with minimal latency. 

Unlike conventional centralized systems that 

depend solely on cloud computation, the 

proposed framework distributes analytical tasks 

across multiple layers, thereby improving 

responsiveness and scalability. Second, the study 

presents a real-time network monitoring 

dashboard capable of visualizing key 

performance indicators such as bandwidth 

utilization, latency, and packet loss, while 

simultaneously highlighting anomalies and 

performance trends. Third, it implements 

lightweight anomaly detection algorithms 

specifically optimized for resource-constrained 

edge devices, allowing local fault detection and 

adaptive decision-making close to the data 

source. Additionally, a comprehensive 

performance evaluation validates the 

framework’s efficiency, demonstrating 

significant improvements in data transmission 

rates, latency reduction, and detection accuracy 

compared with traditional architectures. Finally, 

the proposed system is designed to be scalable 

and adaptable, making it suitable for diverse 

domains such as enterprise IT infrastructure, 

industrial IoT environments, and smart city 

networks. Collectively, these contributions 

advance the paradigm of real-time network 

intelligence by bridging the gap between 

traditional centralized monitoring systems and 

the emerging generation of distributed, cloud-

integrated analytical ecosystems. 

 

E. Paper Organization 

The remainder of this paper is organized as 

follows: Section II reviews related work on IoT-

based network monitoring, edge analytics, and 

cloud integration approaches. Section III 

describes the proposed system’s architecture, 

including its IoT sensing layer, edge processing 

layer, and cloud visualization module. Section 

IV discusses the experimental setup, 

performance metrics, and results of latency and 

bandwidth optimization. Finally, Section V 

concludes with key findings, limitations, and 

potential directions for future research, including 

AI-based predictive analytics and blockchain-

enabled data integrity mechanisms. 

 

II. Related Work 
A. IoT-Based Monitoring Systems 

The convergence of cloud computing, IoT, and 

edge analytics has motivated extensive research 

into efficient network monitoring frameworks. Prior 

studies have explored multiple approaches for 

improving scalability, fault detection, and real-time 

performance in distributed systems. This section 

reviews the most relevant literature across four 

perspectives: IoT-based monitoring systems, edge 

analytics for network management, cloud 

integration for visualization, and AI-driven hybrid 

monitoring frameworks. IoT-enabled monitoring 

systems have gained traction for real-time data 

acquisition in industrial and enterprise networks. 

Al-Kuwari et al. [1] developed a smart monitoring 

framework for industrial IoT, emphasizing 

scalability and interoperability through MQTT-

based communication. Similarly, Xu et al. [2] 

proposed a distributed IoT system for network 

traffic observation, integrating sensor-level data 

fusion to enhance reliability. However, these 

systems often rely heavily on centralized data 

processing, resulting in high latency and limited 

adaptability for large-scale deployments. The 

increasing number of connected devices further 

stresses network bandwidth, creating the need for 

distributed analytics. 

 

B. Edge Analytics in Network Management 

Edge analytics enables localized decision-making, 

reducing dependence on cloud computation. Shi et 

al. [3] demonstrated how edge computing can 

reduce data transmission costs by processing 

streaming data near the source. Likewise, Li et al. 

[4] presented an adaptive fault-detection system for 

IoT networks that uses edge inference to identify 

anomalies in latency-sensitive environments. These 
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approaches effectively lower latency and bandwidth 

usage but often face synchronization and update 

consistency challenges when scaled across multi-

edge networks. 

C. Cloud Integration for Visualization 

Cloud computing offers centralized platforms for 

visual analytics, performance dashboards, and 

large-scale data storage. Kaur et al. [5] developed a 

cloud-based visualization system for smart grids, 

providing real-time performance metrics and 

automated alerts. Similarly, Mukherjee et al. [6] 

introduced a scalable monitoring dashboard using 

multi-cloud integration for enterprise networks. 

Despite their advantages in visualization and 

accessibility, these systems often experience 

communication delays and single-point failures, 

making them less effective for mission-critical 

applications. 

 

D. Hybrid and AI-Driven Frameworks 

Recent studies combine cloud and edge paradigms 

with artificial intelligence to build adaptive and 

predictive monitoring systems. Zhang et al. [7] 

introduced an AI-powered hybrid model for 

network fault prediction using deep learning at the 

edge. Similarly, Rahmani et al. [8] implemented a 

multi-layer IoT-edge-cloud framework enabling 

self-learning diagnostics and energy optimization. 

These systems demonstrate strong adaptability and 

real-time responsiveness, suggesting that hybrid 

cloud-edge intelligence is a promising direction for 

scalable network management and predictive 

maintenance. 

 

III. Methodology 

The proposed Cloud-Integrated Network 

Monitoring Dashboard utilizes a three-layer hybrid 

architecture integrating IoT sensors, edge 

computing, and cloud analytics. Each layer plays a 

crucial role in achieving low-latency processing, 

data reduction, and predictive monitoring. The 

system workflow is summarized below. 

 

A. System Architecture 

The architecture consists of three major 

components: the IoT sensing layer, edge processing 

layer, and cloud integration layer. The IoT layer 

gathers real-time data from routers, switches, and 

smart gateways, measuring parameters such as 

latency, bandwidth, and packet loss. The edge layer 

performs initial data filtering and anomaly detection 

using embedded algorithms, thus reducing 

unnecessary data transmission. The cloud layer 

aggregates processed data from multiple edge nodes 

for visualization, long-term storage, and predictive 

analysis. 

 
Figure 1 illustrates the layered structure and 

data flow across the architecture. 

Figure 1. Cloud-Integrated Network Monitoring 

Architecture combining IoT sensing, edge analytics, 

and cloud visualization. 

B. Data Flow and Processing 

In the proposed framework, data flow begins at the 

IoT sensing layer, where distributed nodes 

continuously collect operational metrics such as 

signal strength, network latency, packet delivery 

ratio, and bandwidth utilization. These data streams 

are first normalized locally to remove redundancies 

and inconsistencies, ensuring standardization across 

heterogeneous devices. Each IoT node preprocesses 

the data through noise filtering and outlier 
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suppression to maintain data integrity before 

forwarding them to the edge layer. The edge 

analytics layer acts as the first line of intelligent 

processing performing preliminary computations 

such as moving-average filtering, threshold 

comparison, and event correlation to detect 

deviations or early signs of network anomalies. 

Only significant summaries, critical alerts, or 

compressed data packets are then transmitted to the 

cloud integration layer through secure 

communication protocols such as MQTT or 

HTTPS. This selective transmission strategy 

drastically reduces upstream bandwidth usage while 

maintaining analytical precision. By performing 

contextual analytics near the data source, the 

system minimizes dependency on centralized cloud 

processing, leading to substantial reductions in 

latency and network congestion. The cloud layer 

subsequently aggregates these preprocessed data 

from multiple edge nodes, enabling cross-site 

correlation and predictive modeling. This 

architecture thus achieves an optimal balance 

between edge responsiveness and cloud 

intelligence, ensuring continuous, real-time 

monitoring without overwhelming the backbone 

network infrastructure or storage systems. 

 

C. Algorithm Implementation 

Edge nodes employ lightweight anomaly detection 

based on moving averages and adaptive thresholds. 

Cloud analytics leverage Python, TensorFlow Lite, 

and AWS IoT Core to process incoming summaries 

and display live dashboards. 

Table 1. Technologies and functionalities used in 

the proposed monitoring framework. 

 

Component Technology 

Used 

Function 

IoT Devices Arduino, 

ESP32 

Data 

acquisition 

Edge Nodes TensorFlow 

Lite 

Local analytics 

Cloud Layer AWS IoT Core, 

QuickSight 

Visualization 

& storage 

Communication MQTT / 

HTTPS 

Secure data 

transfer 

The proposed cloud-integrated dashboard functions 

as the central interface for visual analytics, allowing 

administrators to monitor network conditions, 

analyze performance variations, and respond to 

faults in real time. It aggregates summarized data 

streams from multiple edge nodes and presents 

them through dynamic, customizable visual 

components such as time-series charts, geographic 

heat maps, and traffic distribution graphs. Each 

visualization element is updated automatically 

through cloud APIs to maintain second-level 

refresh rates, ensuring near-instant situational 

awareness across all monitored sites. The dashboard 

is designed using a modular structure that supports 

different operational views, network topology view, 

device-specific metrics, and predictive analytics 

panels. The topology view illustrates inter-device 

connectivity and link status, helping users quickly 

identify communication bottlenecks. Device-level 

panels display latency, packet loss, and throughput 

metrics, while predictive panels forecast 

performance trends using historical data and 

adaptive learning models hosted in the cloud. 

Interactive features such as zooming, filtering, and 

drill-down inspection enable detailed investigation 

of anomalies detected by the edge layer. 

Furthermore, integrated alert mechanisms 

automatically notify administrators via email or 

SMS when parameters exceed defined thresholds. 

These notifications are linked to the visualization 

layer, allowing one-click access to corresponding 

charts or logs. By combining edge-processed 

summaries with cloud-level analytics, the 

dashboard not only enhances operational visibility 

but also promotes proactive decision-making, 

improved reliability, and efficient resource 

management across distributed network 

infrastructures. 

IV. Discussion and Results 
This section presents the experimental setup, 

performance analysis, and observed outcomes of 

the proposed Cloud-Integrated Network Monitoring 

Dashboard. The evaluation focuses on latency 

reduction, bandwidth efficiency, anomaly-detection 

accuracy, and visualization performance. 
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A. Experimental Setup 

To validate the framework, a hybrid testbed was 

deployed consisting of 20 IoT-enabled routers and 

gateways distributed across a simulated enterprise 

network. Each device was equipped with embedded 

processors running TensorFlow Lite-based 

analytics to identify latency spikes and packet loss. 

Edge nodes transmitted only compressed 

summaries to the cloud layer through MQTT 

channels every 5 seconds. The cloud environment 

was hosted on AWS IoT Core integrated with 

Amazon QuickSight for visualization. Performance 

data were collected continuously over a 24-hour 

cycle. 

 

Figure 2 : Below depicts the experimental 

topology and data-flow pathway among IoT 

nodes, edge servers, and the cloud dashboard. 

Figure 2. Experimental network topology showing 

data collection, edge preprocessing, and cloud 

visualization layers. 

B. Performance Metrics and Analysis 

Quantitative analysis demonstrates substantial gains 

over a traditional centralized monitoring 

architecture. Average latency decreased by 38 %, 

while upstream bandwidth usage dropped by 46 % 

due to localized preprocessing. The anomaly-

detection engine achieved a 92 % true-positive rate, 

confirming the model’s reliability. Additionally, 

dashboard refresh latency remained below 1.5 

seconds for 95 % of updates. 

Table 2. Comparative performance analysis 

between centralized and proposed architectures. 

 

Metric Convention

al System 

Proposed 

Framewo

rk 

Improveme

nt 

Latency 

(ms) 

250 155 38 % ↓ 

Bandwid

th 

(MB/min

) 

520 280 46 % ↓ 

Detectio

n 

Accuracy 

(%) 

78 92 +18 % 

Dashboar

d Update 

(s) 

3.0 1.45 52 % faster 

 

 

Figure 3: Visualizes latency and bandwidth 

reduction trends observed during live testing. 
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Figure 3. Performance comparison showing 

consistent latency and data-usage improvements 

under the hybrid edge cloud model. 

 

C. Discussion 

The experimental outcomes demonstrate that the 

integration of edge analytics with cloud computing 

significantly enhances overall network 

performance, responsiveness, and scalability. The 

proposed system effectively minimizes data 

congestion by performing preliminary filtering and 

aggregation at the edge, ensuring that only essential 

insights are transmitted to the cloud. This 

distributed processing strategy reduces latency by 

more than one-third compared to conventional 

centralized frameworks, confirming the 

effectiveness of local computation for time-

sensitive applications. Furthermore, the dynamic 

synchronization between edge and cloud layers 

enables near-real-time visualization and decision-

making, allowing administrators to identify 

anomalies and performance degradation almost 

instantaneously. The results also validate that the 

proposed framework provides consistent 

monitoring stability even under high-traffic 

conditions, which is particularly beneficial for 

industrial automation, smart-city operations, and 

large-scale enterprise infrastructures. The anomaly-

detection accuracy of 92 percent demonstrates the 

reliability of lightweight edge algorithms, while the 

reduced bandwidth usage directly translates into 

cost savings and energy efficiency. By leveraging 

adaptive thresholding and predictive trend analysis, 

the system achieves both operational resilience and 

proactive fault prevention. Overall, the study 

confirms that hybrid edge–cloud architectures 

represent a viable and scalable solution for modern 

network ecosystems, offering a balanced 

combination of computational efficiency, real-time 

analytics, and strategic visibility essential for next-

generation digital infrastructure management. 

 

V. Conclusion 

 

This research presents a comprehensive Cloud-

Integrated Network Monitoring Dashboard that 

combines the strengths of IoT sensing, edge 

analytics, and cloud computing to create a 

responsive, scalable, and intelligent monitoring 

framework. The proposed system effectively 

reduces latency, minimizes bandwidth 

consumption, and enhances anomaly detection 

accuracy through localized edge processing and 

adaptive data transmission. Experimental results 

demonstrate substantial improvements in 

operational efficiency and monitoring precision 

compared to traditional centralized systems. By 

merging distributed edge intelligence with cloud-

based visualization and analytics, the framework 

achieves a dynamic balance between computational 

speed, scalability, and system reliability. The 

architecture also supports modular integration with 

modern IoT platforms, making it applicable across 

industrial, enterprise, and urban infrastructure 

networks where real-time insights and continuous 

system resilience are essential. 

Looking ahead, future work will explore advanced 

extensions of this architecture, such as the 

incorporation of machine learning-driven predictive 

models for autonomous fault prevention and 

adaptive thresholding. Integrating blockchain 

technology could further strengthen data integrity, 

ensuring secure, tamper-proof transmission between 

edge nodes and cloud servers. Additionally, the 

deployment of energy-aware and self-optimizing 

edge frameworks will be investigated to support 

sustainable and green computing practices. The 

continued evolution of this research aims to build a 

next-generation, intelligent monitoring ecosystem 

capable of learning, adapting, and self-healing 

ensuring optimal performance in increasingly 

complex and data-intensive network environments. 
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