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ABSTRACT

There hasn't been enough research done to
create the framework for future academics and
professionals in the area of information systems
to follow despite the rapidly expanding cyber
threats. Most people don't aware that hackers
rely on a criminal economic structure called
"CaaS." Due to a lack of prior work, we used a
data analytics approach from a design science
perspective to investigate cybercrime. We begin
by providing a data processing framework for
the study of the cybercrime underground, and
we proceed to define CaaS and crime ware
before introducing a classification algorithm to
help us sort out the bad guys. Finally, to show
how this infrastructure and classifications model
might have been put into practice, we sketch out
a possible organizational structure. In order to
study the criminal underground market, this
program initially uses a vast dataset collected
from the internet security community. By
adopting a design science approach, this study
advances the design objects, underpinnings, and
methods of the area. And on top of all that, it
provides helpful guidance on how governments
and businesses across a wide range of sectors
should be ready for cybercrime attacks.

To be indexed with: It's a catchall word for the
criminal underworld, black market, and hacker
subculture.

L INTRODUCTION
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Defenses against the growing threat of
widespread cyber attacks (including malware
and DDoS) have become a top priority for many
businesses and other organizations. Likewise,
criminal activity. The WannaCry ransomware
was responsible for about 45,000 assaults in
2017 [1]. With the growing effect of
cybercrime, authorities are under increasing
pressure to increase expenditure on cyber
security [2]. President Obama has proposed
allocating over $19 billion on network security
in the next fiscal year, an increase of nearly 35%
from the previous year. Several recent assaults
on a national or worldwide scale, like
WannaCry and Petya, were executed by well-
organized criminal gangs. In the underground
black market, where hackers trade information
about trying to hack, criminal organizations buy
the vast majority of their hacking operations and
equipment. The cybercrime sector of the
underworld relies on this online black market,
which is managed by organized crime groups
[3]. A new kind of organization has emerged,
one that oversees underground marketplaces and
provides support for the activities of
cybercriminals[11]. Cybercrime syndicates rely
largely on shadowy underground networks for
funding, support, and assaults (e.g., Hack
forums and Crackingzilla). The vertical,
concentrated, rigid, and stable design of cyber
security organizations [4] sets them apart from
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traditional Mafia hierarchies, which rely on
transparency and openness. Yet, this is not the
case for criminal networks in cyberspace. Since
cybercrime is a collection of interrelated issues,
governments, organizations, and people often
fail to notice the emergence of incredibly adept
online fraudsters' marketing methods, such as
Crimeware-as-a-Service (CaaS). Whereas many
in the field of information security (IS) have
taken an interest in cybercrime in response to
the rising concerns generated by the exponential
increase in cyber dangers, few have worked to
provide the groundwork for this new interest or
built adequate methodologies. Previous studies
haven't delved far into the cybercrime
"underground" economy. CaaS is one of the
most important business models employed by
the cybercrime underground, yet it is little
understood. Both academic research and real-
world experience have failed to shed light on the
nature of this underworld or its underlying
processes. The information vacuum and the real-
world [5] difficulties that hackers encounter
inspired our research. The cybercrime economy
is examined using methods from design research
and data analytics. The purpose of this paper is
to (1) provide a framework for evaluating the
cybercrime underground; (2) define CaaS and
crime ware[14] in a way that correctly reflects
both academic research and industry experience;
(3) develop a classification method for CaaS and
crime ware; and (4) develop an application to
show how the recommended prototype and
classifying idea may be applied in reality. By
initially examining large datasets from the
internet technical community, this approach of
creating computational modeling (DSR) may be
utilized to probe the ransomware ecosystem.
Product of design science is an IT item created
with the intention of resolving a particular issue.
IT artifacts including as recommendation
systems, ideas, structures, platforms, techniques,
and applications are created as part of DSR [6].
The emphasis of behavioral science[8] is on
establishing and justifying ideas that increase
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human or organizational capabilities, whereas
the focus of DSR is on creating and justifying
ways to understanding or forecasting human or
organizational occurrences. DSR enriches the
current body of literature and practice by
shedding light on "design artefacts, planning
and construct learning (e.g. framework), and/or
design evaluation knowledge (e.g. methods).
[7]. It follows these DSR guidelines and
incorporates the creation of novel design
objects, bases, and procedures. As DSR must
demonstrate that design objects are "able to be
implemented" in the economy to address a
critical issue [7], we propose an efficient
implementation approach rather than merely a
theoretical one. A sample front-end application
demonstrates the benefits and feasibility of
using the suggested infrastructure and
categorization strategy. So, this study added
something to the field of design theory [9], 10].
In order to further our understanding of design
science, we need novel formulations of ideas,
theories, methods, and applications [10]. This
investigation adds to the body of knowledge by
providing essential ingredients such as
constructs  (classifications, structures, and
programs), a modeling (complex
implementation), an analytical approach, and
instantiations (applications). DSR has advanced
the field of methodology via the development
and use of novel forms of assessment [12]. As a
result, the classification model was tested in this
study using dynamic analysis[15]. To round up
the study, observational methods are used to
analyze a front-end application (case examples).
Moreover, this study provides useful
recommendations for addressing the difficulties
encountered by government organizations and
enterprises of all sizes in their preparedness for
cybercrimes[13].

II. RELATED WORK

Crime software as a service: investigating the
rise of criminal software as a marketable
good
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Criminals are increasingly turning to the dark
web to buy and sell malware in the form of
"crimeware as a service" (CaaS). CaaS not only
tries to make cyber assaults more streamlined,
automated, and accessible to persons with less
technical knowledge, but it also provides
substantial contributions to the problem. CaaS
and the shadow economy that has developed
around it are defined and explored in this article.
In addition, the study discusses the many
crimeware services available on the dark web.

b. To what extent does cybercrime have a
structure? What the Internet May Mean for
Criminal Collaboration

This article speculates on the possible future
developments of organized crime in the digital
realm. The first part of the book examines
criminal groups in the "real world." After a
definition of "organized crime," the article
explores the positive aspects of well-coordinated
criminal teams in the "real world." The paper
then discusses why the two established forms of
organized crime in the "actual world"—the
"crime" approach and the hierarchies American
Mafia model—are unlikely to catch on in the
virtual one. In this section, it is shown that the
limitations inherent to accomplishing things in
"real life" inspired the development of both of
the aforementioned models, although such
limitations are mostly absent in the virtual
world. Next, the paper considers the possibility
of a cyber manifestation of organized crime. For
this purpose, it examines how the armed forces
use Netware. The study concludes that
cybercrime networks would be transient,
horizontal, and fluid, in contrast to the
permanent, hierarchical types of organization
seen in the "real world." A combination of these
factors might make it difficult for authorities to
apprehend criminals.

¢. Cybercrime Organizations and Their
Varieties

Improvements in emerging technologies for
communication and information (ICT) are being
used by three groups to violate the law: There

Available at www.ijsred.com

are three types of criminal organizations that
utilize  information and  communication
technologies (ICTs) to do criminal acts: 1)
traditional criminal gangs that use ICTs to better
their unlawful operations on land; 2) organised
harmful cyber groups that exclusively
ecommerce platform; and 3) groups of
philosophically and ideologically biased persons
that use ICTs to commit criminal acts. Media
technology is more responsible for the
occurrence of disputes or part of the evidence
that supports or disproves a dispute in court, so
police departments would benefit from a deeper
understanding of cyber forensics principles,
recommendations, processes, tools, but rather
procedures, along with pro fundamentals,
instructions, methods, devices, and strategies.
There seems to be a need for more study and
innovative approaches to combating organized
crime in cyberspace.

III. METHODOLOGY

Ninety percent of people today rely on online
services like financial services, healthcare, and
traffic data to go about their daily lives, but this
has given rise to the issue of cyber theft as well
as attack, out of which malware developers can
indeed detect data transfer to obtain information
or to add erroneous numbers, resulting in the
customer losing money or handling of their own
mechanism. Passwords used by users may be
brute-forced, and BOT assaults can boost fake
ratings. Websites are vulnerable to a wide range
of cyber attacks because programmers may hire
themselves out on the Dark Web in exchange
for illicit funds.Many attacks are documented in
this article, and the researcher used Nave Bayes
to categorize them based on information
analysis, revealing which forms of cybercrime
are more resource-intensive. Signatures of
important attacks, such as spamming and Code
injection, are used to train the classification
system, which is being developed using data
gathered from key logger attacks on
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enterprises.In order to put the idea into action,
the stress reactions have been developed:
Dataset Upload and Analysis: At this time, we
will load a database, do various analyses (such
as counting cybercrimes), and then clean the
data set by removing any outliers.

The dataset would be split between training and
testing halves, with 80 percent of the data used
to train the Nave Bayes algorithm and 20
percent used to confirm the approach's predicted
performance. The attacker classifications would
be encoded using an integers ID.

Naive Bayes Classification Models Execution:
In this course, classification algorithms would
be trained using datasets with a high label
agreement rate of 80% or more, and a
recommended  methodology  would  be
developed.

Classification  Performance  Graph: We'll
evaluate the efficacy of our suggested method
by constructing a graph with high precision and
naive Bayes accuracy using this component.
Cybercrime Prediction: We may use these
modules to test a database of cybercrime
networks and submit the results to a
classification algorithm that can determine
whether the database contains indicators of
cybercrime.

Iv. RESULTS AND DISCUSSION

There are four distinct procedures for
analyzing data under the proposed
framework. Prospective hacking targets, as
well as the various categorizations and
market trends of CaaS and criminal ware,
are discussed. That was a quick double-click
as I was on the run. The following is the
outcome of running the bat file:
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Figl: Dataset Upload & Analysis

If you want to upload a dataset for analysis, just
click the corresponding icon in the upper right
hand corner of the report.

The Naive Bayes retraining process is complete,
and its prediction performance has been
evaluated at 90%; to see the graph, choose the
"Classification Methods" menu item.
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The findings are broken down into individual
categories denoted by different colors, such as
Correct, Quality, etc. When testing data is
submitted and shown visually, it can be seen
that all parameters are functioning at or above
90% by viewing the graphs above and selecting
on the 'Predict Computer Crime' tab.
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Fig3: Upload testData.csv

ISSN : 2581-7175

©IJSRED: All Rights are Reserved

Page 1149



International Journal of Scientific Research and Engineering Development-— Volume 6 Issue 2,Mar-Apr 2023

To see this result, load your dataset in the
'testData.csv' format by entering it and then
selecting the 'open’ button.

In the report seen above, data about Internet
traffic appears in parenthesis, and the kind of
cybercriminal behavior anticipated appears after
the equal sign. This is a compilation of our
predictions about future cyber assaults..

A Data Analytics Approach to the Cybercrime Underground Econom;

51920000003 2.15000000¢+02 L.00000000e-00 2.00000000¢+01

| = [
Fig5: Predict Cybercrime

V. CONCLUSION

Research in this area has focused more on
building and analyzing artifacts than on
developing and testing ideas since it is

often assumed that research in this area is
primarily concerned with activities. They
came up with a model for the flow of
information and a technique for making
predictions. We have also conducted
retrospective analyses of these classifiers'
effectiveness and  post-implementation
analyses of their performance using example
programs. These four case studies illustrate
the variety of potential industrial instances
available to emerging academic institutions
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and businesses, as outlined by the DSR
starting viewpoint. Ultimately, there are
substantial societal implications of this
research. Cybercrime and cyber war have
been threatened for years by actors
supported by nation states. As defined by
Nice, cyber assaults are "the premeditated,
politically = motivated  attack  against
information, personal computers, software
engineers, and data that lead to crime against
- anti aims by sub - national level
organizations or covert agents." Political
ideology drives cyber terrorism, whereas
financial gain motivates the vast majority of
cybercriminals. Hence, governments might,
for instance, assist strengthen their capacity
to safeguards their people in online digital
realities by boosting their immediate
remarks in reaction to assaults like cyber
espionage or cyber terrorism. This problem
significantly impacts the effectiveness of
cyber defenses in maintaining a secure
online environment.
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