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Abstract:

A more reliable technique for protecting data transfer has in fact been required due to the rise in
attacks that have been documented during electronic information exchange between the source and the
intended destination. Two well-known and often used methods for manipulating data to encrypt or conceal
its presence are cryptography and steganography. These two methods aim to prevent unwanted access to
information while maintaining its availability, confidentiality, and integrity. However, attackers now have
an easier time hiding concealed data because to the advancements in steganalysis and image processing
techniques. Researchers have suggested a number of countermeasures to address this problem, such as
combining encryption with steganography. The Least Significant Bit (LSB) method, the Rivest—-Shamir—
Adleman (RSA) asymmetric key encryption scheme, and the Advanced Encryption Standard (AES)
symmetric key encryption scheme—which uses the Diffie—Hellman key exchange algorithm—are all used
in this research to implement the steganography technique. Next, the effectiveness of these two approaches
is assessed in terms of how well they can protect and hide sensitive information as well as how quickly it
can be hidden. The created method, which combines the Diffie-Hellman key exchange algorithm with
AES, outperforms RSA as the encryption algorithm in terms of speed and data concealing capacity,
according to the results.
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of data. Steganography, a data concealment
technique, is one of the approaches that may be
applied (Sahu&Sahu, 2020). According to
Bandekar and Suguna (2018), steganography is the
process of concealing data, including text, images,
audio, and video, behind another piece of data

I. INTRODUCTION

This document is a template. An electronic copy
can bedownloaded from the conference website.

In the modern world, secure data transfer is
essential. Text, picture, audio, and video data may

now be sent and received with ease thanks to the
development of the Internet. Data privacy and
confidentiality are among the issues with data
transfer (Santoso et al., 2018). Certain data is seen
to be more private than others. Data hiding and
encryption are two appropriate data security
approaches that must be used to safeguard this kind

known as a cover picture. Three components
typically make up this method: the data, the data
carrier, and the secret key. Steganography differs
from encryption in that it conceals the existence of
processed data, whereas encryption does not
(Fayyad-Kazan et al., 2021). Steganography is
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therefore more attractive for data that has to be
hidden in order to be meaningful. Steganography
finds its use across a wide range of fields, including
e-commerce, finance, the military, and the Internet
of Things (IoT). The use of audio steganography for
government and military covert communication has
been suggested by Xin et al. (2018). Liashenko et al.
(2018) investigate the use of steganography for
remote biometric authentication. Several network-
based steganography techniques are assessed in the
study. Douglas et al. have also carried out a more
thorough analysis of steganography uses in
biometric data (2017). Next, Khari et al. (2020)
used the Matrix XOR encoding to enable
steganography on the Internet of Things. Malware
like Zbot, Adgholas, and Cerber are also created
using steganography (Cameron, 2018). These uses
have demonstrated the widespread usage of
steganography in data security and security attack
techniques.

Steganalysis is the process of identifying whether
steganography is present. The steganalysis methods
have been enhanced by the development of modern
technologies (Fayyad-Kazan et al., 2021). To
prevent the data from being seen by current
steganalysis tools, this study combines encryption
methods with steganography that uses the LSB
approach. The simplest type of steganography
approach is called the Least Significant Bit (LSB)
method, in which the concealed data is substituted
for the least significant bit of the picture. Text
encryption may be accomplished with the help of
the lightweight RSA encryption method. A public
key cryptography method called the RSA algorithm
was first presented in 1977. There are three steps of
RSA, which are key generation, message
encryption, and message decryption. Another
encryption scheme method that is AES will be
paired with Diffie-Hellman algorithm which is
used for the key exchanging process. All these
algorithms are well-known and secure enough for
text encryption.

Data confidentiality is a crucial aspect of security,
and text is the most common form of data. Sensitive
data, such as passwords or secret messages,
necessitates the use of appropriate data security
measures to ensure its protection. Steganography is
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a technique that conceals both the data and its
existence from parties other than the sender and
recipient. The primary considerations for securing
text data using this technique are cover image
quality, which helps to conceal the data from
attackers, and data hiding speed, which ensures that
the text data remains secure from the sender to the
receiver. Attackers are unlikely to target data whose
existence is unknown to them. Steganography is a
versatile data concealment technique. However,
using steganography alone to protect text data can
be risky, as new steganalysis tools can detect
traditional steganographic techniques as well as
advancements in image processing and steganalysis
tools have made it easier for attackers to uncover
hidden data. To address this issue, researchers have
proposed combining steganography with encryption.
To this effect, we proposed a text data hiding
system that combines the Least Significant Bit
(LSB) steganography technique in conjunction with
modified Advanced Encryption Standard (AES)
symmetric encryption algorithm using Diffie-
Hellman key exchange algorithm for efficient text
data hiding as a complement to existing systems.

The objective of this research are to improve
cover image quality for text data security in
steganography using AES data encryption
technique integrated with Diffie-Hellman Key
Exchange Algorithm and LSB data hiding
technique and to also evaluate the systems for
performance using processing speed.

II. REVIEW OF RELATED LITERATURE

An easy way to comply with the conference
paper formatting requirements is to use this
document as a template and simply type your text
into it.

The volume of data that is exchanged on a daily
basis has data owners worried about security.
Tawalbeh&Saldamli (2019) examined the problems
with data privacy in big data and offered solutions.
Sensors, networks, and back-end systems are
among the IoT's system components that are
identified as the primary sources of security
concerns (Babu et al., 2018). Other areas that deal
with data security issues include banking, social
networking, e-business, healthcare, and governance
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(Rath& Kumar, 2021). Cryptography and data
concealing techniques are the two primary data
security  strategies, according to study by
Sahu&Sahu (2020). Watermarking and
steganography are the two primary techniques that
fall under the category of data concealment
methods. Steganography, according to Hussain et al.
(2018), preserves the method's intricacy while
enabling the concealment of both the data and the
transmission.Steganography comes in two flavors:
text and visual (Ali Khodher&AldeenKhairi, 2020).
Spatial domain, spread spectrum, and distortion
approach are image steganography techniques.
Pixel Value Differencing (PVD), Least Significant
Bit (LSB), and replacement algorithms are available
in the spatial domain. In terms of performance, LSB
offers high capacity, medium resilience, and high
accuracy, according to a comparison of different
approaches in the same research.

A. Steganography in Data Security

Steganography research comes in a variety of
forms. Research on LSB and DWT-based
steganography for picture and audio has been done
by Ramya et al. (2018). Position Value (MPV) is
the foundation of a picture steganography approach
developed by Mukherjee et al. (2018). Arnold's
transformation is used to jumble the cover picture
before the concealed message is embedded. In a
subsequent study, the picture compression approach
is employed in conjunction with the LSB method
after the concealment of the secret message.. On the
data receiver side, this secret message will next be
decompressed before being decrypted (Pandey et al.,
2021).The majority of current research focuses on
combining encryption methods with steganography
techniques. This is done in an effort to increase the
suggested method's complexity. Modified RSA
steganography ~ was  first  introduced by
Majumder&Rahman (2019). Some disadvantages of
this approach are said to exist, including the fact
that it can only be used with grayscale images, that
a high-resolution image is needed, and that both the
original image and the image containing secret data
must follow the same transmission protocol. In a
different study, the steganography methods of
Discrete Wavelet Transform (DWT) and Discrete
Cosine Transform (DCT) or Dual RSA were
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merged (Vinothkanna, 2019). Cryptography
Incorporated Steganography (CICS) is the name
given to this combination. Before the data is hidden
inside a.bmp picture file, the secret text is encrypted
using the RSA technique (NassifJassim et al., 2019).
Al Saffar (2019) has also created a steganography
method to conceal the plain text in the cover picture,
which is based on RSA and steganography. Al
Saffar has proposed in this study that using the
current method in conjunction with the Diffie-
Hellman algorithm might enhance the intricacy of
the data is hidden. The aforementioned study has
demonstrated that the RSA algorithm works well in
conjunction with steganography..It has been noted
that the Advanced Encryption Standard (AES)
algorithm is wused in some steganography
combinations  with  encryption  techniques.
Additionally, it has been revealed that AES
performs more complexly and securely than RSA
(Hindi et al., 2019). An image watermarking
method called MarkToLock (Cirineo et al., 2017) is
presented. It is based on the LSB approach and the
AES algorithm. In this study, an additional picture
is concealed within the cover image. The average
file size of the majority of the resultant image has
grown by 56.208%. Steganography and AES have
been used by Siddalingesh&Manjunatha (2019) to
conceal text and images in audio. The procedures
are carried out using the DCT coefficient. Next,
Hattim&Taha (2019) used the LSB approach in
conjunction with AES. The.png file exhibits good
Peak Signal to Noise Ratio (PSNR) values
according to this research. The steganography-
encrypted picture and the original cover image
plotted histograms are almost identical.

B. Review of Related Work

It looks at how the anchor paper by Al Saffar
(2019) uses the idea of RSA. According to Fouad et
al. (2021), RSA is a symmetric key encryption that
relies on a complex number for a certain oddinteger
(e) and the rigidity of the analysis of many
compounds. There is an integer pair that makes up
the RSA public key. RSA is a well-liked encryption
technique with several applications (Al Saffar,
2019).The least significant bit of each byte of pixels
that make up the cover picture is where the secret
message bits are sequentially inserted into order to
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create a basic data concealing method called LSB
(Mahdi, 2019). LSB replacement (LSBR) and LSB
matching (LSBM) are the two different forms of
LSB methods (Fateh et al., 2021).The improved
approach used in this study entails building on top
of the current LSB data concealing methodology by
applying the Diffie-Hellman key exchange and
AES encryption algorithm. The sender and the
recipient share a public key using the Diffie-
Hellman key exchange method. The secret key that
may be used to both encrypt and decode the secret
message is then calculated using this public key.
This procedure involves the computation of
modulus and inverse (Gupta & Reddy, 2022).The
symmetric cryptography block cipher technique
known as Advanced Encryption Standard (AES)
uses the AES key schedule method to generate
round keys from the cipher key. AES performs a
number of operations, including bit-shifting,
substitution, and XOR operations (Patgiri, 2021).

III. RESEARCHMETHODOLOGY

This section outlines the process for studying the
research on steganography and cryptography as
effective methods for concealing text data.
Keywords and search strategy are described. The
method outlined in the computer science systematic
literature review was applied in this review. Our
systematic literature review is conducted using the
work as a guide as well (Jauro et al., 2020).

C. Least Significant Bit

The LSB (Least Significant Bit) strategy, which
swaps the least significant bit in some cover file
bytes to conceal a series of bytes carrying the
concealed data, is reportedly a highly well-liked
methodology (Abikoye O. et al., 2012). The
simplest method for embedding data into a digital
audio file is called least significant bit (LSB)
coding, which involves replacing each sample
point's least significant bit with a binary message.
When calculating, the bit position in a binary
integer that indicates the value of the unit—that is,
whether the number is even or odd—is known as
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the least significant bit, or LSB. Because Least
significant digits are often written further to the
right in positional notation, the LSB is frequently
referred to as the right-most bit. It is comparable to
the rightmost digit in a decimal number, which is
the least significant digit. It is customary to give a
bit number to each bit when referring to individual
bits inside a binary number. Usually, these values
fall between O and 1 fewer than the entire number
of bits in the number. One beneficial aspect of the
least significant bits is that they change quickly if
there is even a tiny change in the number. As an
illustration, adding 1 (binary 00000001) to 3
(binary 00000011) yields 4 (binary 00000100),
changing three of the least significant bits from 011
to 100. In contrast, the three most important bits
(000 to 000) do not change. In checksums generated
by pseudorandom number generators, least
significant bits are usually used. The following
image shows how the LSB technique is used to
encode the message "HEY" in a 16-bit CD quality
sample (Jayaram, P. et al., 2011).
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Figurel: Illustration of how the message “HEY” is encoded using LSB
method, adapted from (Abikoye O. et al.,2012).
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The secret key that may be used to both encrypt
and decode the secret message is then calculated
using this public key. This procedure involves the
computation of modulus and alternative (Gupta &
Reddy, 2022). The Advanced Encryption Standard
(AES) symmetric cryptography block cipher
methodology generates round keys from the cipher
key using the AES key scheduling mechanism.
AES carries out several operations, such as
substitution, XOR, and bit-shifting (Patgiri, 2021).

Read secret data and cover image

Generate key usng Diffie-Hellman
Alponthm

Encrypt secret data uzing AES

Hide secret data to cover image using
LSB technique

Ohufput image

Figure2: Data hiding flowchart for the asymmetric algorithm.

The secret text message will be encrypted using
RSA. The steps for the RSA encryption algorithm
are shown in Figure 2

The LSB method is used to interlace the
encrypted text with the cover picture. The practice
of swapping out the image's least important bit for
the concealed data bits is known as LSB. The
receiver will receive the output of the LSB. The
data extraction procedure is completed after the
receiver receives the steganography image.The
Data Extraction Flowchart is displayed in the
following Figure 3.
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Figure 3: Asymmetric Algorithm Data extraction flowchart

The figure below shows the new suggested
symmetric encryption technique that combines the

Diffie-Hellman key generation process, AES
encryption algorithm, and LSB steganography
method.
Y, ]
\ Stat )—7 Fead secret data and cover mage /
L
(renerate by and enervpt secret data
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Figure 4: Data hiding flowchart for a symmetric algorithm
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The MATLAB library module is used to apply the
RSA image encryption procedures.

In the previous research by Al Saffar (2019), the
image size is limited to square images. And in this
research, images with aspect ratio other than 1:1
can also be encrypted using the encryption
algorithm. However, the image resolution is limited
up to 7680 x 4320 pixels.

Alice Bob

Public Keys available =P, G Public Keys available =P, G

Private Key Selected =a Private Key Selected =b

Key generated = Key generated =

xr = G%mnodP y = G*modP

Figure 5: Diffie-Hellman key generation process

The encrypted text is interwoven with the cover
picture using the LSB approach once the Diffie-
Hellman algorithm has finished key creation. The
practice of swapping out the image's least important
bit for the concealed data bits is known as LSB. The
receiver will receive the output of the LSB.

Iv. RESULTS AND DISCUSSION

Various key generation and encryption
techniques are used before LSB is used to interlace
the cover picture and the secret data. Peak Signal-
to-Noise Ratio (PSNR), data hiding speed, and
histogram analysis are used to measure how well
various methods function.

D. Histogram Analysis

In steganography, the histogram plots for the
original and stego images must be as comparable as
feasible, in contrast to histogram analysis in picture
encryption. Attackers or data interceptors might not
be able to tell if a picture contains a secret message
if the histogram plots are comparable. For this
research, 7680 x 4320 image of Lenna is used. The
image is converted to greyscale before
implementing any other algorithms. The histogram
plot consists of two axes, which are the pixel
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intensity value for x-axis and the pixel count for y-
axis.
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Histogram - Cover Image
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Figure 6: Histogram analysis for cover image and stego

image using RSA encryption algorithm and LSB
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Figure 7: Histogram analysis for cover image and stego image using Diffie-

Hellman key exchange algorithm, AES encryption algorithm and LSB

The histogram plots demonstrate that for both
techniques, there is no discernible difference in the
values for the cover picture and stego image. Given
that it is impossible to tell the cover picture from
the stego image visually, it follows that both
methods are capable of concealing the secret text.

E. Peak Signal to Noise Ratio(PSNR)

PSNR value is a method to measure the quality of
the image reconstructed from the steganography
image. The higher the PSNR value, the higher the
quality of the output image. PSNR value can be
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calculated by using the formula below:PSNR = 10
Logl10(R2+MSE).

R is the maximum fluctuation in the input image
data and MSE is the mean-square- error value of the
image.

TABLE I

PSNR VALUE COMPARISON FOR DIFFERENT STEGANOGRAPHY TECHNIQUES

|Algorithm Image IPSNR (%)
IRSA encryption algorithm + LSB ILenna.png 81.37
steganography

Diffie-Hellman key exchange + AES  |Lenna.png 81.41
encryption algorithm + LSB

steganography

The PSNR values for both encryption techniques
are high based on the abovementioned results,
suggesting that the resulting picture is of good
quality. The PSNR number derived from the two
techniques shown above differs by just 0.04%.
Interestingly, the combination of Diffie-Hellman,
AES, and LSB techniques resulted in slightly better
PSNR scores compared to using RSA and LSB
together.The  graphs below illustrate the
comparative outcomes of these two methods.

Comparison of PSNR Values
81.500

81475
81.450

81.425

PSNR (%)

RSA + LSB

Diffie-Hellman + AES + LSB

Algorithm

Figure 8: PSNR value comparison
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F. Data Hiding Speed

One crucial aspect of steganography for real-time
use is speed.In order for a steganography algorithm
to be effective, it must not only safeguard the data's
confidentiality but also function quickly. An Intel
Core i7 8th Gen computer with 16GB RAM is used
to execute the task.

TABLE I

TIME TAKEN FOR DIFFERENT STEGANOGRAPHY TECHNIQUES

Algorithm Image Time taken
(s)

IRSA encryption algorithm + LSB ILenna.png  (0.3257

steganography

Diffie-Hellman key exchange + AES |Lenna.png  (0.2104

encryption algorithm + LSB

steganography

Combining the Diffie-Hellman, AES, and LSB
techniques results in a faster and more efficient
process compared to using RSA and LSB
techniques together. The graphs below illustrate the
comparative outcomes of these two methods.

00 Comparison of Algorithm Efficiency

0.35

0.30

Time taken (s)
o o = =
= = ] i
= = =] Cn

=)
=1
=

0.00

RSA + LSB

Diffie-Hellman + AES + LSB
Algorithm
Figure 9: PSNR value comparison

The combination of Diffie-Hellman, AES, and
LSB techniques is more sophisticated and produces
greater performance than the combination of RSA
and LSB, according to the data displayed in this
section. While both methods work well when it
comes to histogram analysis, the Diffie-Hellman,
AES, and LSB combo performs better when it
comes to PSNR value and data concealing speed.




International Journal of Scientific Research and Engineering Development-— Volume 7 Issue 3, May—-June 2024

V. CONCLUSIONS

In conclusion, enhancing current steganography
methods can be achieved by integrating an
encryption algorithm with steganography. This
study utilizes the Diffie-Hellman key exchange
technique to increase the implementation
complexity of the encryption method. The results
indicate that the combination of Diffie-Hellman,
AES, and LSB outperforms the combination of
RSA and LSB in terms of processing speed and
PSNR value. Specifically, the PSNR value for the
Diffie-Hellman and AES combination is 81.41%,
compared to 81.37% for RSA. Additionally, the
data concealing speed for steganography with RSA
encryption is 0.3257 seconds, which is slower than
the 0.2104 seconds required for the Diffie-Hellman
and AES combination.

Effective steganography methods can enhance
data security and maintain data confidentiality. The
data remains encrypted even in the unlikely case
that the stego picture is cracked. Nonetheless, the
steganography method needs to show both high
data concealment capability and a quick processing
time. The study's findings support the hypothesis
that LSB data hiding combined with Diffie-
Hellman key exchange and AES encryption can
enhance both the speed at which data is hidden and
the quality of the cover picture.

G. Future Works

Various encryption algorithms can be integrated
with steganography techniques to enhance the
complexity of data hiding. Additionally, different
types of secret data, such as images and videos, can
be concealed within an image using steganography.
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