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Abstract:

The need for clarity of processes and interoperability of administrative applications has led to the creation
of ontologies about the administrative domain. However, there is a gap in terms of traceability of the
concepts. Unlike other domains, governance and administration is more trusted, usable, and effective when
the entities and activities can be authenticated and verified. This research introduces a formalised
provenance approach to ascertain the origin of concepts such as process status, digital resources, and
personnel within the administrative domain. Firstly, an existing administrative ontology is identified as a
case study. Provenance points are extracted from the ontology such as process provenance, document
provenance and personnel provenance. The knowledge for verifying these provenance points is outlined in
plain language and then formalised using description logic. The description logics are then formatted using
Web ontology language (owl). Finally, Competency questions are used to validate the provenance
ontology using SPARQL query. This research is an extension of existing administrative ontologies by
adding provenance, thereby increasing the level of quality and trust in administrative applications when
they make use of the ontology. It also improves the level of data integrity when these administrative
applications share data between each other.
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has been applied to various domains ranging from
health, engineering, transportation to governance
and so many other areas. In knowledge
representation, the formal specification and
representation of terms within a domain is
commonly called ontology. Ontology enables

I. INTRODUCTION

Knowledge representation has been used to
formalise real world information such that
computer-based systems, both simple and even
complex-robotic systems [8] can access this

information, reason, and even make conclusions.
This is why knowledge representation is an
important aspect of artificial intelligence [1] and it

explicit definition of terms, reusability, sharing
amongst others. Administration or governance is
one of such research areas where Ontology has
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been fairly applied over the years. Administration is
a very sensitive aspect of every organisation, in fact,
it is the heart of every human-based system because
it exists in government, companies, large
corporations and even start-ups. Although,
administration in every organisation is not the same
due to difference in work culture or internal policies,
however, it is very necessary that systems that are
built to either automate or support the processes
conform to a standard framework as much as
possible. Ontology has levels and it separates data
from knowledge structures, for example, an
organisation might have a Chief Executive Officer
(CEO) while another has a Director, however both
the CEO and Director can be referred to as “Head”
in a broader perspective. This is what ontology does,
it creates a standardised way of formalizing domain
knowledge [19].

Administration or governance ontologies that
exist focus on important terms and relationships
between the concepts. The missing parts are the
origin of the concepts that were formalised. In other
areas such as supply chain [20] and alert systems,
there has always been the need to verify the origin
of concepts because it is not always about the data
retrieved, it is always important to verify the source
of such data. In other words, governance will also
be well improved and trusted if the source of
entities is verified. This research aims to implement
provenances to trace the origin of administrative
concepts within an existing administrative ontology.
The provenances are built from scratch but attached
to an existing ontology as an extension. Validation
is done using competency questions in the form of
queries.

II. LITERATURE REVIEW

Attempts have been made in previous research to
implement provenances into ontologies. In the field
of digital evolution, an ontology named OntoAvida
was created to help researchers have access into the
vocabulary and gain better insight into evolutionary
processes and mechanism of digital organisms [15].
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Besides the basic term specification and inference
feature provided by OntoAvida, it also possesses
the provenance ability needed to trace the source
and integrity of data stored.

A systematic review was carried out by [16] to
research on the effect of data provenance in
healthcare and how it relates to General Data
Protection Regulation (GDPR). Technologies that
can help to achieve provenance were identified,
hence, Ontology was detected to be an effective
way to implement provenance in the review [16]. In
neuroscience, a Neurobridge ontology was created
to improve the findability of important data about
the source and origin of neuroimaging data such as
important information about study participants. The
provenance ontology helped to annotate full length
articles and increase the ability to find provenance
terms [9].

In omics study, Gene ontology (GO) is used for
identification of underlying functional patterns.
However, due to the evolving nature of biological
knowledge, there is need for representation of GO
version, hence the need for provenance to trace the
version and related parameters for better
interpretation and reproducibility A model that
complies with FAIR principle and based on
provenance ontology (PROV-O) was used to
address the lack of provenance problem [11].
Another approach improved upon the Gene
Ontology by making use of PPIntergrator which
contains a module to describe provenance using
triples [18].

An ontology design pattern that models scientific
taxonomy focused on modelling provenance of
concepts. This adds more context to the domain and
improves governance. It also adds tag to
provenance and other metadata information to
bridge gaps between different ontologies [6]. To
build trustworthy Al systems, it is very important to
have an inclination of the origin of data when using
knowledge graphs to integrate data from different
sources. An ontology for tracking provenance and
context of computational observations was created
[12].
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Another area where provenance has proven very
useful and effective is in alert detection in intrusion
detection systems due to the need to understand the
origin of attacks [7], this reduced the number of
false alerts enormously. Other areas where
provenance have been integrated with ontology
include Electronic Laboratory Notebooks (ELN)
[14], ProvVact for tracking vaccination history [13],
SAO ontology for tracing system accountability and
audit [5], Internet of things (IOT) to trace the
origins of medical data [10], ProvAnalyser for
validating scientific workflow and to determine the
quality of generated data products [4], METACLIP
for tracing and understanding provenance of
climate data products [2] , OntoPedigree for
capturing traceability information of Pedigree
within the supply chain [17].
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Development of the provenance begins with the
identification of an existing administrative ontology
as seen in Figure 1. The administrative ontology
chosen as a case for this study is an ontology for
postgraduate administration which uses The
Postgraduate college, University of Ibadan as a
reference point [21]. The ontology consists of very
important concepts which includes 347 classes and
more than 1800 axioms. This makes the ontology
very suitable and appropriate for this study.

Provenance points are identified from the chosen
ontology. These are the points on the ontology
where provenances will be added, they are the
concepts that need tracing and tracking for
effectiveness and robustness of the ontology. They
are Process Provenance, Document Provenance and
Personnel Provenance.

II1. METHODOLOGY
Identification of
Provenance points
Process Document Personnel -
Exisiting Provenance Provenance provenannce
Administration )
Ontology - l
Provenance
Knowledge
Outlining
Provenance Provenance Provenance
Knowledge <«——  Lknowledge Knowledge [*—
validation encoding formalisation

Figure 1: Provenance development methodology



International Journal of Scientific Research and Engineering Development-— Volume 7 Issue 1, Jan-Feb 2024

A. Process provenance

Processes within the administrative ontology
need provenance. There is a need to understand the
root of the processes and how they move along the
administrative pathway. Usually, these are the main
building blocks of an administration even in non-
digital mediums. As seen in figure 2, the elements
of Process provenance are:

a. Process status
b. Event history
c. Process attribute

The process status refers to the stage at which a
process is at a given time. For example, an
application process could have a status of initiated,
in-progress, submitted etc. Event history refers to
the specific events that cause change in status of the
processes. The process attribute refers to properties
of the process.

Process
Provenance

Figure 2: Process Provenance

B. Document provenance

Resources like documents used in administration
need provenance. There are sensitive and non-
sensitive documents involved in administration and
regardless of the type of document, there is need to
verify that the document originated from within the
same administrative niche and to also see the
movement along the administrative path. The
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elements involved in the Document provenance as
seen in figure 3 include:

a. Authentication status
b. Location history

i.  Source history

ii.  Destination history
c. Document attributes

Authentication status is needed to verify the origin
of the document while the location history helps to
keep track of the places the document has been and
passed through within the administration path. The
document attributes basically refer to Document
properties.

|

Provenance

Source history

histor
Y

Figure 3: Document Provenance

C. Personnel Provenance

Personnels within the administrative ontology
also needs provenance. These are the actors who
carry out activities and act upon documents. The
elements as seen in figure 4 are:

a. Designation authentication
b. Employment authentication
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c. Personnel attribute

Designation authentication helps to prove that
personnel truly possess the title they claim while
employment authentication proves that the
personnel originated from the organisation at some
point. The personnel attributes are basic personnel
properties.

Personnel
Provenance
\
Designation Employment Personnel
authentication authentication Attribute

Figure 4: Personnel Provenance

After identification of the provenance points,
Knowledge relating to the elements of the
provenance points are outlined. Examples of
knowledge at each provenance point is outlined as
follows:

Process. e.g an application has a status of under-
review based on:

v Proof 1: Application form has been purchased
by prospective postgraduate student.

v Proof 2: Prospective student fills application
form

v Proof 3: Prospective students have submitted
application forms.

v Proof 4: Postgraduate college has received an
application form.

v’ Proof 5: Postgraduate college is reviewing
applications.

Documente.g. A digital asset or document moves
from a state of in-authentication to a state of
authentication based on:
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v Proof 1: The digital asset has been signed by
an authority.

v" Proof 2: The singer is the real authority.

Personnele.g.A  person is considered an

examinations officer based on:

v" Proof 1: The person is a valid staff.

v" Proof 2: The valid staff belongs to the
examination section.

v Proof 3: The valid staff has the authority of
the Postgraduate college to be the
examinations officer.

Knowledge formalisation is done using description
logics. The general template for the provenance
defined in this work is given as:
CAA: XY) - ((P.... P)n).......... Equation (1)
Where C = Concept in context
A = Attribute of concept
A A = Change in attribute or transition in
attribute
X = Old state of attribute
Y = New state of attribute
P = Proof of action (Axiom)

n = Number of proofs

Each of the outlined knowledge is translated into
description logic. An example of the specific
description logics for an application status is:
InitiatedApplication(A state: none
— existing, initiated) -
(p1: Person
C  isActorIn. APEV08. PurchasingApplicationForm)

After the description logic formalisation, the
formalised knowledge is encoded into web
ontology language (owl). The encoding is done
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using Protégé software which has a friendly GUI
instead of encoding from scratch. Finally, the
ontology is tested using competency questions. Two
competency questions are converted to SPARQL to
test each Provenance points as seen in table 1.

TABLE 1

COMPETENCY QUESTIONS FOR VALIDATING

s/n Competency Question Provenance
point
cQl What is the status of process Process
PR23111 provenance
cQ2 Retrieve the event history of Process
process PR23111 provenance
cQ3 Retrieve the location history of | Document
document 213313 provenance
cQ4 Retrieve the authentication Document
status of document 22378 provenance
Retrieve the designation
- Personnel
CQ5 authentication of personnel ovenance
with name ‘John Doe’ P
Retrieve the employment
N Personnel
CQ6 authentication of personnel
. . , provenance
with name ‘Jane Anna

EventHistory
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IV. IMPLEMENTATION

The Provenance ontology was implemented within
the Protégé ontology editing software. The new
classes, object and data properties are attached to
the existing ontology. The three provenance points
as implemented in Protégé interface are seen in
figures 5, 8 and 11. Evaluation of the ontology is
done using competency questions. The competency
questions are converted into SPARQL queries and
are used to query the ontology, the results are
represented in figures 6, 7, 9, 10, 12 and 13
spanning the different provenance points.

In addition, ELK reasoner which is a plugin to
protégé was used in checking the correctness of the
ontology. This is to maintain that the ontology is
consistent especially because it was extended and to
ascertain that there are no contradictions.

ProcessStatus

Figure 5: Process provenance view
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SPARQL query: [ = ] []

PREFIX rdf. <http:/hwww. w3.orgM999/02/22-rdf-syntax-ns#=
PREFIX owl: <http:fwww. w3.org/2002/07 lowl#=
PREFIX rdfs: =http:ifwww w3 org/2000/01rdf-schema#=
PREFIX xsd: <http./fwww.w3.org/l2001XMLSchema#=
PREFIX io: =http:ifwww.semanticweb.orgis 361984/ontologies/2022/2/postgraduate-administration#=
SELECT ?Process 7ProcessStatus
WHERE
{
?Process ioidentity "PR23111".
?Process iohasEventStatus ?ProcessStatus.

Process ProcassStatus
Process012 Awaiting_Approval

Figure 6: Competency question 1 — Retrieving process status.

SPARQL query: H

PREFIX rdf. <http:ifwww.w3.0rg/1999/02/22-rdf-syntax-ns#=

PREFIX owl: =http:ifwww.w3.org/2002/07 fowl#=

PREFIX rdfs: <http:ifwww.w3.org/2000/01/rdf-schema#=

PREFIX xsd: =httpifwww.w3.orgi2001XMLSchema#=

PREFIX io: <http:/ifwww.semanticweb.org/s361984/ontologies/2022/2/postgraduate-administration#=
SELECT ?Process 7identity ?EventHistory ?date

WHERE

{

?Process io-hasEventHistory ?EventHistory.
?Process ioiidentity Pidentity.
?Process io:date ?date

Process identity EventHistory date
Process012 "PR23111” Request_made_by_Staff_0233 "21st December 2023"
Process012 "PR23111” Request_Checked_by_Head_of_Department "21st December 2023"
Process012 "PR23111” Request_Signed "21st December 2023"
Process012 "PR23111” Request_Forwarded_to_Procurement_Department "21st December 2023"

Figure 7: Competency question 2 — Retrieving process history.
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. Document

. DocumentLocatio
n

g Authentications
tatus

Figure 8: Document Provenance view

< X

SPARQL query: ]SS

PREFIX rdf: <http:/fwww w3.0rg/M1999/02/22-rdf-syntax-ns#=
PREFIX owl: =http:ifwww. w3.orgl2002/07 lowl#=
PREFIX rdfs: <http:/fwww.w3.0rgl2000/01/rdf-schema#=
PREFIX xsd: =http/iwww w3.orgi2001XMLSchema#=
PREFIX io: =hitp:ifwww.semanticweb.org/s361984/ontologies/2022/2/postgraduate-administrations=
SELECT ?Document ?DocumentLocation ?date
WHERE
{
?Document iochasLocation ?DocumentLocation.
?DocumentLocation io:date ?date

Document DocumentLocation date
Document_213313 Flnance_Department "21st August 2023"
Document_213313 Procurement_Department "30th December 2023
Document_213313 Reception “July 7th 2023
Document_213313 IT_Department "11th September 2023"

Figure 9: Competency question 3 — Retrieving document trail.
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< pad

SPARQL query: MEmE

PREFIX rdf: <http:/fwww.w3.org/1999/02/22-rdf-syntax-ns#=

PREFIX owl: <http:fwww w3 orgl2002/07 lowl#=

PREFIX rdfs: =http:ifwww w3.org/2000/01/rdf-schema#=

PREFIX x=d: <http:/fwww w3 orgf2001/XMLSchema#=

PREFIX io: =http:/fwww.semanticweb.org/s361984/ontologies/2022/2/postgraduate-administration#=
SELECT ?Document ?identity 7authentication_status ?date

WHERE
{

?0ocument iozidentity "22378".

?Document iozidentity ?identity.

?Document iozauthentication_status ?authentication_status.

?Document io:date ?date
}

Document identity authentication_status date
Document_22378 "22378" “Fully authenticated” "12th Decemeber 2023°
Figure 10: Competency question 4 — Querying document authenticity
. DesignationAuth [ ] EmploymentAuthe
entication ntication
-
L
Y
Y
Y
.

) Person

Figure 11: Personnel provenance view
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PREFIX rdf: <http:/iwww w3.0rg/1999/02/22-raf-syntax-ns#=
PREFIX owl: <http:ihwww. w3.org/2002/07 lowl#=

PREFIX rdfs: =http:/fwww.w3.0rg/2000/01/rdf-schema#=
PREFIX xsd: =http:ifwww w3 orgl2001MLSchema#=

SPARQL query: M=

PREFIX io: <http:fwww.semanticweb.org/s361984/ontologies/2022/2/postgraduate-administration#=
SELECT ?Person ?name ?designation_authentication ?designation ?date

WHERE
{

?Person io:name “John Doe™.

?Person io:name ?name

?Person io:designation ?designation

?Person io:designation_authentication ?designation_authentication

?Person io:date ?date
H

Person name designation_authentication

Person_015 “John Doe” “Authenticated”
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designation date
"Head of Department” st January 2022"

Figure 12: Competency question 5 — Querying personnel’s designation authenticity

SPARQL query: =10

PREFIX rdf: =hitp:/www.w3.0rgH1999/02/22-rdf-syntax-ns#=
PREFIX owl: <http:/hwvww.w3.0rgi2002/07/owl#=

PREFIX rdfs: <http:/fwww.w3.0rgi2000/01/rdf-schema##=
PREFIX xsd: <http fiwww.w3.0rgi2001/XMLSchemas=

PREFIX io: <http/iwww.semanticweb.org/s 361984/ontologies/2022/2/postgraduate-administration#=

SELECT ?Person Pname Pemployment_authentication Pemployer ?date

WHERE
{
?Person ioname "Jane Anna”
?Person ioname ?name
?Person io.employer 7employer.
?Person io.employment_authentication ?employment_authentication.
?Person io:date ?date
H
Person name employment_authentication
Person_013 "Jane Anna” "Authenticated™

employer date
"University of Ipadan” "11 Movember 2023

Figure 13: Competency question 6 — Querying personnel’s employment authenticity

V. DISCUSSION OF RESULTS

The aim of this research was to implement
provenance to improve the traceability and
authenticity of administration from knowledge

representation perspective. Provenance has been
applied to previous research domains such as
Supply chain [17], Health [13], Climate Study [2]
and even Biology [11]. These works made use of
Ontology development approach like the one used
here, however the domain chosen is quite unique
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and different. Also, the wuse of competency
questions made the provenance administration
ontology more effective. The different provenance
points were validated with the competency
questions while the ELK reasoner showed
correctness of the ontology in terms of
compatibility with the original ontology that was
extended. The competency answers showed
consistency with the outlined knowledge. Finally,
the provenance equation introduced in this research
is very valuable because it helps to conceptualise a
way to understand how concepts can change from
one state to another.

VI. CONCLUSION

In conclusion, the administrative provenance
ontology has been built and tested using an existing
ontology, description logics, ontology editing
software, competency questions and SPARQL
queries. In future, an area of interest would be to
build different administrative applications around
the ontology and benchmark their performances
against each other.
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