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Abstract: 
Today, computers are used everywhere to perform everyday tasks. Input devices i.e. keyboard or mouse 

used to power the computer. Monitoring input devices is just as important as monitoring user logging. A 

keylogger, also known as a keyboard recorder, is a software or hardware device that tracks every 

keystroke a user makes. Keylogger runs in the background without the user being aware of its presence. It 

can be used as monitoring software for parents to monitor children's computer activity and owners to 

monitor their employees. A keylogger (be it spyware or software) is a type of surveillance software 

capable of storing every keystroke in a log file. This is very dangerous for systems that use their systems 

for day-to-day transactions, i.e. online banking systems. A keylogger is a tool designed to record all 

machine-generated keystrokes, which punishes hackers for stealing sensitive information without the 

user's intention. Privileged also relies on access for execution and placement by the Kernel keylogger, all 

messages are passed from the keyboard drivers, while the programmer simply relies on kernel-level 

facilities to interrupt. It certainly requires great strength and expertise for a realistic and error-free 

implementation. However, it has been observed that 90% of keyloggers today run in userspace, so they 

don't need any permissions to run. Our focus is on userspace keylogger detection. Our intention is to ban 

user space keyloggers from stealing confidential data and information. For this purpose, we are trying to 

create a mobile application which helps us to detect any keylogger present in the mobile device and if so, 

how to identify and remove it, for with the second feature we have added extra functions to our app which 

is battery performance check.  

----------------------------------------************************----------------------------------

I.INTRODUCTION 

Keylogger programs, also known as keyloggers, are 

malicious software that maliciously monitors user 

input from the keyboard to steal sensitive data. 

Because it is the most common user interface for 

computers, the keyboard is the main place where 

the keylogger tries to collect user input. While there 

are both hardware and software keyloggers, 

software keyloggers pose the greatest threat to users 

whose valuable assets are stored on their computers.  

Accordingly, it is the main focus of this document. 

However, hardware keyloggers pose a significant 

privacy risk to computer users. Keylogger 

commonly known as keystroke recording software 

is a type of hardware or software that can 

effectively intercept various user input and activity 

provided by the user. It coordinates user activities 

on the computer, including keystrokes, web page 

visits, access to calculator applications, instant 

messaging, and several other computer tasks. 

Anti-Keylogger & Keylogger Using SVM 
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Software keyloggers are one of the most serious 

types of malwares that stealthily record keyboard 

activity and, in most cases, transfer recorded data to 

third parties. Despite numerous research and 

marketing efforts, keyloggers can still pose a 

significant threat of theft of personal and financial 

information. Depending on the part of the computer 

they are integrated into and the operating system 

used, all keyloggers can be classified as either 

hardware-based or software-based. The latter is the 

most common and in turn is divided into several. 

Compared to other types of malwares, such as 

viruses and worms, the purpose of keyloggers is 

generally not to cause harm or spread to other 

systems. Instead, software keyloggers monitor user 

Behaviour and steal personal information, such as 

keystrokes and browsing patterns. This information 

is then sent back to the third party and can at best 

be used as the basis for targeted advertising or 

marketing analysis, while in the worst case, a 

malicious application Hackers can steal all your 

personal information, bank account passwords or 

any other confidential information.   

Currently, different types of keyloggers work 

without location and/or deployment approval. A 

common user remains unaware of keyloggers and 

neglects to access meaningless software and 

keylogger implementations that can be fooled by 

intruders. Compared to Kernel keylogger, it 

definitely needs power and expertise to execute 

truly and without errors. It also depends on access 

for implementation and sorting by kernel keyboard 

recorders, the whole message is passed by the 

keyboard driver, and the programmer only needs to 

rely on kernel level facilities for interrupts. 

Keylogger a tool designed to record all machine-

generated keystrokes and give hackers the ability to 

obtain large amounts of sensitive information 

without the owner's knowledge.  

The general purpose of this simple keystroke 

detection software is to prevent the export of 

sensitive information. Keyloggers differentiate 

themselves using a black box strategy. The 

discovery method depends on behavioural 

properties that can be associated with all keyloggers 

and is independent of the keylogger's core qualities. 

This provides ways to frame mobile phone 

locations based on machine learning to identify 

keylogger applications. 

Batteries are one of the most compact and reliable 

sustainable energy sources. The widespread use of 

nickel-cadmium and Li-ion batteries in mobile 

phones and smartphones plays an important role. 

To ensure its health and avoid possible problems 

with the battery, it is important to check its Health 

Zone correctly. So, it's important to monitor your 

battery health, how long will it last based on the 

percentage remaining? does the battery heat up? et 

cetera The battery performance monitor makes this 

task easier. 

A computer virus is a program that can infect other 

computer programs by modifying them to include a 

(possibly evolved) copy of itself. They are not 

necessarily designed to cause harm, but often they 

are. Viruses are transmitted from one computer to 

another when a user runs infected programs or 

when opening a document infected with a virus. 

Viruses are a big threat to our devices, which is 

why anti-virus software has become essential. 

 

I. METHODOLOGY 

A. Anti-keylogger feature: 
One of the most dangerous kinds of malware, 

software keyloggers secretly record keyboard 

activity and, in most instances, leak the information 

to outside parties. Keyloggers continue to pose a 

serious threat of stealing financial and personal 

information despite extensive study and commercial 

efforts. All keyloggers fall into one of two 

categories: hardware-based or software-based, 

depending on the area of the computer they are 

inserted into and the operating system being used. 

The latter is the most prevalent and is further 

broken down into various groups. Keyloggers 

typically do not aim to harm or propagate to other 

systems, in contrast to other forms of malware like 

viruses and worms. Instead, software keyloggers 

keep track of user activity and capture personal data 

like keystrokes and browsing habits. In the best-

case scenario, this data can be used as a foundation 

for targeted advertising or marketing analysis, but 
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in the worst-case scenario, malicious software can 

steal all of the private information, bank account 

passwords, or any other confidential information. 

This data is then sent back to third parties. 

 

B. Keylogger: 
It has been observed that 90% of keyloggers 

currently exist in userspace mode. Userspace 

keylogger does not require any authorization or 

authentication from the user for deployment. When 

you access the file, it will automatically run and 

hide in your machine and put in keystrokes and you 

will never know that your information is gathered 

from a source. A complete programmer with 

average skills can develop a userspace keylogger. 

There are several reasons why the userspace 

keylogger is the consumer version. Userspace 

keyloggers are based on documented APIs that are 

commonly available on modern operating systems, 

such as Windows 7, 8, Mac OS 10 or later, and 

more. Users can mistakenly run the keylogger as 

harmless software and be tricked into running the 

file. As a result, the intruder will receive all the 

keystrokes the user has pressed and easily get their 

personal information and any other data. On the 

other hand, kernel keylogger runs in kernel mode. It 

requires all permissions to run the deployment from 

the user. Under the system, small dongles are added 

between the keyboard and the motherboard to 

record a full log of which keystrokes are pressed by 

the operator (required for physical access). 

Meanwhile, keylogger software supports hardware 

devices to implement keylogger. These software are 

installed on the target machine whose task is to 

detect user actions by hiding and saving all key 

presses (made at that time) as well as some 

conditional statements. by forwarding them to third 

parties. Recently, all new operating systems have 

been designed to demonstrate familiarity with 

unprivileged Application Program Interface (API) 

groups that can be used by client space projects to 

invade. enter all client keys. Currently, different 

types of keyloggers work without location and/or 

deployment approval. A common user remains 

unaware of keyloggers and neglects to access 

meaningless software and keylogger 

implementations that can be fooled by intruders. 

Compared to Kernel keylogger, it definitely needs 

power and expertise to execute truly and without 

errors. It also depends on access for implementation 

and sorting by kernel keyboard recorders, the whole 

message is passed by the keyboard driver, and the 

programmer only needs to rely on kernel level 

facilities for interrupts. 

C. Anti-keylogger: 
To detect keyloggers on the system, a method is 

described. A personification description created; in 

the computer memory and hidden in the window 

creates a unique and unpredictable data pattern. The 

user analyses the execution of an unpredictable data 

pattern and performs secondary analysis of the 

suspicious process, the suspicious process has an 

associated cache containing a unique and 

unpredictable data pattern. Kernel malware often 

makes continuous control-flow adjustments, e.g. 

installing hooks, to gain and maintain control. 

Malware designers have begun targeting function 

pointers in kernel data structures due to fear of 

detection, especially for software that is strongly 

affected by memory and heap regions. The attack 

surface is huge and function pointer modification is 

stealthy, so the attack is attractive to malware 

developers. More than 18,000 function pointers 

exist in the Windows kernel. Additionally, to prove 

this threat is real to license-based operating systems, 

we applied two possible attacks to Windows by 

implementing two separate function pointers. The 

author then proposed a new technique to actively 

detect hooks and develop a prototype, called Hook 

Scout. In recent years, basic authentication 

frameworks based on secret words have been 

reasonably proven to be insufficient for some types 

of genuine devices. As a result, many exams are 

starting to work and focus their efforts on drafting 

biometric verification frameworks. This model has 

been further accelerated with a mobile approach, 

offering a significant number of sensors and the 

ability to apply a variety of wearable biometric 

verification frameworks. There is also a biometric 

verification route, but the attacks turned out to be 

more sophisticated and many other biometric 
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advanced attackers.  

 

D. Battery performance feature 
A smartphone is a complex system consisting of 

various hardware components and soft

applications. Hardware and software components 

are responsible for the smartphone's power 

consumption. If the hardware is efficient and the 

software can't provide that efficiency, power 

consumption will be higher, and the same goes for 

inefficient hardware with optimized software. 

Therefore, it should be noted that hardware and 

software components must work equally efficiently 

to deliver maximum performance with less power 

consumption in smartphones. Therefore, to 

understand the power consumption of sm

a holistic approach is needed; In particular, 

knowledge of the following is necessary:

    • A good understanding of each component of 

a smartphone 

• The hardware and software relationship and 

coordination 

• Where, how, how much, and in which 

condition the energy is used 

o Energy consumption of each individual 

hardware 

o Energy consumption of the OS and other 

system software 

o Energy consumptionof the applications

o Energy consumption due to usage

• The external factors responsible for power 

consumption 

However, as mentioned, smartphones are a 

complex system; Analysing and estimating the 

exact power consumption of each of the various 

components is not simple. It is further complicated 

by the fact that besides users and manufacturers, 

many other external entities participate directly or 

indirectly in the smartphone ecosystem and play an 

important role in consumption. its general energy. 

Therefore, in this section, we have taken a general 

approach to discuss the causes of smartphone power 

consumption and possible solutions to reduce it. 

Fig.1 summarizes the likely sources and reasons for 
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ways to reduce them. 

Fig.1. The probable sources and reasons for power consumption in a 

smartphone and probable ways to minimise 

 

III.IMPLEMENTATION 

 

A. Work-Flow of Project 
The Order of action that takes place in the 

website contribute to the workflow of the website. 

Fig.2 Shows the flow of the entire website. It is 

further explained in detail. 
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Fig.2 Flow of the project 

 

1) Home Page :Start of the website begins with the 

home page. It displays the widgets and gives us the 

options to carry out the different tasks. Keylogger 

scanner, Install Keylogger, Check battery functions 

are the main features of the website. 

Home page is built to give easy access to all the 

features of the website making it easy to navigate 

and operate. 

2) Keylogger Scanner:Scanning of keylogger is a 

major feature of the website as it. This part operates 

on the basis of anti-keylogger and initiates the 

operation of the anti-keylogger.  

Scanning is the first step of keylogger. After the 

scanning the stats are presented of whether any 

keylogger is present or not. Further action whether 

to kill the keylogger or not, if any present is do

automatically. 

3) Keylogger Instalment:The parental monitoring 

feature of the website is completely dependent on 

this process. The user has an option to install it or 

not.  

With this process a website approved keylogger is 

embedded into the system for monitoring the 

actions that take place in the device. Once installed 
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Home page is built to give easy access to all the 

features of the website making it easy to navigate 

Scanning of keylogger is a 

major feature of the website as it. This part operates 

er and initiates the 

Scanning is the first step of keylogger. After the 

scanning the stats are presented of whether any 

keylogger is present or not. Further action whether 

to kill the keylogger or not, if any present is done 

The parental monitoring 

feature of the website is completely dependent on 

this process. The user has an option to install it or 

With this process a website approved keylogger is 

onitoring the 

actions that take place in the device. Once installed 

the keylogger will only be deleted when instructed 

to do so on the website.  

This step will provide the user with files containing 

information on the history of the searches and tasks 

done by the device operator, which might be the 

users children.  

3.1.4. Menu, about us, etc. 

The menu section in the website gives us access to 

the different elements of the app. 

Contact & Help section can help the user to put any 

complains about the website and clear doubts about 

the website. 

The about us section gives the user more details of 

the website and its creators. 

 

B. Working of Keylogger 

The Keylogger installation mentioned earlier is 

used for parental monitoring. With the introduction 

of the internet in today’s learning environment 

children have access to other fields and information 

as well, hence parental monitoring is considered 

important.  

1) Library used 

This feature uses the “pynput” library from the 

Python libraries to monitor the user action

library allows you to control and monitor input 

devices. Currently, mouse and keyboard input and 

monitoring are supported. 

In our app, we have worked on the keyboard 

monitoring of the device. This helps in recording all 

the keys typed by the operator/user in a file. The 

file in which the keystrokes are recorded has 

restricted access and only the user a.k.a owner of 

the device can access the file. 

2) Challenges faced in the implementation of 

Keylogger:The keylogger was designed in such a 

way that it stored strokes made on a physical 

keyboard only. Hence the website would not work 

on a smartphone, tablet, etc.  

We redesigned the keylogger in such a way that it 

would record the strokes of a virtual keyboard. 

Hence now the keylogger does not care what ki

of keyboard or device is used by the operator to 

type, and all the strokes are recorded.
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C. Working of Anti-Keylogger 
Due to the growing networks connected to our 

devices, it is easy to get attacked by malicious 

malware and keyloggers are one of them. To protect 

the device from being monitored our website 

provides the anti-keylogger scanner and detector. 

This process is done in three steps- scanning, 

detecting, killing 

1) Scanning the keylogger: 

In this step, the entire system is scanned for the 

presence of keyloggers. The keyloggers might be 

stored in any area of the device according to their 

convenience and such that they are not easily found.  

Scanning for keyloggers helps in the detection of 

the software keyloggers in all parts of the system so 

that none of them go undetected. 

2) Detection of keyloggers: 

The detection of keyloggers is the most important 

step as it tells us whether there are keyloggers 

present or not. 

We have used the Support Vector Machine (SVM) 

detection technique in the detection of keyloggers. 

Here the SVM is a pre-trained Machine learning 

algorithm to detect the keyloggers present in the 

device. The time taken for the system to intake a 

command from the keyboard and the time when the 

key is physically typed is more in the presence of a 

keylogger than when it is absent. This time gap is 

exactly what the SVM targets. 

After the scanning and detection of keylogger, the 

presence of it is shown to the user, and the further 

action to consider it as a threat or not is in the hands 

of the user. If the user, considers it a threat the 

keylogger is killed, if not the app exits the page. 

The anti-keylogger is coded and designed in such a 

way that it does not consider the keylogger installed 

by the website as a threat, but another keylogger of 

similar features will still be considered a threat. The 

scanned and detection data will be deleted when the 

user leaves the website. 

 

3) Killing of keylogger: 

This step takes place if the user considers the 

detected keylogger as a threat.  

In this step, the keylogger is completely eradicated 

so it does on take any further actions. And its 

connection to the malicious person is broken off 

completely. 

4) Libraries used: 

In our website, we have used the “pysimplegui” and 

“pyfiglet” libraries of Python. 

 The “pysimplegui” helps in the creative 

representation of the keyloggers detected during the 

detection phase. This makes it easier for the user to 

understand where the keylogger is and what it does.  

The “pyfiglet” helps in the better explanation of the 

keylogger by highlighting the important parts using 

the creative fonts, so that the user only focuses on 

the parts that he needs to understand.  

5) Challenges in the implementation of Anti-

Keylogger: 

The main challenge in anti-keylogger 

implementation was to not consider the keylogger 

installed by the website as a threat and kill it. 

Allowing user control over the killing process of 

the keylogger was also a challenge as it killed the 

keylogger without the permission of the user. 

Other challenges include proper scanning and 

detection of the keylogger as the software scanned 

some of the important docs and codes and 

considered them as threats.  

 

D. Working of Battery performance feature 

While checking the battery performance of a device 

it is necessary to understand the reasons for it 

before the means to improve the battery 

performance.  

Our battery performance will keep the battery in 

check and if any issues are there in the device, it 

will notify the user of the cause of the issue and 

guide them thoroughly to eliminate it or seek 

professional help in case of major problems. 

1) Library used: 

We have used the psutil python library for the 

implementation of the Battery performance feature.  

The “psutil” library is used to access system details 

and process utilities. It is used to keep track of 

various resource utilization in the system. Usage of 

resources like CPU, memory, disks, network, and 

sensors can be monitored using “psutil”. 

2) Challenges in the implementation of Battery 

performance feature: 
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The proper scanning of the battery which is 

essentially a hardware came as a challenge. The 

usage and consumption of the battery could be 

recorded but battery health is difficult to record as it 

may contain hardware requirements.  

We stopped our focus on the battery performance, 

at its usage and small details like the percentage of 

battery and whether the device is charging or not. 

Additional features could be added in future. 

 

IV.CONCLUSIONS 

Keyloggers are powerful tools that cannot threaten 

the system itself but the user's confidential data 

such as usernames, passwords, PINs and bank cards. 

Although some keyloggers are legally applied, 

many keyloggers are used illegally by their creators. 

In This research working of a keylogger, the 

methods used to conceal while subverting the user's 

machine, the process to detect the keylogger and the 

process to kill if present any is been focused. And 

also looks at the current state of keyloggers and 

how they can spread. Finally, after analysing the 

existing detection techniques and highlighting some 

prevention techniques. Detecting keylogging 

technology in an organization is no different from 

controlling malware or other threats, requiring 

common sense, constant monitoring, and layered 

defence. The key point is to be aware of existing 

threats, recognize how they are used, and the 

appropriate ways to detect them. Therefore, 

keylogger detection and countermeasures should be 

part of an organization's incident response plan.  
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