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ABSTRACT: 

 

In the last years, face recognition systems have gained 

interest due to face’s rich features that offer a strong biometric 

to recognize individuals for a wide variety of applications. 

Despite the great deal of progress in facial recognition systems, 

vulnerabilities to face spoof attacks are mainly overlooked. 

Though several face anti-spoofing or liveliness detection 

methods (which determine at the time of capture whether a face 

is live or spoof) have been proposed, the issue is still unsolved. 

However, face spoofing attacks remain a problem due to 

difficulties in finding discriminating and computationally 

inexpensive features and techniques for spoof recognition. The 

proposed system a novel method to find the difference between 

the live face or an spoofing face. We proposed a system were 

we use the face detection algorithm to find a face and apply face 

recognition to check for its authenticity and then we check for 

body temperature normality and abnormality using a thermal 

camera for distinguishing  between genuine and spoof faces like 

3-D image, mask , photo or a video of the respective person.  

 

Keywords— Anti-spoofing, Face detection, Face recognition, 

Face spoofing attacks,Neural networks, Thermal sensor. 

 

I. INTRODUCTION: 

 
Cheating in examinations is something that is inevitable. And 

this issue has been increasing all over tremendously.Online 

examination or assessment is one of the key areas of education 

technology. Online examination usage is likely going to 

increase for various types of examinations, competitive entrance 

tests, recruitment tests. Online assessment has proved to be cost 

effective and better way to filter out and identify suitable 

candidates.Security is one of the key areas of online 

assessment which still needs some improvements . Secure 

online assessment can be useful to prevent all kinds of 

malpractices tried by the candidates during online exam process. 

Over the past few years, biometric face spoofing attack have 

increased significantly all across the globe.Nowadays, hackers 

are trying everything possible (from 3D mask to printed photos) 

to bypass biometric face authentication systems.The study of 

the vulnerabilities of biometric systems against spoofing has 

been a very active field of research in recent years. Biometric 

spoofing, also referred to as biometric direct attacks, is widely 

understood in the specialised literature as the ability to fool a 

biometric system into recognizing an illegitimate user as the 

genuine one, by means of presenting to the sensor a synthetic 

forged version of the original biometric trait.Facial anti-

spoofing is the task of preventing false facial verification by 

using a photo, video,  

mask or a different substitute for an authorized person’s face. 

In 2D-face recognition spoofing attacks are generally carried 

out in one of three ways- 

� Photo Attacks: These fraudulent access attempts are 

performed presenting to the recognition system a 

photograph of the genuine user. This image may be printed 

on a paper or displayed on the screen of a digital device 

such as a mobile phone or a tablet.  

� Video Attacks: In this case, the attacker does not use a still 

image, but replays a video of the genuine client using a 

digital device say for e.g., mobile phone, tablet or laptop. 

A more sophisticated way to trick the system, which 

usually requires a looped video of a victim’s face. This 

approach ensures behaviour and facial movements to look 

more ‘natural’ compared to holding someone’s photo. 

� Mask Attacks: In these cases, the spoofing artefact is a 3D 

mask of the genuine client’s face, increasing the difficulty 

to find accurate countermeasures. During this type of 

attack, a mask is used as the tool of choice for 

spoofing.It’s an even more sophisticated attack than 

playing a face video. 

In addition, all the previous types of attacks have a number of 

variants depending on the resolution of the attack device, the 

type of support used to present the fake copy, or the type of 

external variability allowed. All these attacks have been shown 

in different works to pose a real security threat to 2-D face 

recognition systems.The previous efforts, and other similar 

works, have led to big advances in the field of security-

enhancing technologies for face-based applications. However, 

in spite of this noticeable improvement, the development of 

efficient protection methods against known direct attacks has 

proven to be a challenging task that still requires novel 

algorithms. 
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DEEP LEARNING: 

Deep learning is a computer software that imitates the network 

of neurons in a brain. It is a subset of machine learning and is 

called deep learning because it makes use of deep neural 

networks.Deep learning algorithms are constructed with 

connected layers. 

• The first layer is called the Input Layer. 

• The last layer is called the Output Layer. 

• All layers in between are called Hidden Layers. 

•  

Each Hidden layer is composed of neurons. The neurons are 

connected to each other. The neuron will process and then 

propagate the input signal it receives the layer above it. The 

strength of the signal given the neuron in the next layer depends 

on the weight, bias and activation function.The network 

consumes large amounts of input data and operates them 

through multiple layers; the network can learn increasingly 

complex features of the data at each layer. 

 
Fig. 1 Layers in deep learning 

Each layer represents a deeper level of knowledge, i.e., the 

hierarchy of knowledge. A neural network with four layers will 

learn more complex feature than with that with two layers.The 

learning occurs in two phases. 

• The first phase consists of applying a nonlinear 

transformation of the input and create a statistical 

model as output. 

• The second phase aims at improving the model with a 

mathematical method known as derivative. 

The neural network repeats these two phases hundreds to 

thousands of time until it has reached a tolerable level of 

accuracy. The repeat of this two-phase is called an iteration. 

CONVOLUTIONAL NEURAL NETWORK(CNN): 

Convolutional neural networks are made of multiple layers of 

artificial neurons. Artificial neurons, a rough imitation of their 

biological counterparts, are mathematical functions that 

calculate the weighted sum of multiple inputs and outputs an 

activationvalue. 

Fig. 2 Types of CNN 

The behavior of each neuron is defined by its weights. When 

fed with the pixel values, the artificial neurons of a CNN pick 

out various visual features.When you input an image into a 

ConvNet, each of its layers generates several activation maps. 

Activation maps highlight the relevant features of the image. 

Each of the neurons takes a patch of pixels as input, multiplies 

their color values by its weights, sums them up, and runs them 

through the activation function.The first ( bottom) layer of the 

CNN basically detects basic features such as horizontal, vertical, 

and diagonal edges. The output of the first layer is fed as input 

of the next layer, which extracts more complex features, such as 

corners and combinations of edges. As you move deeper into 

the convolutional neural network, the layers start detecting 

higher-level features such as objects, faces, and more. 

II. RELATED WORK: 

 
[1] This articleuseda labelled eyeblink in the wild dataset (i.e., 

HUST-LEBW) of 673 eyeblink video samples (i.e., 381 

positives, and 292 negatives).Then, we formulate eyeblink 

detection task as a binary spatial-temporal pattern recognition 

problem. After locating and tracking human eyes using Seeta 

Face engine and KCF (Kernelized Correlation Filters) tracker 

respectively, a modified LSTM model able to capture the 

multi-scale temporal information is proposed to verify 

eyeblink. A feature extraction approach that reveals the 

appearance and motion characteristics simultaneously is also 

proposed. [2] Here they consider the task of face anti-

spoofing as the detection of SMCs from the image. We 

propose and train a Contour Enhanced Mask R-CNN (CEM-

RCNN) model for the detection. This model detects the 

existence of the SMCs by incorporating the contour 

objectiveness which measures how likely an object contains 

the SMCs. [3] This paper present a systematic study of the 

vulnerability of automatic speaker verification to a diverse 

range of spoofing attacks. It starts with a thorough analysis of 

the spoofing effects of five speech synthesis and eight voice 

conversion systems, and the vulnerability of three speaker 

verification systems under those attacks. Then introduced a 

number of countermeasures to prevent spoofing attacks from 

both known and unknown attackers. Finally, they benchmark 
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automatic systems against human performance on both 

speaker verification and spoofing detection tasks.[4] This 

article proposed State-of-the-art spoof detection methods tend 

to overfit to the spoof types seen during training and fail to 

generalize to unknown spoof types. They propose a face anti-

spoofing framework, namely Self-Supervised Regional Fully 

Convolutional Network (SSR-FCN), that is trained to learn 

local discriminative cues from a face image in a self-

supervised manner. The proposed framework improves 

generalizability while maintaining the computational 

efficiency of holistic face anti-spoofing approaches. The 

proposed method is interpretable since it localizes which 

parts of the face are labeled as spoofs. [5]The paper introduce 

an unsupervised domain adaptation face anti-spoofing 

scheme to address the real world scenario that learns the 

classifier for the target domain based on training samples in a 

different source domain. In particular, an embedding function 

is first imposed based on source and target domain data, 

which maps the data to a new space where the distribution 

similarity can be measured. Subsequently, the Maximum 

Mean Discrepancy between the latent features in source and 

target domains is minimized such that a more generalized 

classifier can be learned. State-of-the-art representations 

including both hand-crafted and deep neural network learned 

features are further adopted into the framework to quest the 

capability of them in domain adaptation. Moreover, they 

introduce a new database for face spoofing detection, which 

contains more than 3000 face samples with a large variety of 

spoofing types, capture devices, illuminations, etc.  

 

III. METHODS AND MATERIALS: 
 

In the proposed system, we will be monitoring the face of a 

person and will distinguish it between a real face and spoof  

face by using a thermal camera.We will be checking the  

temperature of the human face, which will differ from all 

otheridentities like masks, 3-d images, photos etc., and  will 

produceresults based on the temperature recorded in the thermal 

camera.Experimental analysis has been done in real time and it 

shows a promising result. The real time execution of this project 

reduces spoofing attacks of face in minimal amount of time and 

can be implemented at low cost and provides great results. It 

can automatically detect the human face and distinguish it 

between real and spoof and alerts if spoofing occurs. 

 

METHODOLOGY: 

 

In this project we will be collecting the images of the authorized 

people for training. The collected data will be labelled 

according to the names of the required person. Then images are 

augmented by using image generator, augmentation method 

means images are rotated in all angles and they are loaded for 

training. In training we will be extracting features of the faces 

and we will save them in a pickle file. We will now 

implementing this into real time camera. Then face detection is 

applied to the camera frame. The “Ultra-Light-Fast-Generic-

Face-Detector” is designed for general-purpose face detection 

applications in low-power computing devices and is applicable 

to both Android and iOS phones as well as PCs (CPU and 

GPU).When a face appears in front of the camera, An ROI of 

the face is extracted and then we will be comparing the features 

with the trained pickle file and the registered face will be 

labelled as per the face recognized. For Face Recognition 

module here we using Mobile face net algorithm. Now a 

thermal camera detects the middle point of the face and then 

records the nearest thermal temperature and stores it in an 

array.The AMG8833 thermal imaging camera sensor is an 8x8 

infrared thermal sensor array. It has a temperature measurement 

range of 0°C to 80°C (32°F to 176°F).When connected to the 

laptop processor, it will return a set of 64 separate infrared 

temperature readings via I2C. If the temperature values are in 

the range of 37 Celsius to 47 Celsius, then the system continues 

confirms it as a genuine face. If the temperature values are out 

of range then, the system confirms it as a spoofed face. A 

genuine face is now marked present in the particular period. If a 

face is detected as a spoofed face it will not bemarked present 

even if the face is registered. 

 

Ultra-Light-Fast-Generic-Face-Detector: 

 

Ultra-Light-Fast-Generic-Face-Detectormodel is a lightweight 

facedetection model designed for edge computing devices.In 

terms of model size, the default FP32 precision (.pth) file size 

is 1.04~1.1MB, and the inference framework int8 quantization 

size is about 300KB.In terms of the calculation amount of the 

model, the input resolution of 320x240 is about 90~109 MFlops. 

Mobile FaceNet Algorithm:  

FaceNet is a face recognition system developed in 2015 by 

researchers at Google that achieved then state-of-the-art results 

on a range of face recognition benchmark datasets. The FaceNet 

system can be used broadly thanks to multiple third-party open 

source implementations of the model and the availability of pre-

trained models.The FaceNet system can be used to extract high-

quality features from faces, called face embeddings, that can 

then be used to train a face identification system. 

BATCH COLLECTION: 

A data set is a collection of data. In other words, a data 

set corresponds to the contents of a single database table, or a 

single statistical data matrix, where every column of the table 

represents a particular variable, and each row corresponds to a 

given member of the data set in question. In Deep Learning 

projects, we need a training data set. It is the actual data set used 

to train the model for performing various actions.From training, 

tuning, model selection to testing, we use different data sets: the 

training set, and the testing set. The training data set is the one 

used to train an algorithm to understand how to apply concepts 

such as neural networks, to learn and produce results. It 

includes both input data and the expected output. The test data 

 set is used to evaluate how well your algorithm was trained 

with the training data set. Ten images of each students are 

captured and uploaded in real time as dataset for training 

purposes. 
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ANTI-SPOOFING: 

The AMG8833 thermal imaging camera sensor is an 8x8 

infrared thermal sensor array.It has a temperature measurement 

range of 0°C to 80°C (32°F to 176°F).When connected to the 

laptop processor ,it will return a set of 64 separate infrared 

temperature readings via I2C. It is it's compact and simple, and 

easy to integrate. The sensor only supports I2C and has a 

configurable interrupt pin that can be triggered when any single 

pixel is above or below the threshold being set. 

FACE DETECTION: 

The “Ultra-Light-Fast-Generic-Face-Detector” is designed for 

general-purpose face detection applications in low

computing devices and is applicable to both Android and iOS 

phones as well as PCs (CPU and GPU). It  is 22

neural network that directly trains its output to be a 128

dimensional embedding. The loss function used at the last layer 

is called triplet loss.  The model is a real-time ultra

universal face detection model designed for 

edge computing devices or low-power devices. It can be used in 

low-power computing devices such as ARM/intel processor for 

real-time common scene faces. 

 

Fig. 3 face detection 

MOBILE FACENET FACE RECOGNITION:

For Face Recognition module here we using Mobile facenet 

algorithm. Mobile Face Nets, which use less than 1 million 

parameters and are specifically tailored for high-

time face verification on mobile and embedded devices. Mobile 

Face Nets achieve significantly superior accuracy as well as 

more than 2 times actual speedup over MobileNetV2.

fastest one of MobileFaceNets has an actual inference time of 

18 milliseconds on a mobile phone. For face verification, 
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The AMG8833 thermal imaging camera sensor is an 8x8 

temperature measurement 

range of 0°C to 80°C (32°F to 176°F).When connected to the 

laptop processor ,it will return a set of 64 separate infrared 

temperature readings via I2C. It is it's compact and simple, and 

2C and has a 

configurable interrupt pin that can be triggered when any single 

Detector” is designed for 

purpose face detection applications in low-power 

computing devices and is applicable to both Android and iOS 

phones as well as PCs (CPU and GPU). It  is 22-layers deep 

neural network that directly trains its output to be a 128-

dimensional embedding. The loss function used at the last layer 

time ultra-lightweight 

universal face detection model designed for 

power devices. It can be used in 

power computing devices such as ARM/intel processor for 

: 

For Face Recognition module here we using Mobile facenet 

algorithm. Mobile Face Nets, which use less than 1 million 

-accuracy real-

verification on mobile and embedded devices. Mobile 

Face Nets achieve significantly superior accuracy as well as 

more than 2 times actual speedup over MobileNetV2. The 

fastest one of MobileFaceNets has an actual inference time of 

e phone. For face verification, 

MobileFaceNets achieve significantly improved efficiency over 

previous state-of-the-art mobile CNNs.

FAKE FACE DETECTION: 

The first step in the system is to trigger the thermal sensor and 

then initiate the thermal sensor. Th

thermal values of the face in an array. Detect the middle point 

from the face. Find the nearest visible thermal value and store it 

in an array. Output the temperature. If the recorded  thermal 

values are not in the range 34 C- 42 

detected. If the temperature values are normal to that of a 

human body then the user has been authenticated.

Fig. 4 Fake face detetction

TECHNOLOGY USED: 

EMBEDDED SYSTEM: 

An embedded system is a microprocessor

hardware system with the software that is designed to 

perform a dedicated function, either as an independent system 

or as a part of a large system. At the core is  integrated circuit 

designed to carry out computation for real

operations.Embedded systems are managed by 

microcontrollers or digital signal processors (DSP), 

application-specific integrated circuits (ASIC), field

programmable gate arrays (FPGA),

arrays. These processing systems are integrated with 

components dedicated to handling electric and/or mechanical 

interfacing. 

OpenCV: 

OpenCV is the trending open source

vision, image processing and machine learning

features GPU acceleration for real

OpenCV supports a huge variety of programming languages 
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MobileFaceNets achieve significantly improved efficiency over 

art mobile CNNs. 

The first step in the system is to trigger the thermal sensor and 

then initiate the thermal sensor. The next step is to get the 

thermal values of the face in an array. Detect the middle point 

from the face. Find the nearest visible thermal value and store it 

in an array. Output the temperature. If the recorded  thermal 

42 C, possible spoofing is 

detected. If the temperature values are normal to that of a 

human body then the user has been authenticated. 

 

Fig. 4 Fake face detetction 

An embedded system is a microprocessor-based computer 

software that is designed to 

perform a dedicated function, either as an independent system 

or as a part of a large system. At the core is  integrated circuit 

ut computation for real-time 

Embedded systems are managed by 

microcontrollers or digital signal processors (DSP), 

specific integrated circuits (ASIC), field-

programmable gate arrays (FPGA), GPU technology and gate 

arrays. These processing systems are integrated with 

components dedicated to handling electric and/or mechanical 

open source library for computer 

machine learning, and now 

features GPU acceleration for real-time operation.Currently 

variety of programming languages 
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like C++, Python, Java, etc., and is available on different 

platforms including Windows, Linux, OS X, Android, iOS 

etc. Also, interfaces based on CUDA and OpenCL are also 

under active development for high-

operations.OpenCV-Python is the Python API of OpenCV. It 

combines the best qualities of OpenCV C++ API and Python 

language. 

 

SYSTEM ARCHITECTURE: 

 

 

 
Fig. 5 System Architecture. 

 

 

 

IV. RESULTS AND DISCUSSION: 

 

   PERFORMANCE MEASURE: 

 

 

FEATURES 

 

EXISTING 

SYSTEM 

 

PROPOSED 

SYSTEM 

 

Number of Faces 

detection (Given 

150 faces) 

70 140 
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and is available on different 

platforms including Windows, Linux, OS X, Android, iOS 

etc. Also, interfaces based on CUDA and OpenCL are also 

-speed GPU 

Python is the Python API of OpenCV. It 

combines the best qualities of OpenCV C++ API and Python 

 

PROPOSED 

SYSTEM  

 

Time taken for 

detection 

 

3 seconds 

 

Model Size 

 

20MB 

 

Efficiency 

 

Slow and 

inefficient 

 

Spoofing 

 

Spoofing of face 

is possible 

 

Module used to 

identify spoofing 

Eye blink is 

detected 

 

 

 

OUTPUT SCREENSHOTS: 

 

DATASET COLLECTION 

 

Fig. 6 Dataset collection

 

FACE DETECTION 

Fig. 7 Face Detection

 

SAVED FACE: 

 

Fig. 8 Saved face
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200 milli seconds 

 

1.04~1.1MB 

 

Fast and efficient 

 

Spoofing of face Spoofing is not at 

all possible 

 

Thermal sensors 

 

 
Fig. 6 Dataset collection 

 
Fig. 7 Face Detection 

 
Fig. 8 Saved face 
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FACE FEATURE EXTRACTION: 

 

 
Fig. 9 Feature extraction 

 

FACE RECOGNITION: 

 
Fig. 10 Face recognition 

V. CONCLUSION AND FUTURE ENHANCEMENT: 

 The project is successfully implemented to prevent spoofed 

faces from being detected by face detection systems for 

genuine faces. The project can save properties and private 

data from being compromised due to unauthorized access or 

members. The project eliminates the chances of an error in 

face detection and recognition systems. On successful 

completion of project we can implement this as a real time 

product. Further we can implement this for access control 

systems where spoofing has become common. 
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