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Abstract: 
This paper proposes a random key generator using photonic chaos for fast image encryption. The random 

key is generated by utilizing the chaotic nature of distributed feedback laser (DFB) and erbium doped fiber 

amplifier (EDFA). Key sensitivity tests show that the proposed random bit generator produces truly 

random binary sequences. With help of the two keys obtained from the random binary sequence, the image 

is encrypted using scrambling and bitwise XOR operation, and this process requires lesser time for 

encryption. The ability of the proposed method for secure image encryption is also verified with the help 

of histogram analysis.  
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I. INTRODUCTION 

Advancement of multimedia technologies over 

the years results in the transmission of enormous 

number of digital images over the internet which 

necessitates security of the images against 

unauthorized access of it. Data Encryption Standard 

(DES), Advanced Encryption Standard (AES) are 

some of the usual encryption algorithms used for 

years and they are not much appropriate for 

multimedia data encryption, due to the size of high 

quality images and execution time limitations. 

Generation of high speed random numbers is 

essential to keep up with the bit rate of real time 

communication systems. In order to have a secure 

and high speed image encryption, chaos based 

encryption algorithms are seem to be a promising 

technique over the decades to satisfy the need for 

real time image transmission. The chaotic nature of 

photonic devices is much useful for the same [1-4].  

 

Generation of secure key plays a major role in 

deciding the efficiency of encryption and 

decryption algorithms. The key used for encryption 

needs to be highly random and unpredictable. 

Moreover, the generation speed of the random bits 

mainly decides the bit rate of image encryption 

process [5]. Electronic and photonic noise sources 

can be used in random number generators to add 

unpredictability in the deterministically generated 

sequences. The generation rate however, must cope 

up with the high data rate multimedia 

communication systems. It has been observed that 

semiconductor lasers can be used to generate fast 

random bit sequences than other physical sources of 

entropy [6, 7].  

 

Semiconductor lasers exhibit chaotic 

characteristics in certain feedback levels. Basically, 

relative degree of incoherence in laser can be 

termed as laser chaos. By reflecting some fraction 

of light output back into the active region of laser 

cavity, chaotic output power can be obtained in a 

laser. Though it is possible to obtain single mode 

operation in laser with some definite feedback 

level, for certain region of feedback levels the 
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coherence of laser is collapsed and the laser start to 

produce chaotically fluctuating output. 

nature of semiconductor lasers thus can be used 

obtain truly random bit sequence [4-7

be used as a key further to encrypt an image

encryption algorithms, scrambling is one of the 

widely used techniques and the aim of which is to 

greatly reduce the correlation between adjacent 

pixels so that the plain image will 

meaningless noisy image [2, 3].   

 

 This paper proposes a secure image 

encryption method based on highly random bit 

sequence, which is generated mainly by exploiting 

the chaotic characteristics of DFB and EDFA. 

rest of the paper is organized as follows:

describes the generation of random bit sequence 

and from which random key for image encryption is 

derived. Various statistical tests for 

sequence randomness are also explained in Section 

II. Scrambling and XOR operation technique based 

image encryption process is described is Section III.

The results obtained from Optisystem simulation 

tool and Matlab are discussed in Section IV.

  

II. RANDOM BIT SEQUENCE GENERATOR

In image encryption systems, unpredictability and 

irreproducibility of the random bits are 

important and as explained in section I, chaotic 

characteristics of photonic devices are used 

paper to generate random bit sequence.

simulation layout for the proposed random 

sequence generator is shown in Fig.1. Two DFB 

lasers are used and are biased in such a way to 

obtain chaotic output as shown in Fig.

Chaotically fluctuating output can be clearly seen in 

the figure. The output from both DFB 

separate EDFA which adds more photonic noise to 

the random signal so that more unpredictability and 

irreproducibility can be expected in the generated 

random sequence. Photo detector is then used to 

obtain the random signal in electrical form and 

then sampled with the help of user defined pulse 
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be used as a key further to encrypt an image. In 
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widely used techniques and the aim of which is to 

tion between adjacent 

will look like a 

secure image 

based on highly random bit 

which is generated mainly by exploiting 

the chaotic characteristics of DFB and EDFA. The 

rest of the paper is organized as follows: Section II 

describes the generation of random bit sequence 

from which random key for image encryption is 

 checking bit 

sequence randomness are also explained in Section 

crambling and XOR operation technique based 

process is described is Section III. 

The results obtained from Optisystem simulation 

re discussed in Section IV. 

GENERATOR 

image encryption systems, unpredictability and 

irreproducibility of the random bits are much 

t and as explained in section I, chaotic 

re used in this 

paper to generate random bit sequence. The 

simulation layout for the proposed random 

sequence generator is shown in Fig.1. Two DFB 

re biased in such a way to 

as shown in Fig. 2. 

can be clearly seen in 

DFB is given to 

EDFA which adds more photonic noise to 

the random signal so that more unpredictability and 

be expected in the generated 

s then used to 

obtain the random signal in electrical form and is 

then sampled with the help of user defined pulse 

generator and XOR gate. The sampling rate of the 

random signal can be varied by changing the user 

defined pulse generator specifications.

outputs from both XOR gate are then given to flip 

flop and the output of flip flop

random bit sequence. Sample portion of the 

generated random sequence is shown in Fig.

  

 

 
Fig.1 Layout for the generation of rand

 

 

Fig.2 DFB laser output 

 

 

Fig.3 Sample portion of the generated 
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generator and XOR gate. The sampling rate of the 

random signal can be varied by changing the user 

defined pulse generator specifications. The sampled 

re then given to flip 

flip flop is the required 

Sample portion of the 

generated random sequence is shown in Fig. 3.           

 

Layout for the generation of random bit sequence  

 

DFB laser output  

 

enerated random sequence 
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From the obtained random bit stream, two keys, 

‘key a’ and ‘key b’, are derived with a size equal to 

that of the image to be encrypted and are shown in 

Fig.4. These keys are then used to scramble the 

plain image.  

 

 

 
 

(a) 

 

 
 

(b) 

 

Fig.4 (a) Random key ‘a’ (b) Random key ‘b’ derived from laser chaos 

 

 

Before the encryption process, the keys are tested 

for their randomness using the statistical test set of 

the National Institute of Standards and Technology 

[8]. Results obtained for some of the tests are 

shown in Fig. 5 to Fig. 8. As an example, 

Frequency Test, one of the basic tests, is used to 

assess the equal distribution of 1s and 0 s in the 

random sequence and this property is required for a 

truly random bit generator. Frequency Test was 

verified for the obtained keys, ‘key a’ and ‘key b’, 

and is shown in Fig.5. Another test namely Runs 

Test analyzes the nature of runs, substrings of 

consecutive 1's and consecutive 0's, present in the 

random sequence. Fig. 6 proves that ‘key a’ and 

‘key b’ are random as they passed the runs test.    

 

 
  

Fig.5 Frequency (Monobits) Test  

 

 
 

Fig.6 Runs Test 

 

The derived keys were also verified for their 

randomness using Random Excursions Test and 

Cumulative Sums Test, and the same are shown in 

Fig. 7 and Fig. 8. 

 

Moreover, Frequency block test, Longest run test, 

and Discrete Fourier Transform test were also 

verified for ‘key a’ and ‘key b’ and are proved to be 

random keys. 
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Fig.7 Random Excursions Test 

 

 
 

Fig.8 Cumulative Sums Test 

 

III. IMAGE ENCRYPTION 

Image scrambling and bitwise XOR operation 

technique based single iteration image encryption 

algorithm is used in this paper. The time taken for 

the encryption process is less as single iteration is 

used in the proposed encryption method. The image 

to be encrypted, plain image, is first scrambled 

using the ‘key a’, defined as scrambled version 1. 

The plain image is also scrambled using the ‘key b’ 

and is defined as scrambled version 2. Encrypted 

image is then obtained by doing bitwise XOR 

operation between the images namely, scrambled 

version 1 and scrambled version 2. The sample 

plain image taken for encryption process is shown 

in Fig. 9. This image is scrambled using ‘key a’ and 

the same is shown in Fig. 10.  The plain image is 

once again scrambled using ‘key b’ and the 

resultant image, scrambled version 2 is shown in 

Fig. 11. The randomness of the generated keys can 

be clearly seen in Fig. 10 and Fig. 11. As the final 

step in the encryption algorithm bitwise XOR 

operation is done between scrambled version 1 and 

scrambled version 2. The encrypted image is shown 

in Fig. 12.  

 

 

 
  

Fig.9 Sample image to be encrypted 

 

 

 
 

Fig.10 Image scrambled with ‘key a’ 

 

 

 
 

Fig.11 Image scrambled with ‘key b’ 
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Fig.12 Encrypted image using ‘key a’ and ‘key b’ 

 

Image histogram is one of the basic and straight 

forward metrics for evaluating the images in 

encryption process. It gives the graphical 

representation of frequency of pixel intensity values

in an image. Since an efficient image encryption 

method converts a plain image to a random

uniformly distributed histogram can be expected for 

an encrypted image. Histogram of the original plain 

image and the encrypted image are shown in Fig. 

13 and Fig. 14.  

 

 

 
Fig.13 Histogram of the image to be encrypted

 

 

Fig. 14 clearly shows that the pixel 

values are distributed almost evenly across the 

entire intensity range, from 0 to 255

encrypted sample image. For various

images and random keys also histogram analysis 

was done and similar results were obtained. 
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12 Encrypted image using ‘key a’ and ‘key b’  

Image histogram is one of the basic and straight 

forward metrics for evaluating the images in 

encryption process. It gives the graphical 

frequency of pixel intensity values 

image encryption 

random one, a 

can be expected for 

Histogram of the original plain 

image and the encrypted image are shown in Fig. 

 

13 Histogram of the image to be encrypted 

pixel intensity 

almost evenly across the 

from 0 to 255, in the 

various other plain 

and random keys also histogram analysis 

and similar results were obtained.  

 
Fig.14 Histogram of the encrypted image

 

IV. DISCUSSION OF RESULTS

As discussed in section II, the 

proposed random key generator is verified at first 

using the series of tests like Frequency

Test, Random Excursions Test

Test, Frequency block test, Longest run test

Discrete Fourier Transform test

proved that the generated keys are highly random. 

In addition, the use and effectiveness of the 

generated random key in image encryption process 

is illustrated in section III. 

encrypted images, as shown in Fig. 10 to Fig. 12, 

and Histogram analysis clearly verifies that 

photonic chaos based key is random an

effectively used in secure 

transmission, as even a single iteration

guarantees sufficient encryption.

 

V. CONCLUSION 

An efficient optical random key generator

image encryption scheme was proposed in this 

paper. The random bit sequence generator was 

designed using Optisystem 

distributed feedback laser, EDFA, 

and electrical signal processing elements. The 

chaotic nature of optical components was utilized in 

the proposed design. The ra

generated bit sequence was validated using a series 

of tests. The obtained results prove
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encrypted image 

RESULTS 

As discussed in section II, the randomness of the 

proposed random key generator is verified at first 

using the series of tests like Frequency Test, Runs 

Random Excursions Test, Cumulative Sums 

Longest run test, and 

ransform test. The test results 

proved that the generated keys are highly random. 

use and effectiveness of the 

generated random key in image encryption process 

is illustrated in section III. Scrambled and 

encrypted images, as shown in Fig. 10 to Fig. 12, 

Histogram analysis clearly verifies that 

key is random and can be 

secure real time image 

single iteration process 

.     

n efficient optical random key generator for fast 

was proposed in this 

random bit sequence generator was 

 with the help of 

distributed feedback laser, EDFA, photo detector 

and electrical signal processing elements. The 

chaotic nature of optical components was utilized in 

randomness of the 

validated using a series 

tained results proved that the bit 
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sequence generated was highly random. The 

random bits sequence generated was then used to 

encrypt the image using scrambling and bit wise 

XOR operations. Histogram analysis of the 

encrypted image proved that the proposed image 

encryption method is suitable for secure image 

transmission. 
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