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A Brief Introduction on Automated Regression Detection 
Framework  

Abstract: 
            Detecting performance anomalies/defects and finding their root causes are tedious tasks which 
requires much manual work. Conventional approaches are limited to specific applications. This paper aims 
to summarise various automated anomaly detection framework and draw logically conclusions at the end 
and provide a basic approach to design an automated regression detection framework . 
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I.     INTRODUCTION 
When a software system starts behaving abnormally 
during normal operations, it has an immediate 
impact on customer experience and satisfaction. 
Performance concerns in a software product are 
usually serious enough to cause delays in 
deployment which occasionally is reported as one 
of the most critical problems of deployed systems.  

While the diagnosis of a performance problem can 
be challenging, it is critical towards the smooth 
functioning of such systems..Early, informative 
warnings on significant changes in application 
performance should help detect anomalies and 
prevent any major mishap , specially when dealing 
with sectors like - healthcare, aviation and banking.  

To understand the importance of anomaly detection 
framework, we highlight the importance of anomaly 
detection framework with the following example- 
We consider an investment bank, A ,which recently 
changed its taxation criteria for mortgage bond 
securities. An erroneous implementation might lead 
to cases with faulty transactions. Such a software, if 
it makes through the production stage can cause 
loss of reputation and business to the bank to avoid 
these we pass the modified code through a 
Regression detection framework to find out how 
these code updates affect the overall trade 
flow.Given the large volume of trades being 
executed on a daily basis, the process needs to be 
automated.  

In the next few sections we will be discussing the 
methodologies of few automated regression 
detection frameworks and a basic approach to make 
a simple regression detection framework.  

II.     LITERATURE SURVEY  
The paper by Hamou-Lhadj[1] talks about a novel 
framework that allows training and testing of 
anomaly detection techniques on trace streams in 
real-time.The TotalADS is divided into 4 parts : 

1. The trace management engine deals with the 
format of the trace, CTF, XML and text based 
traces are supported.  

2. The Anomaly Detection Engine comprises 
different host- based anomaly detection 
techniques by using a common interface in Java. 
TotalADS integrates three different anomaly 
detection techniques, namely, Kernel State 
Modeling (KSM), Sequence Matching (SQM) , 
and Hidden Markov Model (HMM).  

3. Trace Inspection Engine comprises of a set of 
views that can be used to do various different 
tasks. Few examples include building anomaly 
detection models, diagnosing traces using 
models, training and evaluating models on live 
traces, inspecting individual event details in a 
trace, understanding control flow of processes, 
comprehending utilisation of CPUs in a trace at 
different time, getting event statistics in a trace, 

ISSN : 2581-7175                             ©IJSRED: All Rights are Reserved	 Page	2



																																																											
and visualising occurrences of events as 
histogram of frequencies over a timeline.  

4. No sql database is used to store the data.  

The initial results from the above method give a lot 
of false positives as the models don’t have enough 
data but with passing time it gets better and gives 
the desired results. However the HMM requires 
other fine tuning to perform as with the case study 
performed the HMM failed to detect the anomaly.  

The paper by Lee[2] tries to eliminate almost all 
manual overhead in performance testing to detect 
performance anomalies and find their root causes 
during regression tests.They have used Statistical 
Process Control(SPC) and Cumulative Sum 
(CUSUM) charts.All the changes submitted in the 
development branch of the code are followed by 
automated functionality regression testing using the 
agile development process.Each performance test 
involves a unique set of metrics where different 
metrics use different formats for representing the 
results. The Performance Anomaly Detector for 
each metric given a test it retrieves the performance 
data from the QA database, applies SPC charts to it, 
and displays the results that are considered suspect 
anomalies.If both the test environment and variation 
of the measured metrics are stable.  

The paper by Memon[3] discusses a GUI control-
flow graph (G-CFG) and a GUI call-graph (G-call 
graph) method approach which contains the 
following components : 

• Test case checker partitions the original test suite 
into (1) usable test cases, (2) repairable unusable 
test cases, and (3) unrepairable unusable test 
cases.  

• Test case repairer fixes the unusable test cases by 
adding and deleting events to the test case in 
order to match the event sequence with the 
modified GUI. 
The major drawback of this method is that it 
cannot be extended for the conventional paper.  

The paper by Banerjee[4] developed the following 
modules : 
• Test Case Generator, used to formally define a 
GUI test  

case.  

• Test Oracles, used to determine whether or 
not the software executed correctly during 
testing.  

• Coverage evaluation is a useful guide to 
additional testing, whether it is done for the 
next build or for future comprehensive 
testing.  

• Event Coverage tries to exercise individual 
events in the GUI. The individual events 
correspond to length one  
event-sequences in the GUI.  

• Event-interaction Coverage requires all the 
sides of the event-flow graph be covered by 
a minimum of one test suit . 

 
The major drawback of this paper is that it is 
limited to Smoke Tests.  
The papers by Tanja E.J. Vos[5] and by Carol 
Alexander[6] are overviews of the software 
regression tests. The first paper has presented three 
successful instantiations or applications of the 
framework to validate its applicability and 
effectiveness. However, the framework needs to be 
evaluated by many more case studies to validate the 
completeness of the identified scenarios and the 
identified variables. On the other hand the second 
paper has two main objectives first was to identify 
the most suitable risk models in which to conduct a 
stress test. They have considered eight relatively 
well-known and parsimonious risk models, of 
which four incorporated volatility clustering. The 
second and major objective of the paper was to 
develop a methodology for conducting stress tests 
for a risk model. They proposed a two-stage 
approach in which an initial shock event is linked to 
the probability of its occurrence. Finally , the risk 
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model is used to model the consequences of that 
shock event.  

 
The paper by G. Rothermel[7] describes a 
framework for evaluating regression test selection 
techniques that classifies techniques in terms of 
inclusiveness, precision, efficiency, and generality. 
The authors have illustrated the application of this 
framework by using it to evaluate existing 
regression test selection techniques.  

III. REGRESSION DETECTION 
FRAMEWORK  

The purpose of a regression detection framework is 
to test whether the modified code affects the other 
part of software application or not.A regression 
detection framework is the set of rules, a predefined 
structure or guidelines that the automated test cases 
s h o u l d f o l l o w d u r i n g S D L C ( S o f t w a r e 
Development Life Cycle).The amount of regression 
testing required depends upon the newly added 
feature for example , if the feature is large, then 
there are more chances of the application getting 
affected. In a regression detection framework we 
compare the output of two versions of the software. 
If a change in the software causes an unexpected 
difference, it would be highlighted. On the event 
when a difference was expected but not found the 
same logic is applied. Fig .1 depicts a basic 
architecture of a Regression Detection Framework.  

 

Fig 1. Architecture of Regression Detection Framework  

In order to do Regression Testing process, we need 
to find out the type of application that needs to be 
tested .Then we need to debug the code to identify 
the bugs. Once the bugs are identified, required 
changes are made to fix it then we need to do a 
review of the test cases. Relevant test cases need to 
be selected from the test suite that covers both 
modified and affected parts of the code. Regression 
testing can be made more effective if we select the 
following test cases :  

• Test cases which have frequent defects  

• Functionalities which are more useful to the 
users  

• Test cases which verify core features  

• Test cases of functionalities which have 
recently been modified 

• All Integration test cases  

• All Complex test cases  

• Boundary value test cases  

• A sample of Successful test cases  

• A sample of Failure test cases  

 
Automated testing tools are capable of generating 
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automatically generate a suite of passing unit tests 
by parsing the source code and determining all 
possible paths through the code.This reduces 
reliance on time consuming and expensive system 
tests also as being far more thorough and 
identifying the si tuation of errors more 
precisely.Automatically running regression tests 
means frequent test runs which makes bugs easier 
to repair as regression errors are identified earlier. 
With the successive runs , test suites become very 
large and minimising the test suites remains a major 
challenge.  

IV. LANGUAGES USED  

The following section discuses few languages that 
can be used to implement a Regression Detection 
Framework.  

A. Python 
An open-source programming language for test 
automation, machine learning, etc, Python has 
around 8% of consumers use Python as their 
language of choice for building test automation 
tools. Python provides a huge set of libraries and 
thanks to its simple learning is one the foremost 
popular language for designing regression detection 
framework.  

B. Java 
Released by Sun Microsystems in the year 1995, 
Java is a cross-platform object-oriented 
programming language. Java is a general-purpose, 
class-based, object-oriented programming language 
designed for having fewer implementation 
dependencies.It is built on the principles of object-
oriented programming is a general- purpose 
programming language that's owned by the Oracle 
Corporation. Around 44% of consumers use Java to 
create a regression detection framework.  

C. C# 
C# is a programming language developed by 
Microsoft that runs on the .NET Framework. With 
newer and more powerful languages coming in the 

market , it is becoming less and less popular but C# 
still accounts for around 8.8% of the regression 
detection framework.  

D. JavaScript 
JavaScript (JS) is a lightweight, interpreted, or just-
in-time compiled programming language with first-
class functions . It is a prototype-based, multi-
paradigm, single-threaded, dynamic language, 
supporting object-oriented, imperative, and 
declarative styles.  

E. ShellScript 
A shell script is a computer program designed . A 
Bash script is an example of a shell script, it is a 
plain text file which contains a series of commands. 
The flexibility and the ease to work with logs and 
across various languages and format makes it a 
popular choice.  

IV.  CONCLUSION  

After analysing various Regression Detection 
Frameworks I have come to the following 
conclusion:  

• Existing Regression Detection Frameworks 
are general and designed mostly for GUIs.  

• They can’t be integrated with Business 
Specific Services for which we require the 
regression test.  

• The Existing Regression Detection 
Framework can’t be operated for and end-
to-end testing across different services.  

• The Existing Regression Detection 
Framework can’t be operated for testing 
across various formats in which the 
messages are exchanged across services. 

 
This paper also talks about a basic approach on 
designing a regression detection framework, the 
important points to consider while choosing test 
cases and the challenges faced.  
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