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Abstract Power theft is one of the serious issues of 

electric utilities. Such electricity theft produces a 

financial loss to the utility companies. It is not 

possible to manually inspect such a theft in large 

amounts. For detecting such electricity theft we have 

introduced a gradient boosting theft detector (GBTD) 

based on the three latest gradient boosting classifiers 

(GBCs): extreme gradient boosting (XGBoost), 

categorical boosting (Cat Boost), and light gradient 

boosting method (LightGBM). XGBoost is a machine 

learning algorithm which gives high accuracy in less 

time. In this algorithm, we perform preprocessing on 

the smart meter data and then perform feature 

selection. Practical application of the proposed GBTD 

for theft detection is minimizing FPR and reducing 

data storage space and improving time-complexity of 

the GBTD classifiers which detect nontechnical loss 

(NTL) detection.  
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1. INTRODUCTION  

Many electric utilities have financial losses due to 

electricity theft. There are various types of electrical 

power thefts, including tapping a line or bypassing 

the energy meter. As per surveys, 80% of the overall 

burglary happens in private abodes and 20% on 

business and modern premises. If we try to detect the 

theft manually, it would not be possible as large 

amount of data would be present. So, here we have 

applied machine learning algorithm to detect the theft. 

Theft can be detected by checking for abnormalities 

in the user’s electricity consumption patterns. From 

the user’s fundamental data, we can analyse the user 

behaviour. We implement a supervised ML-based 

theft detection model that identifies whether an 

abnormal/fraudulent usage pattern has occurred in the 

SG (smart grid) meter. We use superiority of 

XGBoost, a gradient boosting classifier (GBC), over 

other ML algorithms for nontechnical loss (NTL) 

detection.  

1.1 Goals & Objectives 

The main objective is to detect the theft based on 

fraudulent usage pattern. 

Our goal is to detect abnormalities in the usage 

pattern & prevent electricity theft. 

1.2 Scope 

Usage of this model to detect fraudulent activities in 

the electric utility sector. 

1.3 Existing System 

In the existing system, electricity providers have to 

send their employees to check electricity meters of 

the users. Once the employee physically reaches the 

location, only then can he check the meter and find 

out for a theft.  

� 1.4 Proposed System 

Our country loses more money to theft than any 

other country in the world. The state 

of Maharashtra which includes Mumbai- alone 

loses $2.8 billion per year, more than all but eight 

countries in the world. In this proposed system we 

use a dataset having the electricity usage of a 

smart grid (SG) meter. Using this dataset we 
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perform feature selection and do pre-processing 

on the dataset. 

When we have large number of features in a 

dataset, then feature selection is a very important 

part in Machine Learning. As we use feature 

selection, it gives us the most important feature 

and this feature selection helps us  achieve more 

accuracy. Then we perform preprocessing on the 

data. Next, we use the superiority of XGBoost, a 

gradient boosting classifier (GBC), over other ML 

algorithms for nontechnical loss (NTL) detection. 

Gradient boosting is called gradient boosting 

because it uses a gradient descent algorithm to 

minimize loss when adding new trees. This 

approach supports both regression and 

classification predictive.  

� 2. Motivation 

Electricity theft is increasing day by day and it 

has become difficult to detect fraudulent 

activities. Due to this, many citizens of the 

country are being cheated.  

By creating a theft detection model, we can aim 

to reduce fraudulent activities in and around us 

and make our cities a better place to live in. 

� 3 System Architecture 

 

 

Explanation: 

(a)SG meter data as input  

(b) Next step is preprocessing on dataset. 

(c) Feature selection method to select features. 

(d) Ensemble learning method (Xgboost) applied on 

data. 

(e) Result theft detection 

 

4. CONCLUSIONS 

 The proposed system detects electricity theft using 

XgBoost machine learning method. However, 

LightGBM appeared to be the fastest classifier. This 

proposed system helps electricity providers to detect 

electricity theft and prevent loses. This is most 

important application of this project. 

 5 Literature Survey 

1. Power Utility Nontechnical Loss Analysis with 

extreme machine learning method. 

This paper proposes a new approach to identify the 

non-technical losses using a few emergent machine 

learning techniques called the extreme learning 

machine (ELM). Non-technical losses are caused by 

actions external to the power system and consist 

primarily of electricity theft. The ELM technique uses 

the data from the electricity board which consists of 

the customer's id and their meter readings. Data 

mining is used to extract patterns of customer's 

behavior depending on their meter readings. Any 

abnormal behavior that is recognized with the help of 

a major change in the pattern can be related to the 

NTL. ELM and online sequential ELM (OS-ELM) 

techniques are used. A comparison between ELM and 

other ML techniques such as SVM was undertaken 

and the results showed that ELM had higher accuracy 

and better performance which led to an increase in the 

efficiency of the theft detection results. 
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2. Energy theft detection using gradient boosting theft 

detector with feature engineering-based 

preprocessing. 

This paper has introduced a Gradient boosting theft 

detector (GBTD) for smart theft identification. 

Gradient boosting theft detector consists of three 

latest gradient boosting classifiers (GBCs): extreme 

gradient boosting (XGBoost), categorical boosting 

(CatBoost), and light gradient boosting method 

(LightGBM). To improve the efficiency and the 

performance of the model, GBTD not just focuses on 

the preprocessing of the hyper parameters but also on 

the feature engineering-based preprocessing. The 

detection rate (DR) and false-positive rate (FPR) of 

those GBCs are improved by generating stochastic 

features like standard deviation, mean, minimum, and 

maximum value of daily electricity usage. To reduce 

the complexity occurring due to the number of 

classifiers, GBTD uses the weighted feature-

importance technique. The main emphasis is on 

minimizing FPR, reducing data storage space and 

improving the time-complexity of the GBTD 

classifiers. Additionally, this letter proposes an 

updated version to automate the proposed algorithm 

by mimicking the real-world theft patterns and 

applying them to the dataset. 
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