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Abstract: 
The data mining is a technique which is used for analysing the data and recovering the patterns for 

applications. A number of applications are available where the data mining techniques are being used such 

as for classification, decision making, pattern learning, etc. In this presented work the privacy preserving 

data mining techniques are explored and a new technique for privacy preserving rule mining is introduced. 

That technique usage the contributed data from different data suppliers and mine the association rules 

securely. In order to mine the association rules the apriori algorithm is used. Additionally to secure the 

data at client end the Homomorphic encryption algorithm is used. After mining the required association 

rules from encrypted data it is delivered to the associated parties. The received encrypted rules are 

decrypted at the end of client and decryption algorithm is implemented here to recover the decision rules 

based on contributed part of data. The implementation of the proposed system is given in client server 

approach. That technique is developed with the help of java technology. Finally using the different 

experiments the performance of system is measured in terms of time and space complexity. The results 

demonstrate the proposed technique is acceptable and secure due to Homomorphic encryption. 

Additionally for extending the given concept the future plan is also proposed in this work. 

 

Keywords — association rule mining, privacy preserving rule mining, apriori algorithm, Homomorphic 
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I. INTRODUCTION 

Data mining is an approach for mining the 

centralized database for extracting the valuable 

patterns from data. This process needs to implement 

the different computational algorithms for finding 

the required patterns. But sometimes when we work 

with the real world datasets the privacy and 

sensitivity of data are needed to be maintained [1]. 

The branch of data mining which preserves privacy 

during the mining of data is known as privacy-

preserving data mining techniques [2]. In this work, 

the main area of study is privacy-preserving data 

mining. In this context, the multiparty data 

association and association rule mining technique is 

tried to implement and explore. In literature where a 

number of parties want the conclusion from the 

aggregated data, the rules are mining for ease of 

mining and recovery of contributed attributes. 

However, for mining effective techniques are 

available for extracting the conclusion from data 

such as statistical approaches, opaque data models 

and others.  

But the rule mining technique much suitable in such 

kinds of applications. Thus to mine, the association 

rules the apriori algorithm is selected for providing 

the security and privacy the Homomorphic 

encryption technique is used. However, the 

Homomorphic encryption techniques are cost-

effective but the security is very sound. These 
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techniques are very valuable where the multiple 

parties are agreed for combining their data and 

mine common decision for planning and business 

purpose. But not a single party wants to disclose 

their data for securing the data owner’s privacy. 

Thus such kinds of data mining techniques are 

suitable for the medical industry, education, 

hospitality, etc. now in these, a number of other 

industries are following the concept of PPDM. 

II.     PROPOSED WORK 

The proposed work for privacy-preserving data 

mining using association rule techniques is detailed 

in this chapter. The proposed model and the 

relevant algorithm is described in this chapter. 

A. System Overview 

The privacy-preserving data mining technique is a 

sub-domain of data mining where the data analysis 

securely is the primary aim of the system. Here the 

data mining techniques are mostly applied in 

various source-based collected data. In this 

technique, the multiple parties are agreed to 

combine their data at the trusted party and mine 

them for preparing the common decisions based on 

data. That technique is frequently used in various 

business intelligence applications, medical domain 

data management, and many more. The different 

kinds of data mining algorithms are applicable but 

the rule mining techniques are suitable for 

understanding and providing the decision rules. 

Using these rules any organization can understand 

and recover the decisions by traversing the rules 

using the available attributes. 

The proposed work is motivated for designing a 

secure and efficient technique for mining 

association rules from the multi-party data supplier. 

Each party contributes a part of data which are 

communicated at the server and the server first 

aggregates that data for further processing. In this 

context for providing security at the party end, the 

Homomorphic encryption technique is applied. 

Additionally over the encrypted data the association 

rule mining namely apriori algorithm is applied. In 

this technique, the entire data is processed at the 

server end and the client is responsible for data 

security. After data processing or association rule 

generation the rules are distributed to all the 

associated parties. The contributed part of data 

which are used for generating rule is recoverable at 

the same party end who contributed that part of data. 

Therefore the proposed privacy-preserving data 

mining technique is providing the service for 

controlling security and privacy at the data owner’s 

end. 

B. Methodology 

The proposed system is described in this section; 

figure 2.1, contains the phases of data processing 

using the proposed privacy preserving data 

mining technique. 

 

Fig.2.1 Proposed System 

According to the given diagram 2.1, the proposed 

system is divided into three modules. The client 

selects their data at their own end and then connects 

to the server when the connection is established the 

user key is obtained by the client. The client is 

usages that key and produces the cipher text for the 

data. The server accepts the connection, collect the 

data, the process using the apriori algorithm 

generate rules. And finally, at the client end, the 

rules are extracted and recovered using the 

decryption process. The details of the proposed 

modules for privacy-preserving data modelling are 

described as: 

No more than 3 levels of headings should be 
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in a heading must be capitalized except for short 

minor words as listed in Section III-B. 

1)  Client End P:The client end process is simulated to the 

figure 2.2, The model contains the required steps of data 

processing and their relationship among the server and client. 

 

 
Fig. 2.2 Client End Process 

Input dataset: all the concerned parties who want to combine 

their data with other parties confidentially and mine the data 

for concluding the decision rules. In this context, the user 

selects the part of their own data for sharing with the trusted 

server. The selected data is first read by the system and then 

the next processes are initiated.  

Connect to server: the entire process is a client-server data 

management system therefore the processed data from the 

client end is needed to be forward at the server end. Therefore 

first need to establish connectivity from the server thus client 

creates a request to the server for accepting the connection and 

data. As the connectivity established the next process of 

encryption is taken place. 

Encrypt data: the encryption is a technique which is used for 

securing the confidential data. That is a low cost and low 

maintenance technique for offering security and privacy over 

data. That transforms data from readable format to unreadable 

format. In this work, a Homomorphic algorithm namely 

Paillier algorithm is applied for preserving data confidentiality 

and privacy.  

Transmit to server: the encrypted data attributes are 

reorganized into a file and transmitted to the server, where the 

server combines the obtained data from different parties are 

preparing a combined data set for processing. 

2)  Server End Process:The server side process of system 

is demonstrated in figure 3.1, which provide the flow of steps 

which are involved for processing the data. 

 

Fig. 3 Server End Process 

Accept connection: the system is prepared to work in a 

multiple party environment therefore more than one client can 

connect with the server, when a data contributor is connected 

the server help to establish a connection. During this, the 

server system generates a unique ID for the connected party 

and sends the acknowledgment for the connection. 

Accept data: after connection establishment, the client is able 

to communicate the data. The data is secured previously when 

they make a request for connection. After encryption of data, 

the server accepts the data from all the parties.  

Re-produce dataset: the accepted data from all the data 

sources are combined together according to the available class 

labels and other parties’ data. This process of combining all 

party data is termed here as the reproduction of the dataset. 

Apriori algorithm: in literature different kinds of techniques 

available for mining the association rules. Among them, the 

apriori algorithm is much popular for association rule mining. 

The proposed technique here applies the apriori algorithm for 



International Journal of Scientific Research and Engineering Development-– Volume 2 Issue 6, Nov-Dec 2019 

Available at www.ijsred.com 

ISSN : 2581-7175                             ©IJSRED: All Rights are Reserved Page 615 

mining association rules. The apriori algorithm is explained in 

the previous chapter. The classical format of the apriori 

algorithm is used in this experimentation.  

Rule generation: the computed frequent patterns are used in 

this phase for generating association rules. These rules are 

used for classification and prediction purposes. 

Rule distribution: the generated rules are available at the 

client end and can be used by different parties. Therefore the 

server opens their connections for all the concerned parties to 

extract the rules from their own end.    

 

3)  Client End Decision Recovery:The extracted rules from 

the server are distributed equally to all the connected data 

parties. These rules are used with the decryption process for 

recovering the contributed part of data and decisions. The 

encrypted part of the information is recovered due to the 

cryptographic algorithm by the target party. But the parties 

can only view the part of the decision variable which are 

contributed by own. 

 

C. Proposed Algorithm 

The algorithm is basic steps that are used for processing the 

data and generating the security and privacy-preserving rules. 

Thus two different activities using the algorithms are 

described in tables 2.1 and 2.2 First here for the server system 

and second is used for client end. 

                                           Table 2.1 Proposed Algorithm 

Input: accepted dataset D 

Output: generated association rules �� 

Process: 

1. ����			(������)	

a. ���������. ����()	

b. �����. ���������(�) 

c. ����� = 	���������(�) 

d. �. ���(�����) 

2. ������ 

3. �� = �������.  �����!	��(�) 

4. Return �� 

 

 

 

 

 

Table 2.2 Proposed Algorithm for Client 

Input: data set D 

Output: recovered rule 

Process: 

1. ������������������"��() 

2. �����"�����������() 

3. �� = �������(�) 

4. �� = #���$���ℎ��. &���'�(��) 

5. ���������"��(��) 

6. (��( ) 

7. ��(��������� == ���)	�) 

a. �� = �����!	�� 

b. �� = ����'��!	��(��) 

8. ����� 

9. Return �� 

 

III. RESULTS ANALYSIS 

This chapter provides the performance evaluation 

of the proposed privacy-preserving association rule 

mining technique. Therefore, two key parameters 

are focused on evaluation namely time 

requirements and memory usages. Both the 

performance factors are reported in this chapter. 

A. Time Requirements 

The time requirements of an algorithm are also known as the 

time complexity for algorithms. In this work for processing 

the input dataset and obtaining the association rules time 

requirements are measured. That is computed using the 

following Eq. 

������*!������� = �	+���ℎ������� − ������ 
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Fig. 3.1 Server End Process 

 

The time requirement of the proposed privacy-preserving 

association rule mining technique using secure Paillier’s 

algorithm is reported in table 3.1, additionally, their line graph 

representation is given in figure 3.1. In order to provide a line 

graph, the X-axis contains the number of attributes used for 

rule mining and the corresponding consumed time is notified 

on Y-axis. The time requirements of the algorithm are given 

here in terms of milliseconds. According to observed results 

as the number of time requirements, is increased when the 

number of attributes for processing and the number of 

transactions for processing is increased 

 

 

Fig. 3.2Memory Usages 

 

Table 3.1 Time Requirement 

 

Number of Attributes  Time in milliseconds (MS) 

4 46 

6 83 

8 132 

10 175 

12 197 

14 224 

16 269 

 

Table 3.2 Memory Requirement 

Number of 

attributes  

Memory Usages 

kilobytes (KB) 

 

4 14284  

6 14826  

8 15372  

10 15778  

12 16031  

14 16594  

16 17082  

The obtained results for the proposed privacy-preserving 

association rule mining technique is provided using table 3.2 

additionally that is visually represented in a line graph as 

given in figure 3.2. The X-axis of the line graph prepared on 

the basis of the number of attributes involved in association 

rule mining and the Y-axis shows the corresponding measured 

main memory usages. The measurement of main memory 

utilization is given here in terms of kilobytes (KB). According 

to the developed results, the association rule mining space 

requirements are increases with the number of attributes and 

number of transactions. 
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IV.     CONCLUSION  

The implemented system for the privacy-preserving 

association rule mining is accomplished 

successfully. That offers security at the client end 

by using Homomorphic encryption; in addition to 

that server-side there is no probability to be data 

leak due to association rule mining is processed 

over the encrypted data. Therefore the proposed 

technique is fully secure and trusted.   

A. Future Work 

The aim of the proposed work is to understand the privacy-

preserving data mining technique for discovering the 

association rules. In this context, the model is developed and 

evaluated successfully. In the near future, the following work 

is proposed for designing a new and enhanced system. 

1. The work is aimed for multiparty based decision rule 

mining which increases the amount of data 

dimensions significantly, therefore need to handle the 

data dimensions, 

2. The association rules are accurate for prediction and 

classification but it is computationally expensive 

therefore need to explore more rule mining 

techniques for improving the resource complexity. 
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